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RISK IDENTIFICATION AND ASSESSMENT -
GUIDELINES FOR PUBLIC SECTOR IN POLAND

Summary: Risk management should become a very important part of the responsibilities of
management and an integral part of the normal organizational processes in all public sector
entities. The primary reason for managing risk in the public sector is enable entities to
successfully achieve their goals included in the financial and non-financial plans, according to
the requirements of the public law. The purpose of this paper is to work out guidelines for
public sector in Poland in terms of two stages of the risk management process: risk
identification and risk assessment. For proper risk identification and assessment two issues
were initially undertaken: developing a clear definition of risk and selecting risk management
approach. The author worked out risk typology which can be applied in the public sector risk
management process and recommended some risk identification methods. Risk assessment is
presented as a two-stage process. It includes risk analysis, which precedes risk evaluation.
Methodology applied in the study includes desk research and semi-structured interviews
conducted with representative of Lover Silesia Marshal Office and Governor’s Office.

Keywords: risk management, risk identification, risk assessment, public sector risk.
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1. Introduction

The fundamental function of public sector entities is fulfilling public strategic goals
and objectives in the most effective way, according to the defined time.
Considering that achievement of goals and objectives can be affected by different
types of risks, risk management should become a very important part of the
responsibilities of management and an integral part of the normal organizational
processes in all public sector entities.

The purpose of this paper is to work out guidelines for public sector in Poland
in terms of two stages of the risk management process: risk identification and risk
assessment.

The motivation for the research were conclusions included in the analyses of
statements on management control (for 2010, 2011, 2012, 2013 submitted by the
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ministers in charge of government administration) and annual reports for 2010,
2011 and 2012 — internal audit and management control in public sector issued by
Ministry of Finance in Poland. Mentioned documents underline that risk
management process is the component of management control which primarily
needs improvement. As regulations in Poland allow adjust risk management
process for specific needs of the entity and mentioned reports showed weakness of
risk management process in Polish public sector author decided to limit scope of
the paper to risk identification and assessment guidelines for domestic public
sector.

In the first part of the paper author presents two important initial stages for
proper risk identification and assessment: developing a clear definition of risk and
adopting risk management approach. Author explains as well why the knowledge
about risk management process from other sectors cannot be directly used in the
public sector. Next author suggests focal points for risk identification and works
out own risk typology which could be applied in the public sector in Poland. Risk
assessment is described as a two-stage process. It includes risk analysis which
precedes risk evaluation. Risk analysis involves evaluation of risk impact and
likelihood, evaluation of risk interactions, defining level of risk and viewing the
risk as a comprehensive portfolio. The second stage of risk assessment is risk
evaluation which involves comparing the level of risk found during the analysis
process with risk criteria established in the beginning of the risk management
process.

Methodology applied in the study included desk research (review of the
literature, review of the risk management international standards, review of the
regulations and guidelines for risk management in the public sector in Poland,
analysis of documents presenting risk management guidelines for non-public
organizations and public sector entities in the USA, UK and Australia) and semi-
structured interviews conducted with representative of Lower Silesia Marshal
Office and Governor’s Office.

2. Risk definition

There are two categories of risk definitions presented in the international standards,
scientific papers and risk approaches applied by enterprises and public sector entities.
The focal point is neutral or negative attitude towards the risk. Neutral approach
appears for instance in the International Organization for Standardization (ISO)
documents and is applied by all entities which base their risk management process on
ISO recommendations. Under the ISO 31000:2009 and a consequential major
revision of the terminology in ISO Guide 73, risk is the effect of uncertainty on
objectives. An effect is a deviation from the expected result — positive and/or
negative. Objectives can have different aspects (such as financial, health and safety,



512 Agnieszka Wojtasiak-Terech

and environmental goals) and can apply at different levels (such as strategic,
organization-wide, project, product and process) [ISO 2009b]. The Committee of
Sponsoring Organizations of the Treadway Commission (COSO) definition
incorporates the notion that risk includes only downsides and focuses solely on the
likelihood of bad things happening. Risk is understood as the possibility that an event
will occur and adversely affect the achievement of objectives [COSO 2004a].

It is worth mentioning that the fundamental nature and consequences of risk
apply equally to for-profit and not-for-profit organizations: in for-profit
organizations risk is usually formalized as event, that if it occurs, will
affect/adversely affect the achievements of financial objectives (returns), in not-
for-profit organizations, risk is usually formalized as event, that if it occurs, will
affect/adversely affect the achievements of stated quality objectives [Atkinson,
Webb 2005].

For the purpose of this paper the author applies the Polish Ministry of Finance
definition of the risk included in the “Recommendations for public sector for
planning and risk management” [Minister Finansow 2012]. The regulation focuses
on the negative aspect of risk and defines it as an event with the potential of
negative influence on organization’s achievement of objectives. The public sector
objectives, usually determined by a political process, can relate to a range of entity
activities, from strategic to its operational activities. These include enacting
legislation or regulations, delivering public goods and services, collecting income
through mechanisms such as taxation, making social security payments and issuing
securities [CIPFA, IFAC 2013].

3. Risk management process

Risk management is the process of systematic approach to the identification,
analysis, evaluation, treatment and ongoing monitoring and communication of risk
[McPhee 2005]. The process involves the identification of exposures to risk, the
establishment of appropriate ranges for exposures (given a clear understanding of
an entity’s objectives and constraints), the continuous measurement of these
exposures (either present or contemplated), and the execution of appropriate
adjustments whenever exposure levels fall outside of target ranges. Effective risk
management requires the constant and consistent monitoring of exposures, with an
eye toward making adjustments, whenever and wherever the situation calls for
them [Maginn et al. 2007].

It is crucial to underline that in the last decade there are significant changes
occurring in the practice of risk management, changes which, taken as a whole, are
tending to redefine risk management of all organization’s risks on an integrated basis
[Kjaer 2007]. An enterprise-wide risk management approach (ERM) is seen as the
preferred approach to the risk management for both private and public entities. Table
1 shows differences between traditional risk management model and ERM.
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Table 1. Traditional risk management model vs ERM

Traditional risk management ERM
Risk as individual hazard Risk in the context of business strategy
Individual risk management Risk portfolio development
Risk mitigation Risk optimization
Focus on all risks Focus on critical risks
Risks limits Risk strategy
Risk with no owners Defined risk responsibilities
Risk is not my responsibility Risk is everyone’s responsibility

Source: [KPMG 2001].

The most commonly used approaches to risk management in the public sector,
based on ERM, are these included in the risk management standards worked out by
two organizations:

e (COSO - risk management approach is included in the publication Enterprise

Risk Management — Integrated Framework [COSO 2004a] and
e ISO - risk management approach is included in the standard ISO 31000:2009

— Risk Management — Principles and Guidelines [ISO 2009a].

According to COSO, enterprise risk management is a process effected by an
entity’s board of directors, management and other personnel, applied in strategy
setting and across the enterprise, designed to identify potential events that may affect
the entity, and manage risk to be within its risk appetite, to provide reasonable
assurance regarding the achievement of entity objectives. Enterprise risk
management consists of eight interrelated components:
internal environment,
objective setting,
event identification,
risk assessment,
risk response,
control activities,
information and communication,
monitoring [COSO 2004a].

ISO standard defines risk management as a process which aids decision making

by taking account of uncertainty and its effect on achieving objectives and assessing

the need for any actions. Risk management process involves applying logical and

systematic methods for:

e communication and consultation throughout the process,

e cstablishing the context (defining what the organization wants to achieve and
the external and internal factors that may influence success in achieving those
objectives),
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e identifying, analyzing, evaluating and treating risk associated with any activity,
process, function, project, product, service or asset,

e monitoring and reviewing risk,

e recording and reporting the results appropriately [ISO 2008].

Recommendations for public sector for planning and risk management issued by
Polish Ministry of Finance adopt integrated approach to risk management. They
follow standards for the risk management established by COSO, ISO, Federation of
European Risk Management Associations (FERMA), International Organization of
Supreme Audit Institutions (INTOSAI), the Institute of Internal Auditors (IIA) and
requirements established by the European Commission.

Taking into the account the remarks given above author defines risk management
as a process of decision making, which includes identifying, analyzing, evaluating
and responding to risk. It is a proactive, anticipative, and reactive process that
continuously monitors and controls risk. The risk management process should be an
integral part of management, be embedded in culture and practices and tailored to the
character of the entity. Entity approach to the risk management process should be
included in the risk strategy executed by risk management structure or framework.
The framework provides the foundations and organizational arrangements that will
embed it throughout the organization at all levels.

The paper deals with some steps of risk management process: risk identification,
risk analysis and risk evaluation. Within risk management process recommended by
ISO, risk identification, analysis and evaluation constitute risk assessment [ISO
2008]. COSO ERM framework and approach applied by Polish Ministry of Finance,
adopted in this article, include only risk analysis and evaluation in the risk
assessment [COSO 2004a; Minister Finanséw 2012].

4. Risk management process specificity in the public sector

The primarily reason for managing risk in the public sector is enable entities to
successfully achieve their goals included in the financial and non-financial plans,
both short and long term, according to the requirements of the public law.

To some extent guidelines for risk management created for non-public sector can
be implemented in public sector. But designing risk management process for the
public sector we must consider that:

e this process must be compliant with regulations established for the public
sector risk management,

e there are no specific departments dedicated particularly for the risk
management in the public sector entities,

e types of operations (and their goals) of the public sector entities are in great
scope different that operations conducted by private sector ones,

e public sector entities present an exposure to risk that is substantively different
from a private entity (risk within a public sector organization is much broader
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than the traditional private sector financial or capital project risks) [Cooper

2010],

e the characteristics of public risks present a set of risk management issues not
fully present in the private sector, including (for example: inability of
government to avoid responsibility for risks within its purview, complexity of
relationships between risks) [ Young 2007],

¢ the financial resources which can be allocated for the risk management process
in the public sector entities can be significantly lower than in private sector
what will influence the selection of risk identification and assessment methods,

e risk appetite and risk tolerance in the public sector will be generally lower than
in private sector,

e public sector entities are limited with the instruments which they are able to use
in response to risk.

It must be underlined that risk management is an important component of public
governance. New Public Governance (NPG) is rooted firmly within organizational
sociology and network theory. Its focus is very much upon inter-organizational
relationships and the governance of processes, and it stresses service effectiveness and
outcomes. Further, it lays emphasis on the design and evaluation of enduring inter-
organizational relationships, where trust, relational capital and relational contracts act
as the core governance mechanisms [Bovaird 2006; Teicher, Alam, van Gramberg
2006]. Only proper risk management can provide reasonable assurance regarding
services effectiveness and outcomes with respect to governance mechanisms.

5. Risk identification

Good risk management requires an interdisciplinary, and interdepartmental effort to
identify a wide variety of risks. The risk identification process can generate a
comprehensive list of threats and opportunities based on those events that might
create, enhance, prevent, degrade, accelerate or delay the achievement of the entity
objectives. As risk is defined like an event with the potential of negative influence,
we are only interested in the identification of threats. Comprehensive identification is
crucial, because a risk that is not identified at this stage will not be included in the
further analysis [ISO 2008]. Risk identification also requires an ongoing effort to
scan the environment for emerging and changing risk conditions in order to regularly
review and refocus resources to meet emerging priorities and threats [Hill 2000].

For proper risk identification several important issues must be clarified. They are:
defining and understanding strategies and objectives, defining focal points for risk
identification, selecting risk identification techniques, establishing risk categories and
sub-categories and analyzing causes of the risk. Listed issues were worked out on the
basis on analysis of risk management guidelines developed for some specific public
sector entities: Western Australia Government Agencies, Queensland Government,
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Lover Silesia Marshal Office, Lover Silesia Governor’s Office and Province of
British Columbia. The sources of defining necessary steps for proper risk
identification were as well recommendations designed for public sector in general
(included for instance HM Treasury Orange Book) and for all sectors (included in
ISO standard and COSO standard).

5.1. Defining and understanding strategies and objectives of the entity

Approach based on enterprise risk management (ERM) takes a broad perspective
on identifying the risks that could cause an organization to fail to meet its strategies
and objectives. Taking that into account, the initial focus is on clarity of them.
Without clear objectives it is impossible to identify events that might give rise to
risks that could impede the accomplishment of a particular strategy or objective.

5.2. Defining focal points for the risk identification

Risk identification can be carried out for different levels of organization. Drennan and

McConnell [2007] make one significant distinction between risks according to entity’s

level: those that arise and require to be dealt with at a strategic level and those which

are more relevant at the day operational level of the organization. Accountability for
the risks that arise at the strategic level lies in the case of local or national government
with the elected members. At the operational level, risk is present in the day-to-day
functions and services of the public body. Such risks might derive from the people,
property or processes involved in delivering quality of service expected from the
organization. Here, the responsibility for managing risk lies with every individual
employee, on a daily basis.

The focal points for risk identification and next risk assessment can be:

e objectives and activities defined for the processes — entity operations can be
divided into processes according to applied process classification scheme and
risk is assigned to each process. Processes categories are further broken down
into sub-processes. The entity must devise its own framework for organizing its
processes classification scheme to supplement its risk language and populate
that framework over time. There are many examples of a processes classi-
fication schemes. We can list for example those introduced by Porter [1985] or
American Productivity Quality Center. Process classifications analysis, carried
out for the Polish public sector entities, proves that processes are usually
divided into three groups: management processes, operating processes and
support processes. For each process within the group its objectives, tasks and
measures are defined. Risk from internal and external sources is identified for
all processes in terms of events that can have negative influence on
accomplishing these tasks and objectives;
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e objectives and activities assigned to the functional arecas — jobs within the
organizational hierarchy are grouped by functions. Using a functional
organizational structure, upper management can segregate activities of different
departments. For each department within the entity its objectives, tasks and
measures are defined. Risk from internal and external sources is identified for
all departments in terms of events that can have negative influence on
accomplishing these tasks and objectives.

Semi-structured interviews with representatives of Lower Silesia Marshal Office
and Governor’s Office indicated that in the Polish public sector focal points for risk
identification and next risk assessment are objectives and activities assigned to the
functional areas (Marshal Office) or objectives and activities defined for the
processes (Governor’s Office).

5.3. Using a combination of techniques

Using a combination of techniques for risk identification may produce a more
comprehensive list of risks than would reliance on a single method. The techniques
applied should encourage open and frank discussion, and individuals should not
fear reprisal for expressing their concerns about potential events that would give
rise to risks resulting in fouling to meet objectives. Analysis of risk identification
techniques recommended by different organizations let the author select the ones,
which could be applied in the public sector in Poland. They are: SWOT analysis,
PESTEL analysis, documentation review, brainstorming session, Delphi technique,
interview, risk questionnaires and surveys, self-assessment, facilitated workshops,
event inventory, process flow analysis [Western Australia Government 2011;
Queensland Government 2011; IMA 2007; Protiviti 2006; Province of British
Columbia 2012; COSO 2004b].

5.4. Establishing risk categories and sub-categories

Once risks are identified some organizations find it helpful to categorize them. List
of risks should be organized by risk category and sub-category [Curtis, Carey 2012].
This may be necessary if the risk identification process produces hundreds of risks,
which can be overwhelming and seem unmanageable. Categorizing risk requires an
internal risk language or vocabulary that is common or unique to the organization in
total [IMA 2007]. COSO points out that “event categorization [...] allows
management to consider the completeness of its event identification effort.”
A common language enables employees to communicate more effectively and
identify relevant issues more quickly.

There are many ways of describing or categorizing risk. According to Kaplan
and Mikes [2012] risks fall into one of three categories:
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Category I: Preventable risks. These are internal risks, arising from within the
organization, that are controllable and ought to be eliminated or avoided. Examples
are the risks from employees’ and managers’ unauthorized, illegal, unethical,
incorrect, or inappropriate actions and the risks from breakdowns in routine
operational processes. In general, entities should seek to eliminate these risks since
they get no strategic benefits from taking them on. This risk category is best
managed through active prevention: monitoring operational processes and guiding
people’s behaviors and decisions toward desired norms.

Category II: Strategy risks. Strategy risk, may be defined as the risk associated
with initial strategy selection, execution, or modification over time that results in a
lack of achievement of overall objectives [Chapman 2006]. They are those events
which could significantly impact on the achievement of the entity’s vision and
strategic objectives as documented in the strategic plans [Queensland Government
2011]. Strategy risks are quite different from preventable risks because they are not
inherently undesirable. Strategy risks cannot be managed through a rules-based
control model. Instead, organization needs a risk-management system designed to
reduce the probability that the assumed risks actually materialize and to improve
the entity’s ability to manage or contain the risk events should they occur.

Category III: External risks. Some risks arise from events outside the entity
and are beyond its influence or control. Sources of these risks for public sector
entities include natural and political disasters, major macroeconomic shifts, social,
technological and demographic trends.

Similar typology of risk is used by Atkinson and Webb [2005]. They call
mentioned above risk categories: operational risk, strategic risk and environment risk.

The Treasury’s Orange Book on risk management recommended that public
sector bodies should take into consideration three main categories of risk: external
risks, operational risk and risk associated with organizational change. The external
risk category includes political, economic, socio-cultural, legal/regulatory and
environ-mental risks. Operational risks are associated with the delivery of services
and/or products, as well as the availability of internal organizational capacity,
including risk management expertise. Risk associated with organizational change
refers to all activities and actions going beyond current organizational capabilities
[HM Treasury 2004].

Some classifications group risk into financial risk and nonfinancial risks. Maginn
et al. [2007] relate financial risk to all risks derived from events in the external
financial markets, nonfinancial risk to all other forms of risk. According to this
categorization financial risk includes: market risk (interest rate risk, exchange rate
risk, equity price risk, commodity price risk), credit risk and liquidity risk.
Nonfinancial risk includes operational risk, model risk, settlement risk, regulations
risk, legal risk, taxes risk and accounting risk. Croughy, Galai and Mark [2006] to the
category of financial risk qualify market risk and credit risk and to the category of
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nonfinancial risk: liquidity risk, operational risk, legal and regulatory risk, business
risk, strategic risk and reputation risk.

It is recommended to avoid using generic risk categories as context for risk
identification, as this can seriously limit the thoroughness of risk assessment and can
result in key risks being missed. The categories of risk can then be further
decomposed into more specific sub-categories. In theory the more all-encompassing
the categorization and the more detailed the decomposition, the more closely the
entity’s risk will be captured. In practice, this process is limited by the type of
organization, risk management complexity that can be handled by the available
technology and risk owners, and by the cost and availability of internal and market
data [Croughy, Galai, Mark 2006].

Risk management policy included in the regulations applied by Polish self-
government entity on the regional level — Lower Silesia Marshal Office and
government entity which represent central administration in the region — Lower
Silesia Governor’s Offices includes four risk categories and sub-categories: financial
risk (which includes budget risk, fraud and theft risk, insurable events risk, public
procurement risk, civil liability risk, financial reporting risk), human resources risk
(underemployment risk, competence risk, human health and safety risk), operational
risk (internal regulations risk, organizational structure risk, internal control risk,
information risk, reputation risk, technology risk), external risk (infrastructure risk,
legal risk, political risk, economic risk).

Table 2. Risk categories and sub-categories

Risk category Risk sub-category
Strategy risk e Vision risk
o Strategic objectives risk
Internal risk e Operational risk (for example: Internal regulations risk, Responsibilities and authority

risk, Organizational structure risk, Internal control risk, Information risk, Reputation
risk, IT systems and equipment risk)

e Human resources risk (for example: Under/over employment risk, Competence risk,
Human health and safety risk)

o Internal financial risk (for example: Budget risk, Fraud and theft risk, Insurable events
risk, Public procurement risk/contractual risk, Civil liability risk, Financial reporting
risk)

e Model risk

External risk e Economic risk (for example: Inflation risk, Unemployment risk, GDP growth risk,
International trade risk)

o External financial risk (for example: Interest rate risk, Exchange rate risk, Equity price

risk, Commodity price risk, Credit risk, Liquidity risk)

Political risk

Legal risk

Environment risk

Social risk

Technological risk

Demographic risk

Suppliers of goods and services for public sector risk

Source: own elaboration.
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Taking into the account included in the literature risk typology, Polish Ministry
of Finance recommendations and practices in the Polish public sector, the author
worked out three risk categories and within them some sub-categories. They are
presented in Table 2.

Strategy risk includes risks inherent in the critical strategies appropriate to
enable the organization to meet its main objectives.

Internal risk is present in day-to-day functions and services of the public body,
may affect organization’s ability to deliver on its strategic objectives.

External risk is risk derives from the economy, social trends or natural
environments, technology development and is largely out of control of organi-
zation.

Financial risk was broken into the two components: Internal financial risk and
external financial risk. Internal financial risk is associated with financial planning
and control, public expenditures, income generation and the adequacy of insurance
or other financial cover when a loss occurs, typically is well controlled and is a part
of the routine board risk discussions, with strong impetus coming from the
increased regulatory, accounting and financial audit focus. External financial risk
arises from events outside entity and is beyond its influence or control.

5.5. Identifying causes of risk

For each risk entity should identify possible causes of the risk event. Each risk may
have one or more causal factors which can either directly or indirectly contribute to
the risk event occurring. Identifying the range of causes will assist in understanding
the risk, identify controls, evaluate the adequacy of existing controls and design
effective risk treatments [ Western Australia Government 2011].

6. Risk assessment

Risk assessment allows an entity to consider the extent to which potential events
have an impact on achievement of objectives. Management can assess events from
two perspectives — likelihood and impact — and can use a combination of qualitative
and quantitative methods. Risk assessment includes:

e analyzing the risk, and

e cvaluating the level of risk against a pre-defined acceptance criteria.

Risk is assessed on both an inherent and a residual basis. Inherent risk is the risk
to an entity in the absence of any actions management might take to alter either the
risk’s likelihood or impact. Residual risk reflects the risk remaining after
management’s intended actions to mitigate an inherent risk have been effectively
implemented [COSO 2004b]. It must be pointed out, that risk should be assessed first
on inherent basis and then on a residual basis.
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6.1. Risk analysis

Risk analysis provides an input to risk evaluation, decisions on whether risks need to
be treated and on the most appropriate risk treatment strategies and methods. Risk
analysis should involve consideration of: the likelihood and impact of risk event —
indicated on assessment scale, risks interactions, level of risk and viewing the risk as
a comprehensive portfolio.

6.1.1. Evaluation of impact and likelihood

The main part of risk analysis is evaluation of impact and likelihood of risk event on
objectives achievement. Impact refers to the extent to which a risk event might affect
the organization. Likelihood represents the possibility that a given event will occur.

There are many methods for measuring impact and likelihood. Risk assessment
techniques vary from qualitative to quantitative. While some qualitative risk
assessments are put forth in subjective terms, and others in more objective ones, the
quality of the assessments depends largely on the knowledge and judgment of the
individuals involved, their understanding of potential events, and the surrounding
context and dynamics [COSO 2004b]. Quantitative analysis requires numerical
values for both impact and likelihood using data from a variety of sources. The
quality of the analysis depends on the accuracy and completeness of the numerical
values and the validity of the model used [Curtis, Carey 2012].

Advantages and disadvantages of qualitative methods are presented in Table 3.

Table 3. Advantaged and disadvantages of applying qualitative techniques for risk impact
and likelihood measurement in the public sector

Advantages Disadvantage
o [s relatively quick and easy e Gives limited differentiation between
e Provides rich information beyond financial levels of risk (i.e. very high, high,
impact and likelihood and non-financial medium, and low)
impacts o [s imprecise — risk events that plot within
e [s easily understood by a large number of the same risk level can represent
employees who may not be trained in substantially different amounts of risk
sophisticated quantification techniques e Cannot numerically aggregate or address
risk interactions and correlations

Source: [Curtis, Carey 2012].

The way in which impact and likelihood are measured in the public sector
entities depends on:
e practices applied in the public sector entities worldwide,
e international standards on risk assessment,
e recommendations on the national level,
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public sector entity level of maturity in the Risk Maturity Model,

the complexity of the method,

the decision of management,

the availability and type of data,

cost-effectiveness of applied method,

type of risk.

In estimating likelihood and impact of potential events organizations apply rating
scales. They are defined in relation to organizations’ objectives in scope. Without a
standard of comparison it’s not possible to compare and aggregate risks across the
organization. Scales for rating risks in terms of impact and likelihood comprise rating
levels and definitions that foster consistent interpretation and application by different
constituencies.

When assigning an impact rating to a risk, the rating for the highest consequence
anticipated must be assigned [Curtis, Carey 2012]. Usually used scales are: minor,
moderate, significant or insignificant, minor, moderate, major, catastrophic (critical)
[Western Australia Government 2011; The State of Queensland 2011]. In the Lower
Silesia Governor’s Office impact of potential event is expressed as insignificant,
minor, significant, catastrophic [Zarzadzenie Nr 327 2011], in the Lower Silesia
Marshal Office as low, medium, high [Zarzadzenie Nr 77/2007].

Likelihood can be expressed using qualitative terms, as a percent probability, or
as a frequency. Usually used scales are: unlikely, possible, likely [The State of
Queensland 2011] or rare, unlikely, possible, likely, almost certain [Province of
British Columbia 2012]. In the Lower Silesia Governor’s Office likelihood of
potential event is expressed as low, moderate, high, almost certain [Zarzadzenie Nr
327 2011], in the Lower Silesia Marshal Office as low, medium, high [Zarzadzenie
Nr 77/2007].

6.1.2. Evaluation of risk interactions

ERM enables an integrated view of risks. The key here is that the whole does not
equal the sum of the parts. To understand portfolio risk, one must understand the
risks of the individual elements plus their interactions. A way to consider risk
interactions is to group related risks into a broad risk area and then assigning
ownership and oversight for the risk area. The simplest form of graphical
presentation of risk interactions is risk interaction map [Curtis, Carey 2012].

6.1.3. Defining level of risk

The level of risk is calculated by multiplying the consequence and likelihood ratings
[Western Australia Government 2011]. The level of risk will vary for inherent and
residual risk. All risks will have an inherent level of risk. Having information
available which relates to this inherent risk level means that, when considering the



Risk identification and assessment — guidelines for public sector in Poland 523

adequacy of risk treatment tools, the inherent or worst-case scenario (no risk-
treatment tools established or failure of tools) is known. Residual risk assessment
considers both the risks as previously identified and the related risk response
mechanisms and control activities. In other words, it evaluates the adequacy and
effectiveness of the risk responses in place, providing reasonable assurance that the
likelihood and impact of an adverse event are brought down to an acceptable level
[PricewaterhouseCoopers 2008].

6.1.4. Viewing the risk as a comprehensive portfolio

Once the risks have been analyzed and their interactions documented, it’s time to
view the risks as a comprehensive portfolio. The most often used, by the public
sector entities, way to view the portfolio is to create a risk map (heat map). It is
usually two-dimensional representation of impact plotted against likelihood. Risks
are prioritized by designating a risk level for each area of the graph such as very
high, high, medium, or low, where the higher the combined impact and likelihood
ratings, the higher the overall risk level. The boundaries between levels vary from
entity to entity depending on risk appetite [Curtis, Carey 2012]. Next, the rank risk
order should be reviewed in light of additional considerations (for instance impact
alone, interaction with other risks, gap between current and desired risk level).

6.2. Risk evaluation

The next step, after risk analysis, is to evaluate the risk and see where the risk fits
against the entity’s overall risk criteria [Western Australia Government 2011]. Risk
evaluation is a process based on the outcome of risk identification and analysis,
which lets determine which risks should be treated and assign priority for treatment
implementation. While each risk captured may be important to management at the
function or process, the list requires prioritization to focus senior management and
board attention on key risks. Risk evaluation involves comparing the level of risk
found during the analysis process with risk criteria developed as part of setting the
overall risk management framework. Risk criteria refer to risk appetite and risk
tolerance. Risk appetite is the amount of risk, on a board level, an entity is willing to
accept in order to achieve strategic goals. It reflects the entity’s risk philosophy, and
in turn influences the entity’s culture and operating style. Risk tolerance (risk limit,
risk threshold) is the acceptable level of variation relative to the achievement of a
specific objective, and should be weighted using the same unit of measure applied to
the related objective. Risk tolerance can vary from one risk type to another,
depending on the importance to the organization’s mission, values and objectives
[Protiviti 2006; The State of Queensland Treasury 2011].
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7. Conclusions

Risk management process, considered on integrated basis, becomes a very important
part of overall management of public sector entities. The objective of the research
was to work out guidelines for public sector in Poland in terms of two stages of the
risk management process: risk identification and risk assessment. The study
constitutes a systematic introduction to substantial issues of risk management.

Within the risk identification it is necessary to undertake some important issues
like: defining goals and objectives for which risk will be identified, indicating focal
points and selecting techniques for risk identification, establishing risk categories
best suited for the public sector. The author recommended some risk identification
techniques and worked out own risk typology which could be applied by the public
sector entities in Poland.

Risk assessment should be treated like two-stage process, including risk analysis
and risk evaluation. In particular the author pays attention that during the risk
analysis it is necessary to determine causes of risk, their impact and the likelihood on
objectives achievements, assess level of risk and prioritize it. Risk evaluation should
enable to compare the level of risk found during the analysis process with risk
criteria applied in risk management process. The author recommends that selection of
risk assessment methods in the public sector should be proceeded by analysis of
practices applied in the public sector entities worldwide, international standards on
risk assessment, recommendations on the national level, public sector entity level of
maturity in the Risk Maturity Model, the complexity of the method, the availability
and type of data, cost-effectiveness of applied method and type of risk.
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IDENTYFIKACJA 1 OCENA RYZYKA -
WYTYCZNE DLA SEKTORA PUBLICZNEGO W POLSCE

Streszczenie: Proces zarzadzania ryzykiem powinien stanowi¢ jeden z kluczowych
elementow procesu zarzadzania w kazdej jednostce sektora finanséw publicznych. Glowna
przyczyna zarzadzania ryzykiem w sektorze publicznym jest zapewnienie realizacji celow
zawartych zaréwno w planach finansowych jak i niefinansowych, ustalonych zgodnie
z zapisami prawa finansowego. Celem artykutu jest opracowanie wytycznych dla sektora
publicznego w Polsce w zakresie dwoch elementow procesu zarzadzania ryzykiem: identy-
fikacji ryzyka i oceny ryzyka. Autorka podkreslita ponadto, iz identyfikacja i ocena ryzyka
powinny by¢ poprzedzone przyjeciem okreslonej definicji ryzyka oraz wyborem podejscia
do procesu zarzadzania ryzykiem. W ramach identyfikacji ryzyka autorka przedstawita
nastepujace elementy: zdefiniowanie celow i zadan, w odniesieniu do ktorych ryzyko bedzie
identyfikowane, wybor metod identyfikacji ryzyka, analiz¢ przyczyn ryzyka i podziat
ryzyka na kategorie. Zaproponowala wlasna typologi¢ ryzyka, ktéora moze by¢ stosowana
w sektorze finansow publicznych oraz wybrata okre$lone metody identyfikacji ryzyka.
Ocena ryzyka jest przedstawiona jako proces skladajacy si¢ z nastgpujacych etapow:
okreslenia skutku i prawdopodobienstwa wystapienia danego rodzaju ryzyka, oceny powig-
zan miedzy réoznymi rodzajami ryzyka, oszacowania poziomu ryzyka oraz pordwnania go
z przyjetym poziomem tolerancji.

Stowa kluczowe: zarzadzanie ryzykiem, identyfikacja ryzyka, ocean ryzyka, ryzyko w se-
ktorze publicznym.





