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4.1. Decision-Making, Cybersecurity and Identification of Early Warning
Signal - Research Review

In a dynamic business environment, decision-making is becoming an increasing-
ly complex process requiring the integration of modern technologies and tools to
support the identification of Early Warning Signals (EWS). Today's organisations not
only need to manage data effectively, but also use technologies such as predictive
analytics, artificial intelligence and automation systems to increase decision relevance
and minimise risk. A key aspect of this process is also to ensure an adequate level of
cybersecurity, which plays a fundamental role in data protection and the stability of de-
cision-making systems.

Table 4.1 presents an overview of the most important scientific publications on
decision-making processes in the context of the use of EWS and modern technology.
The compilation includes a variety of research approaches, such as empirical analyses,
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experiments and case studies, which illustrate the practical applications of analytical
tools and the challenges arising from theirimplementation. The research points to the
key role of EWS in managing risk, identifying potential risks and supporting strategic
and operational decision-making.

The publications presented in the table also consider the impact of technology on
decision-making processes in the context of ethics and transparency. They point to
the challenges of the dehumanisation of decision-making processes and the need
to balance the autonomy of systems with human responsibility for decisions. The table
also allows for the identification of key research trends, such as the use of artificial
intelligence in identifying warning signals, the analysis of cybersecurity risks and the
impact of automation on management processes in organisations.

The compilation of publications is a valuable resource for researchers and practi-
tioners alike, providing a comprehensive view of issues related to decision-making
and the identification of early warning signals in an era of digital transformation.
Hence, the table not only summarises the current state of knowledge, but also inspires
further research into the impact of modern technologies on risk management and

decision-making processes.

Table 4.1. Summary of publications for the area “Decision-making/EWS”

Paper Test sample Methodology | Results Citations
by Scopus
Shahana 1749 articles Systematic Key findings of the study include an analysis of |7
etal.,, 2023 review of the publication trends in the detection of fraud in
literature financial statements, identification of the most
influential papers and authors in the field, and
identification of limitations and directions for
future research.
Mousavi 36,984 entities | Comparison of | Dynamic models are more effective than static | 3
etal., 2023 static and dy- | models. Using more information improves per-
namic models | formance in predicting financial distress.
for predicting
financial
distress
Janvrin 153 articles Literature Setting research directions for cybersecurity 7
& Wang, review and accounting.
2022
Kipp etal., | 146 experi- Experiment The study’s findings indicate that managers 6
2020 enced manag- make less aggressive financial reporting
ers decisions when supported by intelligent agents
(IAs) than human agents, and when working
with agents with less autonomy.
L. Gao No data Linguistic The paper’s findings show an increase in the 30
etal., 2020 analysis extent of cybersecurity risk disclosure by public
companies between 2007 and 2018.
Roychowd- | No data Model A review of the literature on the impact of 236
hury et al., analysis and financial reporting and disclosure on corporate
2019 experimental investment decisions indicates that there are
tests different effects of these factors on investment
performance.
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Paper Test sample Methodology | Results Citations
by Scopus
Allee Transcription of | Linguistic The study found that the structure of tone 129
& Deange- | 73,201 confer- | analysis in voluntary information narratives plays an
lis, 2015 ence speeches important role in the communication and
shaping of information by managers and in
user responses.
Y.-S. Choi Companies in Statistical Non-GAAP profit disclosures have a dual role in | 21
& Young, the UK before methods communicating company performance depend-
2015 the adoption ing on managers’ reporting incentives.
of Internation-
al Financial
Reporting Stan-
dards (IFRS)
Mundy 10 managers Semi-struc- The results of the study include the identifica- 11
& Owen, tured tion of areas of potential weakness in internal
2013 interviews, control over financial reporting.
snowball
sampling
S. Huang 2407 compa- Use of an The results of the analysis indicate that the 28
etal., 2012 | nies unsuper- GHSOM classification approach can help capi-
vised neural tal providers assess the reliability of financial
network tool statements and make decisions based on
called a grow- | accounting data.
ing hierarchi-
cal self-or-
ganising map
(GHSOM)
Liou, 2008 | 52 financial Logistic re- The results show that many financial variables | 51
variables of gression, neu- | are effective in detecting fraud and predicting
Taiwanese ral networks the failure of companies.
companies and decision
trees
J. W. Lin 40 companies | Fuzzy neural Modern technologies, such as a hybrid system | 130
et al., 2003 | accused of fal- | networks integrating fuzzy logic with neural networks,
sifying financial | (FNN) can significantly improve the detection of fraud
statements in financial statements. This approach gives
better results compared to traditional statisti-
cal models.
Osei-Assi- 220 accoun- Statistical Research indicates that the adoption of fintech | 6
bey Bonsu | tants surveyed | analysis from | tools such as artificial intelligence (Al) and
etal., 2023 survey data big data analytics (BDA) positively impacts
financial reporting, performance management,
budgeting, auditing, risk management and
fraud prevention.
C. Zhang 41 interviews Interviews Artificial intelligence brings numerous benefits, | 11
etal.2023 but at the same time carries numerous ethical
risks, such as data security, accountability,
accessibility, transparency and trust.

Source: own elaboration on the basis of a review using the VOSviewer tool.

The very rapid development of information technology poses an unprecedented

challenge to managers, including those in charge of corporate finance divisions (here-
after CFOs). The ability and propensity to adapt to the changing information technol-
ogy environment is a differentiating factor between managers who are less inclined
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to use new technologies and those who are constantly making efforts to implement
new ways of solving old problem:s.

Modern CFOs are proactively using the latest technological solutions to increase the
efficiency of their work, as well as to make greater use of available internal and external
information, which ultimately supports the value creation of the managed organisa-
tion. The use of a variety of tools related to artificial intelligence in the broadest sense
can be used to (i) support decision-making, (i) manage cybersecurity and (jii) create
internal early warning systems. This was a key finding of the literature review.

Cybersecurity is one of the three issues described in this section that is the least
examined in the specialist literature Due to high-profile cybersecurity breaches result-
ing in increased attention from professionals and regulators, organisations are under
increased pressure to conduct extended analyses of the potential consequences of
security breaches also in the accounting area and, as a result of these analyses, to de-
velop and implement adequate safeguards. Recent research identified increased stake-
holder communication of the need to protect business entities from network threats.
Janvrin and Wang (2022) highlighted the impact of cybersecurity on an organisation'’s
core operations, financial and non-financial performance, and stakeholders, offering
a structured approach to identifying threats, assessing impact and developing response
strategies. The authors emphasised the need for interdisciplinary collaboration in ad-
dressing cybersecurity by considering financial accounting, management and auditing
information systems together, and categorised cybersecurity incidents and breaches
according to whether the incident falls within the scope of dedicated laws and regula-
tions. This distinction is key to understanding reputation and compliance (compliance)
and litigation issues related to cybersecurity incidents. Given the implications for stake-
holders, regulators and investors alike, the distinction identified proves important for
understanding, monitoring and responding to cybersecurity risks.

Gao, Calderon and Tang (2020) examined the disclosure of information related to
cyberrisk in reports of listed companies. They studied reports covering over a decade
(from 2007 to 2018), focusing on their content, manner (location in the report) and
language characteristics of the disclosures, and identified the trend of increasing
disclosure of cyber risks, especially those related to operational disruptions and data
breaches. While the findings indicated that cyber risks are significant and can mate-
rially affect operations and the integrity of financial reporting, yet empirical research
on cyber risk disclosure is limited. The results of observing financial statements dat-
ing over a decade led the authors to some interesting conclusions, namely that the
corporate environment has become much more complex, prompting companies to
disclose more information with higher levels of complexity. They observed that over
time, cybersecurity disclosures become more difficult to read. Using multiple regres-
sion methods, it was found that disclosures become harder to read as company size
increases. The conclusion was to stress the importance of effective and clear cyber risk
disclosures to stakeholders, which should enable them to adequately assess the scale
of the risks generated for companies by cyberattacks and their subsequent impact.
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The most widely presented topic in the literature is decision support using new tech-
nologies. Despite indicating the high usefulness of tools for these purposes, financial
managers feel threatened by artificial intelligence. Kipp et al. (2020) suggested that
despite having an agent that can delegate actions to support their financial report-
ing decision, managers are morally unable to disengage from selfish behaviour due
to increased perceptions of Al control, less autonomous accounting robots, and the
certainty of these robots’ actions in generating results. Concerns about the use of Al
are often expressed in the media and beyond. They concluded that the results of their
study cannot allay fears of job loss, suggesting that Al must not push us into a world
completely devoid of human control and responsibility.

A separate issue of the use of Al in decision support is the ethical dilemmas sur-
rounding its use. C. Zhang et al. (2023) suggested that along with the benefits, there
are also ethical concerns associated with the use of Al, such as deprofessionalisation,
data breaches and isolation among accountants. The use of Al-based management
accounting systems is a largely personalised process, i.e. based on the individual
decisions of the accountant, not constrained by any accounting standard but should
follow the specific decision-making behaviour of each organisation. Therefore, the
behaviour of management accountants can significantly increase ethical risks when
using Al and should be properly controlled to reduce bias, unfairness, the risk of harm
to user autonomy and independence and poor decision-making. To achieve this, the
authors argued for commencing collaboration between regulators and Al solution de-
velopers for the rapid collection of key indicators from companies and the notification
of anomalies detected to regulators.

In the stream of research on the risks associated with the impact of Al on decision
support is the study by Mundy (2013), showing how the use of Al for regulatory com-
pliance can impact organisational roles. In particular, Al managers need to ensure
that internal systems using Al take into account regulatory requirements for internal
control over financial reporting. The findings allow for a better understanding of IT's
role in managing compliance issues and provide insights into the role of Al-enabled
ERP systems in addressing legislative requirements. Additionally, Mundy described
how managers can use Al to develop effective internal controls.

Roychowdhury et al. (2019) conducted a literature review regarding the trend of
using Al to support investment decisions made in stock markets by external stake-
holders, and focused on information asymmetry as a fundamental obstacle to sound
investment decisions. The authors identified methods of machine learning in a broad
sense as a helpful tool in bridging this asymmetry, and also found research gaps that
can be a signpost for future research. Moreover, the authors stressed the importance
of understanding the sources of variation in the quality of financial reporting and the
mechanisms through which reporting information influences stock investors' decisions.

Osei-Assibey Bonsu et al. (2023) chose a very optimistic approach to the use of new
technologies in company operations. The authors conducted a study on the use of
modern Al tools in optimising a company’s internal decisions, particularly to improve
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efficiency, and demonstrated that accountants using Al help companies obtain more
detailed information, predict more reliable results and streamline non-standard pro-
cesses. They showed that Al is an opportunity for the accounting profession to create
entirely new value for businesses and help them transform their decision-making
process in many ways.

Huang et al. (2012) pointed to the use of advanced tools in minimising the credit risk
of trading partners, in particular by examining the quality of the reporting information
they provide. The results showed that this approach can help a variety of stakeholders
when assessing the reliability of reports. Appropriately selected indicators to identify
risks in this area, extracted through the use of advanced tools, can be used to assess
the reliability of financial reports that form the basis for analyses to assess the reliability
of counterparties.

The analysis of the use in decision support of tools for automated analysis of pre-
sented reports by counterparties and other external stakeholders is also an important
research strand in this field. Allee and Deangelis (2015) examined the narrative structures
of voluntary information presented by managers and the role of tone dispersion in the
communication and shaping of this information and in the responses of report users
to this information. Tone dispersion, or the even distribution of tone words in a narra-
tive, is associated with current and future performance, manager reporting decisions,
incentives and actions, and analyst and investor responses to conference narratives.
The authors demonstrated that analysts and investors react more adversely to negative
news when the tone is less diffuse, and more positively when the positive tone prevails.

The issue of the use of external party reports for internal decision support is found
in the study by Y.-S. Choi and Young (2015). The authors presented statistical and
economic evidence of a significant asymmetry between the propensity to disclose
information and the occurrence of transitional items in the performance reports of
these companies. The external regulations under which these reports were prepared
are also important. The authors also pointed out tools to help find manipulation in the
profit and loss accounts of counterparties or other stakeholders.

The primary task facing financial reporting is to provide external stakeholders with
information useful for making economic decisions. An important element of economic
decisions is the identification of risk factors, including the risk of significant financial
distress and, ultimately, bankruptcy. Research on models to assist in the identification
of bankruptcy risk has been ongoing for almost six decades, starting with the pioneer-
ing work of Altman (1968) and Beaver (1966; 1968). Over that time, researchers have
developed dozens of competing financial distress prediction models (hereafter MPTF),
less commonly referred to as bankruptcy (insolvency) prediction models. These models
were classified according to a variety of criteria: the time range of the data, the type of
data considered, the way the data were processed. Over time, we have witnessed the
use of increasingly sophisticated methods which evolved from those purely statistical,
then probabilistic, to those based on neural networks, fuzzy logic and using machine
learning and Al.
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The emergence of so many different MPTF models has laid the groundwork for
a research trend of testing their predictive performance and, subsequently, attempting
to rank models. Mousavi et al. (2023) pointed out that model comparisons using sin-
gle-criteria evaluations and with a static approach do not yield good results, preventing
reliable model comparisons. Based on this, they proposed a dynamic, multi-criteria
MPTF comparison approach, arguing that the dynamic element enables a more accu-
rate assessment of MPTF performance at different points in business and macroeco-
nomic cycles. Their research brings evidence of the following regularities:

« dynamic models have greater predictive power than static models,

« within the group of dynamic models, duration-dependent models have better

predictive power than time-independent models,

+ in each class of models and configurations, models fed with market data and
macroeconomic data in addition to reporting data prove superior,

« models fed only with reporting data had less predictive power than models fed
only with market and macroeconomic data (combined),

+ ineach class of models and configurations, too long a time series of data reduces
the predictive efficiency of the model (models fed (learned) with three periods
of data perform better than models fed with five periods of data).

Starting from the 1990s, research on the identification of warning signals has also
directed the attention of researchers to the problem of constructing accounting fraud
risk identification models (Fraudulent Reporting Detection Models — hereafter FRDM).
Shahana et al. (2023) conducted a systematic survey of the literature describing ap-
proaches to the identification of accounting fraud, indicating that in recent years the
identified irregularities have been further divided into:

« intentional, resulting from the misappropriation of the entity’s assets by staff,

+ unintentional, resulting from errors.

They cited research findings that, in a typical case, irregularities generate a cost
to the affected entity of around 5% of annual revenue (ACFE, 2020). They pointed
out that the development of effective FRDMs is hampered by the small number of
fraud cases identified, yet the potential cost of not detecting fraud is many times higher
than the cost of misidentifying fraud (unfounded accusations). An additional difficulty
is that often the factors treated as fraud risks are relatively ambiguous.

Shahana et al. (2023) listed the most common methods used in FRDM:

« statistical methods, including frequent use of logistic regression and analysis

using Benford's law,

« methods based on data mining and machine learning, especially in developed
economies, where the trend towards ensemble algorithms and lesser research
using deep learning methods is evident.

They noted that these studies often omit textual analysis, and that research based

on textual information mostly originates from the US.

In this context, the study by J. W. Lin et al. (2003) focused on the problem of FRDMs
assisting auditors is interesting. Estimating the probability of misstatement is the
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starting point for the auditor to properly plan the audit of the financial statements
and, as the authors demonstrated, determines the effectiveness of the audit work.
The most important thing for the auditor is to avoid the risk of undetected fraud,
which entails legal and reputational consequences for him/her. The authors confirmed
that the most common fraud risk assessment methods used by auditors (interviews,
checklists, statistical models) are not effective in detecting fraud. Logit models yield
slightly better accuracy than these traditionally used methods in this field, whereas
significantly higher predictive accuracy is provided by models based on fuzzy neural
networks, yielding seven times higher fraud identification efficiency than logit models.

Another stream of research is directed towards the analysis of models linking MPTF
and FRDM. Liou (2008) listed arguments supporting the intuitively perceptible regu-
larity that accounting fraud is more likely to occur in entities experiencing significant
financial difficulties. The author conducted a similarity analysis of the MPTF and FRDM
models, and concluded that many of the variables used in both types of models are
statistically significant for predicting the occurrence of both phenomena (financial
difficulties and fraud). These results attribute a high predictive value to those models
serving both purposes combined, which are based on logistic regression. In common
with other researchers, he suggested that the main limitation to the effectiveness of
model calibration is the small sample size of entities identified as having financial
difficulties and those where fraud has occurred.

The literature analysis provides a starting point for considering the use of modern
technology in decision-making, cybersecurity and early warning models, as well as for
setting future research directions in this area.

4.2. Decision-Making, Cybersecurity and EWS Identification in the Context
of the Application of Modern Technologies

The literature research points to an important link between modern intelligent IT tools
and the development of the accounting/finance profession. The research conducted
in section 4.1indicated three key points of interface between artificial intelligence and
accounting, namely cybersecurity, decision support and early warning systems. The
following areas in the use of modern technology were identified:

+ the role of the accountant and auditor in ensuring cybersecurity,

» cybersecurity risk assessment models,

+ modern information technology in the service of economic decision-making,

« methods for predicting financial distress and bankruptcy based on non-financial

data.

The Role of the Accountant and Auditor in Ensuring Cybersecurity

Recent research on the issue of cybersecurity stresses the undeniably important role
of accounting as a key security link. Janvrin and Wang (2022) described the most
glaring cybersecurity breaches, pointing to the need for increased attention to this
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issue by professionals, threat-pressured entities and regulators alike to consider the
accounting implications of threats and develop appropriate responses. They sugges-
ted that cybersecurity incidents can impact an organisation’s operations, financial and
non-financial performance and, consequently, its stakeholders. To discuss the impact
of cybersecurity issues on accounting, the study presented a framework of events, im-
pacts and responses to discuss current research and consider the implications for both
practitioners and researchers. The authors indicated how practitioners can rely on the
research findings to better assess cybersecurity threats, understand their impact and
develop response strategies. The results encourage additional research to examine
how organisations identify cybersecurity threats, incidents and breaches, moreover
suggesting the need to expand cybersecurity research into the areas of financial ac-
counting, management accounting and auditing.

A link between audit issues and cybersecurity can be found in the research of Kur-
niawan and Mulyawan (2023). Cybersecurity is seen as highly relevant to protecting
and improving the security of corporate information, where auditors play an important
role in developing internal controls in technology-based operations by analysing au-
dit findings. However, research models integrating cybersecurity with auditing have
not yet been widely developed. Their research results indicate that the development
of innovative technologies affects the auditor’s ability to support the review of audit
findings and risk measurements, yet the auditor’s ability to apply technology to review
audit findings has little impact. This research contributes to the development of a model
for understanding cybersecurity audit processes in industry and academia based on
professional standards to improve audit performance through advanced technology.

Cybersecurity risk assessment models. An interesting study on the payment system
in the aviation industry was conducted by Alghamdi et al. (2024). Due to its ubiquity,
e-payments have caught the attention of many companies in the aviation industry and
are fast becoming the dominant means of payment, however, as technology advances,
the number of the associated fraud cases has been increasing at a comparative rate.
Over the years the airline industry has seen a sharp increase in payment fraud, reducing
the credibility of payment systems and confidence in the industry as a whole. Despite
attempts to eradicate e-payment fraud, decision-makers lack the technical expertise
required to apply best judgement in detecting and preventing fraud. The authors iden-
tified the lack of an established decision-making model for the detection and preven-
tion of e-payment fraud as an obstacle to the successful elimination of fraud, therefore
setting as their goal the development of such a model, and developed a hierarchical
decision-making model based on expert input regarding validation, quantification
and attractiveness. The results of the validation and quantification factors show that
decision-making is mainly influenced by economic, financial, and safety perspectives.
Airline companies can use the developed framework to test whether they are ready to
adopt online fraud prevention technology to increase their success rate. To measure
the readiness of payment organisations to adopt digital payment fraud protection
technology, this study developed a scoring methodology.
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Lattanzio and Ma (2023) went even further, proposing a textual ex-ante measure
of company exposure to cybersecurity risk, and documented how the digitalisation of
the US economy is changing innovation policies of companies. As cybersecurity risk
increases, businesses are hedging against the risk of data breaches by protecting
their intangible capital under national patent and intellectual property laws, yet this
strategic response is not without its price as it reduces the cost of implementing the
growth strategies adopted by industry for firms with low innovation leaders, result-
ing in a reduced return on R&D investment. Another conclusion was to highlight the
crucial role of trade secrets, intellectual property and patent law in today's cyber age.
The negative impact of cybersecurity risk on innovation has resulted in diminishing
returns on RED investment, not in a reduced RED investment.

A different solution was proposed by Al-Hawamleh (2024) exploring a compre-
hensive cyber-resilience framework designed to strengthen the defence mechanisms
of organisations of the changing cyber-threat landscape, while enhancing business
continuity capabilities. The aim was to provide businesses with a robust system that
transcends traditional cybersecurity paradigms. The author applied a methodology
based on extensive research of the cybersecurity literature to develop a conceptual
and iterative model of cyber resilience. From a behavioural perspective the research
covered human factors, user awareness and decision-making processes. This resulted
in an action plan including technological resilience, regular audits and assessments,
emphasising evidence-based improvements. As businesses increasingly rely on in-
terconnected technologies, this framework remains relevant as an essential tool for
enhancing security, protecting critical assets and ensuring continuity in the face of an
ever-changing cyber-threat.

A similar study was conducted by Alhanatleh et al. (2024), taking as its objective the
diagnosis of the link between cybersecurity awareness and the public value theory of
mobile financial services (fintech), and the results can be applied to the development
of financial services. Moreover, the findings showed that the cybersecurity of fintech
services and its predictors positively and significantly influence the use of fintech ser-
vices among an increasing proportion of the population; the findings can also be used
in work relating to the development of mobile devices.

The link between security issues and the public sector is emphasised by Hilario et al.
(2023). The aim of the researchers was to assess the phenomenon of cyber sabotage in
public entities based on the state policies in place in the cybersecurity infrastructure,
through reviews of research and academic articles. The research was conducted to
help technologists improve their knowledge of the tools, methods and effectiveness
of using metrics to mitigate multiple anomalies in entities. A research method with
a qualitative approach, based on scientific research methodology with case study
methods, was used to achieve the objective of analysing the strategic situation, outlin-
ing the policies of public entities. The results highlighted the basic structure of these
strategies, including the priorities and main problems identified for the countries
studied, to establish an overall model of the strategy, taking into account the political
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background of the countries. The authors concluded that if a cyberattack is success-
ful, then security recommendations will be provided, thus laying the groundwork for
protecting networks and telecommunications systems for the future, in order that
more people become aware of lesser-known vulnerabilities and gaps in such systems.

Modern information technology in the service of economic decision-making.
Just as important as ensuring cybersecurity is providing a high level of efficiency
in the business conducted, which is not possible without the development of new
decision support tools based on artificial intelligence. In this vein, an interesting
analysis of the good practices of major Western European companies in automated
decision-making was conducted by Bonsdn et al. (2023), who pointed out that the
automation of decision-making is still at an early stage and that the first beneficiaries
are mainly companies operating in the financial sector. Only 22 Western European
companies disclosed the use of such practices in their annual reports (or sustainability
reports), and a total of 33 mentions were recorded. The main categories of decision
automation disclosures identified in this study were automations in credit risk as-
sessment, algorithms and medical diagnostics, and others. The latter was related to
the electronics sector disclosing Al technology used in devices such as smartphones,
smartwatches, and home robots. The most common company disclosures regarded to
CRAs operating in the banking and financial services sector, which can be explained
by both the signalling theory and the voluntary disclosure theory. According to the
signalling theory, by being transparent about their use of Al technologies, companies
try to reduce information asymmetry and attract the attention of their stakeholders.
Nevertheless, they only disclose favourable or very general information. Different
approaches to this type of disclosure have been observed as some companies sim-
ply expressed their general concerns about the unacceptable consequences of Al
decisions or future scenarios in which decisions will be made solely on the basis of
an algorithm.

Artificial intelligence algorithms can be used to assess aggressive investor be-
haviour, as presented in a study by Rizal et al. (2024), aimed to develop and validate
a questionnaire to measure aggressive investor behaviour. The questionnaire design
is important given the lack of validated questionnaires in the current literature since
only limited research is currently available on aggressive investor behaviour. This survey
involved three stages: first, the development of the questionnaire; second, checking
its validity and reliability; third, conducting a statistical analysis. The results provide
valuable information for researchers and financial institutions with a keen interest in
financial decisions.

A continuation of research linking investor behaviour to accounting using artificial
intelligence algorithms was presented by Hussain and Alaya (2024). Their aim was to
examine investor reactions to bad financial news based on financial statement disclo-
sures, as well as the impact of investor herd behaviour and the reactions of individual
investors. This study identified key elements of investor behaviour that are reactions
to adverse financial news, which can be effectively managed using algorithms.
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The developed algorithms can also be used to study the propensity of managers to
dispose of shares in the companies they manage, as was demonstrated by Firk et al.
(2021a). The main focus of their research was to use management accounting in the
broadest sense as a basis for building algorithms to support investor decision-making.
This study examined under what circumstances an algorithm can play a facilitating role
in divestment decisions. The significant information advantage of advanced algorithms
over, for example, profitability measures such as ROl was demonstrated.

Methods for predicting financial distress and bankruptcy based on data. Re-
searchers are following new paths in the area of corporate insolvency risk diagnosis,
going beyond the well-established standard models based on financial reporting
data. Costa et al. (2022) attempted to link bankruptcy risk to the quality of pub-
lished reports. They studied companies in the SME segment, highlighting that the
quality of reports influences decision-making due to the impact on the information
content of financial ratios based on reporting data. The authors analysed the data of
1560 Portuguese companies in the SME segment from the construction sector. Reports
from the years from 2012 to 2018 were included in the analysis. The researchers ad-
opted the following approach: first, they assessed the ex-ante bankruptcy risk based
on simple quantitative criteria proposed in the literature for SME entities (Lisboa
et al., 2021), dividing the research sample into groups bankrupt, and non-bankrupt.
Then, using an iterative approach, they made a selection of other variables that im-
proved the predictive accuracy of the model. The results obtained show that measures
of the quality of financial statements, i.e. the quality of accruals and settlements and
revenue recognition, significantly affect the insolvency of companies, confirming their
importance in predicting financial distress. Hence, using logit methods for bankruptcy
prediction, the accuracy of the model increased when quality variables were included.
The results obtained were validated with ‘new age’ qualifiers, specifically the random
forest methodology.

Blanco-Oliver et al. (2016) conducted a similar study focusing, however, on mi-
cro-segment firms, resulting in the development of a hybrid bankruptcy screening
model through a combination of parametric and non-parametric approaches. As in
previous research, variables with the highest predictive power for bankruptcy detec-
tion were first selected using logistic regression. Then, alternative non-parametric
methods (Multilayer Perceptron, Approximation Sets and Classification-Regression
Trees) were applied to the discrimination of firms obtained in the first step in order to
improve the classification accuracy. The authors showed that hybrid models, especially
those combining logit Perceptron multi-layer regression, provide better predictive
accuracy, interpretability and are faster than each method applied separately. Further-
more, the authors showed that the introduction of non-financial and macroeconomic
variables enhances the predictive value of the bankruptcy of pure financial indicators.

A similar study was conducted by Fathi et al. (2023), who attempted to develop
a bankruptcy prediction model based on combining the worst-practice-frontier meth-
od with the data envelopment analysis method (WPF-DEA) and using an artificial
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neural network. Using the prepared model from a sample of 106 companies listed on
the Tehran Stock Exchange, for data from 2017-2019, 103 cases were accurately predict-
ed, indicating that the obtained neural network had a 97% probability of accurately
qualifying a company.

The rapid development of advanced cyber technologies increases both risks
and opportunities in the accounting area related to decision-making, cybersecuri-

ty and the identification of early warning signals. The research stream in this area
is evolving with changing technology, pointing to undoubted challenges for practi-
tioners and academics alike, the most important of which is keeping pace with the

changing reality.

4.3. Decision-Making, Cybersecurity and EWS Identification - Diagnosis
and Directions for Further Research

To summarise the research carried out so far, it is necessary to highlight the key issues

concerning the impact of robotic tools, in the broadest sense, on the processes of
cybersecurity assurance, EWS support, characterised in Table 4.2.

Table 4.2. Areas of impact of modern technology on cybersecurity, decision support and bankruptcy prediction

Key research
areas

Description

Exemplary
publications

Role of the accountant and auditor in ensuring cybersecurity

Compliance

The significant impact of cybersecurity on an organisation’s core
operations, financial and non-financial performance, and stakeholders.
The need for interdisciplinary collaboration in addressing cybersecurity
issues by considering the combined information systems for financial
accounting, management accounting and auditing is highlighted.

Janvrin & Wang,
2022

need to provide businesses with a robust system that goes beyond
traditional cybersecurity paradigms is emphasised.

Challenges for | Cybersecurity is seen as highly relevant to protecting and improving Kurniawan
the auditor the security of corporate information, where auditors play an important | & Mulyawan,
role in developing internal controls in technology-based operations by 2023
analysing audit findings. However, research models that integrate cyber-
security with auditing have not yet been widely developed.
Cybersecurity risk assessment models
Risk disclosure | The corporate environment has become much more complex, prompt- L. Gaoetal,,
ing companies to disclose more information with higher levels of com- 2020
plexity. Rapid diffusion of threat intelligence is necessary, as cybersecu-
rity disclosures become increasingly difficult to read over time.
Security A scoring methodology has been developed for selecting online fraud Alghamdi et al.,
e-payments prevention technologies to protect against digital payment fraud, The 2024; Al-Hawam-

leh, 2024; Lattan-
zio & Ma, 2023

Modern information technology in the service of economic decision-makin

g

Ethical risks of
robotic deci-
sion support

Along with the benefits come ethical concerns related to the use of Al,
such as deprofessionalisation, data breaches and isolation among
accountants. The use of Al-based management accounting systems is

a largely personalised process, i.e. based on the individual decisions of
the accountant, which is not constrained by any accounting standard, but
should follow the specific decision-making behaviour of each organisation.

C. Zhang et al.,
2023
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Key research Description Exemplary
areas publications
New role for Accountants and controllers using Al help companies get more detailed Firk et al., 2021b;
the accountant | information, predict more reliable results and streamline non-standard Osei-Assibey Bon-
and controller processes. su etal.,, 2023a

Methods for predicting financial distress and bankruptcy based on non-financial data

Predictive Measures of the quality of financial statements significantly affect the Fathi et al., 2023;
models insolvency of companies, confirming their importance in predicting Lisboa et al., 2021
financial distress. Hybrid models provide better predictive accuracy,
interpretability and are faster than each method used separately. In ad-
dition, the introduction of non-financial and macroeconomic variables
enhance the predictive value of a hybrid model.

Identification Research on identifying warning signals has directed the attention of Shahana et al.,
of warning researchers to the problem of building models for identifying account- 2023
signals ing fraud risk. Analysis using Benford’s law and methods based on data

mining and machine learning are often used.

Source: own elaboration.

Table 4.2 presents the most important research areas linking new technologies to
the daily work of financial and accounting services, in particular accounting controllers
and internal risk analysts. The dynamic development of robotisation requires a new
definition of these roles in developed companies and institutions. Each of the high-
lighted areas also demands the setting of an impassable limit to dehumanisation in
the form of the revision of codes of ethics.

The role of the accountant and auditor in ensuring cybersecurity — threats to e-pay-
ments and data confidentiality are now the responsibility of everyone in the entity.
However, accountants and auditors are a key element of internal control in the broadest
sense, which often manifests itself in the form of active participation in the development
of internal compliance policies. These risks are also becoming a new challenge for na-
tional regulators in defining a new role for the auditor as a link in mitigating such risks.

Cybersecurity risk assessment models are difficult to develop in individual institu-
tions. Literature research points to the need for knowledge diffusion in the preparation
of tools to protect against digital threats. Detailed information about new forms of
attacks by criminals allows for the protection of other market participants, as well as
the collective creation of new tools to counter threats also through new robotic tools.

Modern information technology in the service of economic decision-making is
becoming an integral part of the work of the financial and accounting services of mod-
ern business. Accountants and controllers using artificial intelligence algorithms are
more useful for effective management. However, there are new ethical risks associated
with the loss of livelihood due to staff reductions resulting from the implementation
of solutions that allow humans to be replaced by robots.

Methods of predicting financial distress and bankruptcy based on non-financial
data will allow better identification of ongoing concern risks. The classic approach is
based mainly on ratio analysis of presented financial statements supplemented by
counterparty information. The use of effective analytical tools based on extensive and
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publicly available non-financial information significantly enriches the process of es-
timating risks. Again, however, the risk of dehumanisation may prove to be more of
a threat than a benefit.

On the basis of the conclusions drawn from the research to date and the areas
characterised in Table 4.1 concerning the impact of modern technologies on select-
ed aspects of the functioning of finance and accounting departments, the planned
research directions in this area were determined. Table 4.3 presents three strategic
directions for future research on the evolution of cyber-security management process-
es, business decision support and the prediction of financial distress and insolvency
in the face of increasing digitalisation and the development of modern technologies.
Each of the designated research directions was extended to include future research
methods, geared towards identifying the new competencies needed to understand
the impact of new technologies on the implementation of the designated roles of the
cadres dealing with the aforementioned problems of the broader accounting.

Table 4.3. Planned research directions for cybersecurity, decision support and bankruptcy prediction

Direction of research | Research questions Suggested testing methodology

The impact of automa- | How does the automation of financial pro- | Survey of finance and accounting staff
tion in ensuring cyber cesses support increased cybersecurity?
security

Doesn’t the automation of security pro- In-depth interviews with managers of
cesses reduce staff vigilance levels? the finance and accounting divisions
Responsibilities asso- | Will the analytical decision-making pro- In-depth interviews with managers of
ciated with decision cess require a human presence? the finance and accounting divisions
support automation How to design an automated decision In-depth interviews with IT managers

support process so that it is free from
external interference (e.g. cybersecurity

aspects)?
How should the problem of liability for In-depth interviews with managers of
erroneous recommendations made by finance and accounting, risk divisions
artificial algorithms be resolved? and auditors

Evaluation of new tech- | What challenges do financial managers In-depth interviews with managers of

nologies in anticipation | face in adapting procedures to anticipate | the finance and accounting divisions
of financial distress financial difficulties?
and bankruptcy

Are the algorithms created by new tech- In-depth interviews with risk managers
nologies able to identify new threats to and auditors
business continuity?

What mandatory controls should be im- In-depth interviews with auditors
plemented in the regulations to mitigate
the risk of a flawed ongoing concern
analysis?

Source: own elaboration.

The first line of research, on the impact of automation on the provision of cyber-
security, highlights the increasing reliance on technologies such as Robotic Process
Automation (RPA) and Artificial Intelligence (Al) to accompany finance professionals in
their day-to-day business processes. The research questions are directed towards the

68



Chapter 4

possibility of reducing cybersecurity risks. It is also necessary to recognise whether
such algorithms will not become the cause of the development of new threats which
may be based on the dormant level of vigilance of employees.

The second line of research involves liability for the inadequate preparation of
recommendations before business decisions are made. Risks to accountants and
controllers due to the possibility of losing their livelihood are also an important issue
that requires in-depth investigation. Moreover, the full transfer of decision support
to virtual reality generates a new problem, i.e. liability for wrong decisions, hence it is
necessary to direct future research towards the establishment of impassable regulatory
boundaries for decision liability.

The third line of research recognises the role of the risks associated with the de-
humanisation of the process of identifying business continuity risks and the over-reli-
ance on algorithms. This section emphasises the responsible preparation of new legal
regulations limiting the elimination of the human factor from this type of analysis. The
proposed methodology is oriented towards in-depth interviews with an interdisciplinary
panel of specialists in finance, risk and information technology in order to reduce the
impact of undesirable factors on the proper identification of new types of risks and
financial difficulties.

Concluding, Table 4.3 provides a basis for future research work that not only high-
lights new challenges for accounting controllers and financiers, but also points to the
need to adapt research to the rapid development of artificial intelligence, the deve-
lopment of new legal regulations and new rules for adhering to ethical standards in
accounting and finance for companies and institutions.

4.4. Ethical Dilemmas in Decision-Making, Cybersecurity and EWS
Identification in the Context of the Use of Modern Technology

Technological advances, particularly in the field of artificial intelligence (Al), are opening
up new opportunities in accounting, but at the same time pose a number of ethical
challenges for professionals. Automated systems, decision-making algorithms and
advanced analytical technologies are changing the way accountants, financial mana-
gers and auditors work. This chapter discusses the ethical dilemmas associated with
the use of technology in accounting, focusing on three key sub-areas: information
user decision-making, cybersecurity and identifying early warning signals (EWS). The
literature review provides a better understanding of the challenges and identifies
possible solutions to maintain ethical standards.

Technological advances, particularly in artificial intelligence (Al), are changing the
way accounting works, opening up new opportunities but also posing a number of
ethical challenges for professionals. Process automation, advanced decision-ma-
king algorithms and systems that support the analysis of financial data are bringing
significant innovations to the work of accountants, financial managers and auditors.
However, the rapid pace of implementation of new technologies raises significant
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issues such as accountability for Al decisions, transparency of algorithm performance
and data protection.

Table 4.4 presents key ethical dilemmas in three relevant areas: decision-making,
early warning signal (EWS) identification and cybersecurity. The summary considers
distinctive challenges, ethical questions and proposed solutions that can help main-
tain high ethical standards in Al applications in accounting. Problems such as the lack
of transparency of data, the risk of algorithmic biases and the difficulty of assigning
responsibility for errors of autonomous systems, are increasingly evident in financial
management practice.

The literature analysis points to the need to implement explainable Al systems,
regulatory frameworks and data protection procedures such as anonymisation and ad-
vanced machine learning methods (e.g. Federated Learning). In addition, special atten-
tion should be paid to eliminating algorithmic biases through simulation testing and
optimisation of results. The table below provides a valuable tool for understanding the
main issues and developments in the ethical framework for the application of modern
technologies in accounting and finance.

Table 4.4. Key ethical dilemmas in the areas of decision-making, EWS and cybersecurity

The ethical dilemma

Description

Ethical question

Proposed solutions

Transparency data

Risk of manipulation of results
and ambiguities in deci-
sion-making algorithms

How to ensure
transparency in Al
decisions?

Ethical guidelines, explain-
able Al, algorithm audits

Accountability for Al
decisions

Lack of clarity on who is re-
sponsible for errors generated
by autonomous systems

Who is responsible
for the decisions
made by Al?

Regulatory framework, train-
ing, ‘human-in-the-loop’

Data privacy and
security

Risk of financial data leakage
and unauthorised use

How to protect cus-
tomer and organisa-
tional data?

Data anonymisation, Fede-
rated Learning

Algorithmic bias

Al systems can perpetuate
discrimination and injustice

How to eliminate
bias in Al algo-

Simulation tests, optimisa-
tion of results

rithms?

Source: own elaboration based on the literature.

Decision-Making by Information Users

Automation in accounting is changing the decision-making process, which raises
challenges of accountability and transparency. Wang et al. (2024) analysed the perfor-
mance of decision-making algorithms in the context of historical data, using predictive
modelling methods on a sample of 150 companies. They identified the problem of un-
representative data, which is that historical data used to train algorithms often reflect
past errors, biases or limitations. Such data can lead to distorted analysis results and
inappropriate decisions, especially in a changing business environment. The authors
recommend creating more balanced and representative data sets that better reflect
current and future market conditions.
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Identified ethical issues include questions of responsibility (difficulty in clearly as-
signing accountability), bias (partiality and reinforcement of prejudices), lack of trans-
parency (black box effect), and potential violations of privacy and individual autonomy.
The authors concluded that EBA can enhance procedural transparency and stakeholder
trust while acknowledging limitations such as conceptual and technical barriers. They
recommended integrating EBA with organisational governance mechanisms, promoting
interdisciplinary collaboration, ensuring system transparency, clearly assigning roles
and responsibilities, and establishing independent oversight mechanisms for systems.

Lehner et al. (2022) addressed the ethical challenges associated with the use of
artificial intelligence (Al) in decision-making processes in accounting and auditing.
Their analysis was based on Rest’s four-component model of ethical decision-making,
aimed to understand how Al affects ethical processes and to identify implications for
practitioners and researchers.

The study relied on a hermeneutic analysis of literature from 2015-2020, focusing
on the identification of five main ethical challenges: objectivity, privacy (lack of control
over how Al processes sensitive information), transparency, responsibility, and trust.
The methodology involved a semi-systematic literature review and narrative analysis.

The authors noted that, despite Al's ability to process data and make decisions,
it cannot independently meet ethical requirements due to its lack of autonomous
morality. They suggested the need for shared responsibility between humans and Al,
with adaptations in governance and audit processes to ensure ethical compliance, and
recommended establishing Al governance committees within organizations, promo-
ting algorithmic transparency, and enhancing users' knowledge and skills regarding
Al applications in accounting.

C. Zhang et al. (2023) analysed the risks of introducing Al into management ac-
counting. The study included an analysis of surveys of soo accounting managers and
simulations in Al systems, which showed the risks of dehumanising decision-making
processes and technological misuse. The authors stressed that educating accountants
on the ethical applications of Al and strengthening data security are key to minimising
risks. The findings also suggested increasing individual and professional accountability
in the use of these technologies.

Ahmad (2024) conducted a survey-based study among 312 respondents working
in international organizations operating in Jordan, identifying ethical challenges re-
lated to the use of Al in accounting. Similarly to other authors, the study highlighted
key ethical concerns such as data security, algorithmic bias, and accountability, while
also incorporated respondents’ expressed concerns about job losses and the need for
retraining due to the automation of certain tasks by Al-driven systems.

Cybersecurity plays a key role in protecting financial data. Perols and Murthy (2021)
analysed the impact of cybersecurity incidents on investors' decisions, using data from
200 listed companies. The study found that incidents reduce investor confidence, es-
pecially when auditors offer risk management services, and recommended reducing
conflicts of interest.
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Janvrin and Wang (2019) conducted a literature review and case study analysis of
cybersecurity breaches in major organisations, including Equifax, Sony, and Target. The
authors examined how cyber incidents impact the credibility of accounting information,
regulatory compliance, and ethical practices within organisations.

The study identified key ethical issues, including a lack of transparency in disclos-
ing cybersecurity incidents and a minimalist approach by companies to cybersecurity
measures — often limited to merely meeting minimum regulatory requirements.

The authors emphasised that cybersecurity in accounting is not just a technological
or regulatory issue but, above all, an ethical one. Companies and auditors have a pro-
fessional ethical obligation to protect data, ensure honest reporting, and manage risk
in a way that safeguards the interests of clients, investors, and society as a whole.
An ethical approach to cybersecurity management is essential for maintaining trust
and the reliability of financial data.

Their recommendations included strengthening internal ethical codes that highlight
data management responsibilities, educating stakeholders involved in these processes,
and introducing mandatory reporting requirements for cybersecurity incidents.

Munoko et al. (2020) pointed out the risks to data privacy arising from the use of
advanced Al technologies in auditing. Their research was based on case study analysis
and interviews with key stakeholders in the audit sector. The authors attempted to
envisage and analyse potential future scenarios related to Al adoption, focusing on
possible ethical conflicts that may arise when Al replaces traditional audit methods
and the broader implications for stakeholders.

One of the key concerns identified was the excessive collection of data, which may
be misused or stored in non-compliant ways, posing a direct threat to privacy. The
authors proposed developing detailed data protection policies, including restrictions
on data storage and processing, as well as the use of anonymisation tools to enhance
trust in Al-driven accounting processes.

They stressed that while Al technology offers significant benefits, it also requires
robust ethical risk management, including greater transparency, accountability, and
consideration of social factors.

Identification of Early Warning Signals (EWS)

Predictive systems, such as Early Warning Systems (EWS), support risk identification
but can also lead to manipulation of results. The literature highlights cases of manipu-
lation, including deliberate algorithm tuning to achieve favourable outcomes for
specific stakeholders, falsification of risk indicators to conceal financial issues, and the
improper use of training data, resulting in inaccurate forecasts.

Jiang et al. (2024) focused on the challenges associated with using modern tech-
nologies to predict corporate bankruptcies. They examined how manipulation of input
data in bankruptcy prediction models can generate false early warning signals and
lead to flawed financial decisions. One of the main issues with these models is the
limited number of bankrupt firms available for calibration. To address this, the authors
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analysed the potential of Generative Adversarial Networks (GANs) to improve input
data quality by supplementing datasets.

However, several key risks were identified, including:

« data manipulation by report creators — dishonest firms, aware of how the algo-
rithms work, may deliberately distort financial reports to avoid detection;

« inaccurate Al model predictions — underestimation of financial risk by predictive
systems can shorten the early warning horizon, leading to misguided financial
decisions;

« use of generative models (GANs) for data supplementation — while improving
forecast accuracy, this approach also carries the risk of introducing false trends
if applied unethically.

From an ethical standpoint these challenges raise concerns about Al algorithm

transparency and the difficulty of implementing effective auditing mechanism:s.

A recurring theme in researchers’ conclusions is the risk of early warning model
distortions due to fraudulent corporate reporting practices. Liu et al. (2024) proposed
a solution combining Benford'’s Law, which detects data irregularities caused by ma-
nipulation, with early warning models. This integration enhances the predictive value
of the models, providing a more reliable approach to financial risk assessment.
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