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1 Introduction

The world surrounding us contains a vast amount of objects that are somehow con-
nected with each other. These connections, called associations in this monograph,
reflect correlations, dependencies and relationships of various kind within pairs or
sets of objects. Some associations are directly visible and available for immediate
processing like relationships between human beings derived from their mutual
email exchange or hierarchical relations between products in a retail shop.

However, some associations are hidden in the data and can be exposed only
by means of some specialized methods. These association mining techniques are
an important component of the more general domain called data mining or knowl-
edge discovery in databases (KDD). As the output of association discovery, we ob-
tain some frequent patterns invisible in advance, which reflect most popular and
reliable associations between objects.

Both calculated and discovered associations often require some pre-processing
and after extraction can be further analyzed and processed. This includes espe-
cially filtering mechanisms that facilitate the extraction of only potentially useful
patterns.

Additionally, depending on the application, associations together with their
strength measures can be used to gain new knowledge and provide new patterns
or measures. For example, based on the associations computed from mutual user
activities, we can calculate measures that portray importance of individual peo-
ple in the community. In another solution, association patterns extracted from
web logs and reflecting typical user behaviour, can be utilized to verify usability
of hyperlinks incorporated into web pages. Associations are also widely used in
recommender systems when creating recommendation list based on the item-to-
item correlation and association strength measures.

The main subject of this monograph are some selected types of associations,
their discovery or calculation, analysis as well as some of their specific applica-
tions, in particular in recommender systems, hyperlink assessment, web adver-
tising and social network analysis.
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1.1. Motivation

Data mining is one of the most extensively studied, fascinating domains in com-
puter science. It is useful in almost every environment with large datasets - there
are plenty of commercial applications of methods developed within data mining.
Association discovery and processing are crucial directions in data exploration,
which have been studied for almost 20 years now. Due to their importance, asso-
ciations appear to be an interesting research subject.

However, there exist many different types of associations and associative pat-
terns. Some of them are quite well recognized like association rules whereas the
others still require some studies like negative association rules or sequential pat-
terns. The latter still yield for studies on their application domains. Besides, all
the methods often need to be specially adopted to new, emerging application
areas such as recommender, personalized or evolving systems or systems based
on social collaboration.

There is also space for research on completely new patterns and association
types, which would be able to provide yet another type of knowledge. This espe-
cially refers to negative patterns and dynamic associations created ad hoc for
temporary purpose.

All these issues inspired the research on associations, their analysis and appli-
cations, which resulted in creation of this monograph.

1.2. Aims of the Monograph

The main goal of this monograph is to describe some selected, recent advances in
research on various kinds of associations, their analysis and application domains.
In particular, it introduces two new kinds of patterns in data mining: indirect
association rules and sequential patterns with negative conclusions. In addition,
some other patterns like regular association rules and especially negative associa-
tion rules together with the above mentioned new patterns are studied in the
context of their application, i.e. recommender systems and hyperlink verification
systems.

Besides, personalized recommendations that operate on web advertisements
make use of yet another data mining technique called clustering. Based on prior
clustering processes, some dynamic and personalized associations between the
current user interest and the contents, which are linked by ads, can be established
on the fly. These flexible associations enable exposed advertisements to be ad-
justed to the constantly changing user needs.

Even more impenetrable associations occur between human beings that inter-
act with one another in virtual societies. These associations are considered as part
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of the broader area, that is, social network analysis. Making use of personal rela-
tionships, the importance analysis for individual members within human com-
munity can be performed. '

To enable association analysis and its application, it was necessary to develop
some specialized algorithms that facilitate extraction of condensed patterns from
large amounts of data. The description of these new dedicated algorithms can be
found in Sec. 3.6, 4.3.3,5.3.2 and 7.2.4.

Note that the monograph is not a comprehensive thesis on all kinds of associa-
tions, all possible methods of their extraction nor all their applications. It only
touches those research domains that were subjectively attractive for the author.
Hence, it rather focuses on some selected types of associations and pinpoints their
significant application fields.

A more detailed description of the monograph’s contribution can be found in
Sec. 8.1. '

1.3. Summary of Sections

The monograph consists of six essential Sections 2 through 7 and final remarks
- summary in Section 8.

Section 2 generally introduces some selected types of associations considered
next in further sections: association rules, indirect association rules, negative as-
sociation rules, sequential patterns, sequential patterns with negative conclusions,
dynamic, personalized associations utilized for adaptive, personalized web ad-
vertising, and, finally, associations between humans in social networks. Addi-
tionally, Section 2 contains a general overview of processes related to association
computing, including some of their more specific application domains like web
advertising, hyperlink verification as well as social network analysis.

Indirect association rules are introduced and studied in Section 3. The
IDARM* algorithm for mining these patterns is also presented. Indirect associa-
tion rules are examined in the domain of recommender systems, where they can
successfully extend short recommendation lists.

Section 4 addresses negative association rules. Together with regular positive
association rules, these negative patterns are applied to verification of hyperlinks
in a single web site. Both positive and negative association rules, which are ex-
tracted from historical user sessions by means of PANAMA algorithm, reflect
typical user behaviour. Experiments proved the usefulness of these usage pat-
terns to evaluate usability of individual hyperlinks.

The following Section 5 is devoted to other negative patterns, namely sequen-
tial patterns with negative conclusions which are in some ways a combination of
regular sequential patterns and negative association rules. The SPAWN algorithm
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for mining sequential patterns with negative conclusions and their application to
verification of hyperlinks as well as content-based recommendation lists are pre-
sented as well. Positive and negative sequential patterns are merged with posi-
tive and negative association rules to provide a comprehensive view on typical
user behaviours.

Another approach to associations is considered in Section 6, where dynamic,
personalized relationships between the current user and previously discovered
content- and usage-based clusters are studied. Associations created on the fly
enable adaptive, personalized recommendation of web advertisements. Addi-
tionally, some clustering methods are used to reduce necessary calculations in the
assignment performed online.

Finally, Section 7 is related to social network analysis. Weighted associations
derived from user activities or communication data are utilized to set up the so-
cial network of system users. Next, for each network member, their social posi-
tion is computed based on the associations incoming from the first level (nearest)
neighbours. Social position measure reflects general statement of the member in
the entire community. The features of social position measures have been studied
both formally and experimentally.



2 Associations

Associations are an important concept, which is very useful in modelling the
world around. In general, associations reflect relationships between individual
objects. These objects can be for example products in the e-commerce, web pages
in the web site, users in the online service and even diverse, possible values of the
given attribute describing some concepts.

Association can also be called “relations”, “relationships”, “links”, “binds”,
“linkages”, “ties” or “connections”.

All the associations considered in this monograph have two sides and the form
X—Y. Hence, they are directed, i.e. X—Y differs from Y—-X. Additionally, both
sides differ from each other: X is different from Y. Besides, they have some
strength measures - assigned values that reflect their quality or significance.

An exception are personalized associations considered in Sec. 6, which are un-
directed and unweighted.

2.1. Types of Associations

There are many different kinds of associations studied in the scientific literature.
Two main types of associations can be distinguished among other patterns
known in the data mining domain: association rules (see Sec. 2.1.1) and sequential
patterns (see Sec. 2.1.2). Less typical association rules are indirect association
rules, negative association rules and generalized association rules. Sequential
patterns can be combined with negative association rules - in consequence, we
obtain sequential patterns with negative conclusions.

Only some types of associations have been considered in this monograph, Fig.
2.1. It regards some types of association rules, i.e. indirect association rules (see
Sec. 2.1. and 3), negative association rules (see Sec. 2.1.3 and 4) as well as sequen-
tial patterns with negative conclusions, see Sec. 2.1.5 and 5.
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Fig. 2.1. Types of associations studied in the monograph

Besides, associations can be created dynamically, which is essential in person-
alized recommender systems, see Sec. 2.1.6 and 6.

Associations may be extracted based on user activities directed towards other
users. In consequence, some associations between users, which are crucial com-
ponent of social networks, are created, see Sec. 2.1.7 and 7.

There are plenty of other associations analyzed in scientific literature, for ex-
ample, connections between concepts in semantic networks or topic maps
[Kaz03d], links between ontologies [Kaz08d], simple hyperlinks in HTML [Kaz01]
or complex hyperlinks XLinks [Gwi01, Kaz02a, Kaz02c, Kaz03a, Kaz04f] being an
element of XML standards [Kaz02a, Kaz02b, Kaz02¢c, Kaz02d, Kaz02e], associa-
tions between users reflecting the level of their mutual trust [Kop07], associations
between the same products offered by different e-commerce sites [Pok04], etc.

2.1.1. Association Rules

Association rules indicate frequent relationships between two sets of objects de-
rived from the source datasets. Typical examples of source datasets are transac-
tions in the shop, i.e. products purchased at once by the customer, or user ses-
sions in web site (see Definition 3.2 and 4.1). For instance, a rule {ps,ps,p7}—>{p1,ps}
means that if the set of web pages {ps,ps,ps} occurs in some user sessions, then we
know with certain confidence that these user sessions also contain the set {p1,pa}.
See also Definition 3.3 and 4.2 for the precise definitions of association rules in the
web environment.
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. Association rules:
01—03  0,0] 0,03
'02-){01,03} 0409

Fig. 2.2. Association rules for sets of objects

Indeed, association rules reflect relationships between sets but to simplify no-
tation for 1-element sets instead of {oi}—{o;} the following expression will be used:
0i—0j, see Fig. 2.2.

Some example association rules between four objects 0y, 02, 03, and 04 as well as
their supersets, e.g. {01,03}, are presented in Fig. 2.2. As we can see, there can exist
both 0,01, 0>—03 and 0>—>{01,03}. Moreover, the rule 0o—{01,03} can exist only if
there simultaneously exist rules 0,—01 and 02—>0s.

Association rules are usually described by two main measures: support, Eq.
(3.1), (4.1) and confidence, Eq. (3.2), (4.2). Nevertheless, there also exist some
other measures like lift, Gini index or « [Tan02c]. An analysis of the various
measures for association rules can be found in [Tan02c].

There are many papers related to algorithms for mining association rules, for
example, classical apriori [Agr93, Agr94, Agr96a, Hoe05], parallel ones based on
apriori [Agro6b], Eclat [Zak97b, Zak00] and its parallel version [Zak97a], FP
Growth [Han00, Han04]. An incremental algorithm FUP was presented in
[Cheu96] and improved in [Cheu97]. Another incremental method, DLG was
proposed in [Yen96] and next extended to DLG* and DUP [Lee01]. There are also
some handbooks that survey knowledge about association rules, e.g. [Han01
- Chap. 6, Mai05, Morz03, Tan06 - Chap. 6 and 7].

2.1.2. Indirect Association Rules

Indirect association rules are specific type of rules derived from direct ones. They
reflect indirect relationships between objects. If object 01 is associated to 0, and
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object 0z to 03, then there exists indirect association rule from o; to 03 with respect
to 0o, Fig. 2.3 and 3.3, Definition 3.4. Object 02 is called transitive one. Since there
may be many transitive objects between 01 and 0, all of them need to be merged
into one comprehensive complete indirect association rule, Definition 3.6, Fig. 3.4.
Indirect association rules are further studied in Sec. 3.
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Fig. 2.3. Indirect association rule

2.1.3. Negative Association Rules

Negative association rules are yet another type of association rules. They indicate
negative relationships between sets of objects. For example, a rule
{03,06,07}—>~{01,0s} means that if the set of objects {03,007} occurs in the source
transactions (sets), then the set {01,04} does not occur frequently in these transac-
tions. Similarly to regular (positive) association rules, negative ones are charac-
terized by support and confidence measures.

There are several algorithms that extract both positive and negative association
rules [Ant04a, Ant04b, Cor06, Don07, Don06, Ten02, Wu04, Yua(2], also based on
genetic algorithm [Ala05]. Another method to extract multilevel association rules in
the specific environment, namely spatial datasets, was presented in [Sha05]. There are
also some algorithms for mining only frequent itemsets [Kry05, Pal05] or only nega-
tive association rules like algorithm AMENAR [Gan06], MINR [Koh07], DI-apriori
[Morz06, Sav98]. However, the first attempt which contained discussion about some
constraints on the mining of negative association rules was made in [Bou00], whereas
Fortez et al. proposed bounded-neg-apriori algorithm [For01]. Some approaches focus
on distinguishing various types of negative association rules, i.e. X—~Y, ~X-=Y,
~X—~Y [Don06] or provide new, very similar types of patterns like fuzzy negative
association rules [Yan04] or dissociation rules [Morz06]. Some authors introduce addi-
tional parameters to filter candidates for negative rules like multi-confidence and Chi-
squared test [Don06], MinRI and an external taxonomy [Sav98], maxjoin [Morz06] or
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correlation [Ant04b]. There are also some specific algorithms that can be applied to
unusual datasets like queries to XML documents [Chen05]. Some disadvantages of
the above algorithms are discussed in Sec. 4.3.2. Another algorithm to discover both
negative and positive association rules, the PANAMA algorithm, which overcomes
these drawbacks, is described in Sec. 4.3.

The main application domain for negative association rules is verification of
positive knowledge known in advance. For example, they can be used together
with positive association rules to assess usability of hyperlinks in the web envi-
ronment, see Sec. 4.4 and 5.5. Another interesting application is verification of
recommendation lists created upon content analysis, see Sec. 5.6.

2.1.4. Sequential Patterns

Sequential patterns are yet another type of associations. They reflect relationships
with respect to time, or more precisely, with respect to the order over time. Se-
quential patterns are extracted from ordered source sequences as their frequent
subsequences (see Definition 5.1 and 5.2). For example, for the list of source se-
quences from Table 2.1, we can extract one subsequence §=<01,04,0s> with four
occurrences. This frequent subsequence is the sequential pattern g.

Table 2.1. Source sequences and sequential pattern

ID | Source sequences |- Frequentsubsequence (sequenti
1 <04, 02, 04, 03>
2 <04, 01, 02, 06, O4, O3, 03>
<01, 04, 03>
3 <06, 01, 04, 06, 03, 06>
4 <01, 01, 04, 0s, 04, 03, 01>
5 <01, 0¢, 03>
( AT .
Source sequence, ID=1: Sequential pattern
<01,02,04,03> <01,03,04>

i

\

gt

7

Object 0, Ob’ject'oHObjept 03]

1 5] time

~
~
%)

Fig. 2.4. Sequential pattern
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Note that in source sequences, elements from the frequent subsequence can be
separated by other objects. For instance, object 02 is between 01 and o4, following
each other in the sequential pattern g, Fig. 2.4.

There are many algorithms used to mine regular sequential patterns, such as
AprioriSome, AprioriAll [Agr95, Tan06 - Sec. 7.4], GSP [Sri%], SPAM [Ayr02] or
based on a lattice SPADE [Zak01]. Some algorithms like FreeSpan [Han01] or
PrefixSpan [Pei01, Pei04] utilize data projection. Algorithm MEMISP is based on
memory indexing [Lin02], whereas SPIRIT integrates constraints by using regular
expression [Gar99]. There also exist some incremental approaches [Chen04,
Chen07, Ho06, Lau07, Mas03, Ren06, Zha02] and parallel ones [Con05, Zhu07].

Sequential patterns are used in another specific type of patterns, namely se-
quential patterns with negative conclusion, see Sec. 5. Sequential patterns can also
be used as the positive information both in verification of existing hyperlmks see
Sec. 5.5, and content-based recommendation lists, see Sec. 5.6.

2.1.5. Sequential Patterns with Negative Conclusions

Sequential patterns with the negative conclusions are new patterns that are studied
in detail in Sec. 5. They are in a sense a kind of combination of regular sequential
patterns and negative association rules.

For example, sequential pattern with negative conclusion s'(g—~X) denotes how
much sequence g is not followed by any element of set X. Such statement can be
expressed with certain confidence and support, which are two basic measures of
sequential patterns with the negative conclusions.

Note that sequence g in s7(g—~X) is the regular frequent sequence, i.e. sequential
pattern (see Sec. 2.1.4), which is combined with the set X in the negative way, simi-
larly to the case of negative association rules, see Sec. 2.1.3.

Sequential patterns with the negative conclusions can be discovered from the
previously obtained sequential patterns, using the SPAWN algorithm described in
Ser. 53.2,

Similarly to negative association rules, sequential patterns with the negative conclu-
sions can be useful in verification of any positive knowledge coming from external sour-
ces. For example, they can be utilized to evaluate usability of hyperlinks in web sites,
see Sec. 5.5. Besides, sequential patterns with the negative conclusions and negative
association rules extracted from web logs can in a comprehensive way validate rec-
ommendation lists based on similarity of HTML contents of web pages, see Sec. 5.6.

2.1.6. Dynamic, Personalized Associations

A completely different approach to association is presented in Sec. 6. Associations
are links between the current, active user visiting a single web site and some pre-
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viously extracted patterns, both content- and usage-based. The patterns corre-
spond both to the content of the site and the content of the external sites linked by
advertisements, Fig. 2.5.
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Fig. 2.5. Dynamic, personalized associations

Content-based patterns are called conceptual spaces. They are, in fact, clusters
of terms extracted from the textual HTML contents of both web documents
(pages) d; the user can navigate through and the entire web sites 4 linked by ad-
vertisements considered for the attachment to the displayed web pages dj, Fig.
2.5a. Hence, the term # can be more or less related to web pages and entire web
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sites. Similarly to content-based associations, we also have some usage-based
patterns extracted from web logs and clicked advertisements. Usage patterns are
representatives (average) of clusters created from user sessions. As in the case of
conceptual spaces, usage patterns are related to individual web pages in the web
sites considered as well as to entire sites linked by ads.

A single user can be assigned to only one conceptual space and one usage pat-
tern at a time; this is discussed in detail in Sec. 6.6.1. However, this association can
change over time, even at each user step in the navigational path. Hence, associa-
tions are created dynamically, separate for each active user. In consequence, we
obtain dynamic, personalized associations, based on which the system is able to
prepare adaptive advertisements, personalized for each single user, i.e. from asso-
ciations: current user-conceptual space and current user-usage pattern, some new
associations are derived: current user-the most appropriate ad sites, Fig. 2.5b.

2.1.7. Associations in the Social Network

An association in the social network is the connection from one member to an-
other that reflects their common acquaintance, private or professional relation or
even high similarity of their inclinations or activities. The maintenance or even
only creation of the association usually requires member’s trust, commitment,
emotion, or dedication of time and effort.

Several significant social features can characterize a human association, such
as mutuality, durability, intensity, intentions, culture conditioning, emotional
level and finally strength [Han06, Was94].

Associations between social network members can be extracted from the data
about user activities like published photos [Mus08a, Mus08b], sent emails [Cul04,
Kaz08c, Kaz b, She05], comments to published contents [Mus08a, Mus08d], etc.

Three main kinds of associations in computer-based social networks can be
distinguished:

1. Direct association is the relation that connects two users with a direct con-
nector, Fig. 2.6. For example, when one user u; sends emails to another user u»,
then the emails sent constitute an association from u; to ua.

2. Quasi-direct association: two users are in the relationship but it is not re-
quired that they maintain the association in the direct way, e.g. two people who
comment on the same blog. There is always a meeting object which serves as the
communication medium between users, Fig. 2.7. Quasi-direct association can be
either with equal or different roles. In the former, two users u; and u> meet each
other through the meeting object and their role in relation to this object is the
same: a=b. In other words, they participate in common activity related to an ob-
ject with the same role. For instance, two users comment the same picture, both of
them add the same object to their favourites or both use the same tags as meta-
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data to describe their photos. Quasi-direct association with different roles is the
association between two users u; and u» that are connected through the meeting
object (e.g. multimedia object or their additional feature like tag) - they partici-

Activities
(communication)
user u; -

Direct

user u

association

Fig. 2.6. Direct associations based on user activities
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Fig. 2.7. Quasi-direct associations based on user activities
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Fig. 2.8. Indirect associations based on similarity of user profiles or activities




28

pate in common activity but their roles a and b are different, e.g. u; comments
a photo (role a - commentator) that has been published by u» (role b - author).
Note that association from u: to uz differs from that from u» to u1. For example, we
can have two separate associations: commentator-author (type a-b) and author-
-commentator (type b-a). Quasi-direct associations can be applied in recommen-
der systems to suggest new direct connections between users [Mus08d].

3. Indirect association: this kind of relations exists when the user is not aware
of the fact of being similar to another user. Two users are connected by indirect
association when their demographic profiles or activity profiles (behaviour) are
similar, Fig. 2.8. Such associations in the context of recommender systems were
considered in [Kaz06b].

It is worth noting that the direct associations can be supported and developed
by utilizing the knowledge derived from the characteristic of indirect associa-
tions, e.g. the recommendation systems can use the demographic filtering and
suggest some new friends who are used to watching similar movies. The usage of
association matching in order to expand telecommunication social networks was
studied in [Kaz07b].

In one system, many distinct association types can be discovered. For example,
nine separate layers of associations were distinguished within the Flickr photo
publishing system [Kaj07, Kaz08e, Mus08a, Mus08d].

Since data about user activities is quantitative, extracted associations can have
values assigned - weighted associations. The association from user Bob to Alice
based on 100 emails sent by Bob to Alice and these were all emails sent by Bob in
the system should be much weaker than the similar association from Mary to
Paul created upon Mary’s single email sent to Paul among total 100 emails sent
by Mary to other users. A discussion on the association weight evaluation can be
found in Sec. 7.2.3 and 7.5.4.

Associations are the crucial component of social networks and the knowledge
hidden inside them can be used in further analysis. An example of such utiliza-
tion is described in Sec. 7: the social network data has been exploited to compute
social positions of network members that reflect importance of individuals within
the community.

2.2, Processes Addressed to Association Computing

Associations are usually only an element in the entire process of knowledge acquisi-
tion and processing. The standard, general process work flow is presented in Fig. 2.9.
During the gathering stage source data is stored in the database or simple flat files,
e.g. log files. This data usually requires some kinds of pre-processing, which includes
cleansing and transformations. As a result, we obtain input data for association dis-
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covery or calculation stage. Computed associations are often filtered (post-processed)
in order to achieve only meaningful associations. The filtering process typically re-
quires some external knowledge about what is useful and what is not. Afterwards, the
set of selected associations that is still large is often aggregated to provide more con-
densed knowledge helpful in individual applications.
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Fig. 2.9. General processes related to associations

This general process has been considered in more detail for some selected en-
vironments: in web advertising, see Sec. 2.2.1, in hyperlink verification, see Sec.
2.2.2, in social network analysis, see Sec. 2.2.3.

2.2.1. Association Processing in Personalized Web Advertising

The concept of personalized web advertising is discussed in Sec. 6. The main sources
utilized in this process are as follows: textual HTML contents of web pages, web logs
containing HTTP requests and pages recently visited by the current user, Fig. 2.10.
From the first two some clusters are extracted. The content-based clusters correspond
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to different thematic groups (conceptual spaces) existing in the site whereas groups of
user sessions reflect typical user behaviours. Each content- and usage-based cluster is
also correlated with individual advertisements. User-to-cluster associations are estab-
lished separately for each current user and at each user request using representatives
of the clusters and recent activities of the current user. Based on these associations, ads
related to the assigned clusters are filtered according to some user activities, i.e. re-
cently seen or already clicked ads are omitted. The remaining advertisements derived
both from the content and usage data are integrated and again filtered in terms of
advertising policy (e.g. number of permitted expositions). Finally, some top adver-
tisements are displayed to the user in the personalized and adaptive way.
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Fig. 2.10. Processes related to associations in personalized web advertising

2.2.2. Process of Hyperlink Verification Based on Associations

The idea of usage-based assessment of hyperlinks based on both positive and nega-
tive association patterns (association rules and sequential patterns) is presented in
Sec. 4 and 5.5. The entire course of verification starts with pre-processing of web
server logs; it regards in particular cleansing procedures, Fig. 2.11. Next, user ses-
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sions (for association rules) and navigational paths (for sequential patterns) are
identified and exploited for association pattern discovery using some specialized
mining algorithms, see Sec. 4.3 and 5.3.2. During or just after the mining stage, the
associations are filtered, and only those that match existing hyperlinks are left. Since
both association rules and sequential patterns operate on many items, an aggrega-
tion procedure is needed to reduce them to 2-page recommendation functions, see
Sec. 4.4.2 and 5.5.2. Additionally, different patterns (recommendation functions) can
be integrated to provide more comprehensive view onto hyperlink usability. Fi-
nally, verified hyperlinks are presented to the content manager.
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Fig. 2.11. Processes in web hyperlink verification by means of associations

2.2.3. Associations Processed in Social Network Analysis

Associations in social network analysis are extracted from the cleansed communi-
cation data, Fig. 2.12; also, some data about user activities like viewed photos in
the photo publishing system or comments to blogs exposed by users. In social
networks, associations are usually directly calculated from the pre-processed
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communication or activity data. This is opposite to the previous cases; see Sec.
2.2.1 and 2.2.2, where associations were discovered by means of specialized algo-
rithms. Note that associations in social networks reflect relationships between
pairs of humans. Anyway, even here they can be filtered to remove some useless
connections. Typically, some thresholds are used for this purpose. Filtered asso-
ciations constitute the social network and are used in social network analysis
methods. In one of such methods, associations are exploited to evaluate social
position of individual network members - extraction of key persons, see Sec. 7.
Humans with the highest social position can be used in targeted marketing as
trend sellers, i.e. people who spread new products or services by means of their
high influence on others.



J Indirect Association Rules

and Their Applicationin the
Weh-hased Recommender Systems

Association rules mining is one of the most important and widespread data mining
techniques. The association rules reflect regularities in the co-occurrence of the same
items within a set of transactions. A classic example of the association rule mining is
finding sets of products usually purchased together by many independent buyers.
In the web environment, association rules mining is typically applied to HTTP
server log data that contains historical user sessions. Hence, items from the classic
basket analysis correspond to pages while transactions to user sessions. Web ses-
sions are gathered without any user involvement and additionally, they reliably
reflect user behaviour while navigating throughout a web site. For that reason, web
sessions can be regarded as an important source of information about users.

Association rules that reveal similarities between web pages derived from user
behaviours can be simply utilized in recommender systems.

The main goal of this section is to introduce new kind of association rules namely
indirect association rules and examine their application in recommender systems.

Indirect associations exist between pages that rarely occur together but there
are other, “third” pages, called transitive, with which they appear relatively fre-
quently. Two types of indirect association rules are described in this section: par-
tial indirect associations and complete ones. The former respect single transitive
pages (see Sec. 3.4.1); while the latter cover all existing transitive pages (see Sec.
3.4.2). The IDARM?* algorithm presented (see Sec. 3.6) extracts complete indirect
association rules with their important measure - confidence, using pre-calculated
direct rules. Both direct and indirect rules are joined into one set of complex asso-
ciation rules (see Sec. 3.4.5), which may be used for recommendation of web
pages (see Sec. 3.8). The experiments performed revealed the usefulness of indi-
rect rules for extension of typical recommendation lists (see Sec. 3.9). They also
deliver new knowledge not available for direct ones. The relation between rank-
ing lists created on the basis of direct association rules as well as hyperlinks ex-
isting on web pages has also been examined.

This section has been prepared based on [Kaz a].
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3.1. Problem Description

Besides many advantages, the association rule method has also some limitations,
which can result in the loss of some vital information. Typical association rules
focus on the co-occurrence of items (purchased products, visited web pages, etc.)
within the transaction set. A single transaction may be a payment for purchased
products or services, an order with the list of items as well as a historical user
session in the web portal. The mutual independence of items (products, web
pages) is one of the most important assumptions of the method but it is not ful-
filled in the web environment. Web pages are connected with hyperlinks and
they usually determine all possible navigational paths. A user admittedly is able
to enter requested page address (URL) in their browser; nevertheless most navi-
gation is done with the help of hyperlinks designed by site authors. Thus, the
web structure seriously restricts visited sets of pages (user sessions), which are
not so independent of one another as products in a typical store. To reach a page
the user is often forced to navigate through other pages, e.g. home page, login
page, etc. Additionally, web site content is usually organized by designer into
thematic blocks, which are not always suitable for particular users.

For all these reasons, some personalized recommendation mechanisms are
very useful in most web portals [Mon03]. However, if they used typical associa-
tion rules applied to historical user sessions [Ado01, Mob00a, Nak03, Yan03],
they would often only confirm “hard” connections that simply result from hy-
perlinks. Moreover, such rules may avoid some relationships between pages,
which do not occur together in the same user sessions. This concerns especially
pages not being connected directly with hyperlinks, Fig. 3.1.

Pages 1 and 2 are not
directly associated

~

\s_/

Fig. 3.1. Sessions with two documents (1 and 2), which are associated only indirectly
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Original association rules, called in this section direct, reflect relationships ex-
isting “within” user sessions (transactions). Standard parameters of direct asso-
ciation rules (support and confidence) have usually the greatest value for pages
“hard” connected with links due to hypertext nature of the web. To explore sig-
nificant relationships between pages that rarely occur in common sessions but
simultaneously they are close to other pages (Fig. 3.1), the new patterns - indirect
association rules are suggested in this section. Two pages, each of which relatively
frequently co-occurs in sessions with another, third page, can be considered as
“indirect associated”. Similar idea was investigated in scientific citation analysis
[Goo01, Law99] and hyperlink (structure) analysis of the web [Hen01, Wei96].
Two scientific papers or web pages in which the same third document (page) is
cited (linked) are supposed to be similar. A similar case occurs while two docu-
ments are cited or linked by the third one.

3.2. Background

Association rules are some of the most important and well known data mining
techniques [Morz03] also in the web environment. There are many algorithms for
mining association rules, see Sec. 2.1.1.

The implementation of data mining into web domain (web mining) has been
considered for a couple of years [Bol99, Mad99]. Especially association rules dis-
covered from HTTP server log data or user sessions (web usage mining) have
been studied [Ado01, Mob00a, Nak03, Yan03].

Incremental algorithms appear to be most suitable for the extraction of asso-
ciation rules in the web domain, taking into account the nature of web user be-
haviour and great changeability of content and structure of the web. The problem
of diversification between old and new user sessions was considered in [Kaz04b,
Kaz04d].

Association rules have been utilized in many web recommendation systems,
applied in various domains such as suggestions in personalized distance learning
[Wang02], or consecutive steps in web navigation, i.e. hyperlink recommendation
[Ger03], [Mob00a, Yan03], personalized shopping adviser [Cho02, Chu04, Ha02],
extension of web searching [Bol99]. In the web environment association patterns
can be extracted from server logs [Ger03, Mob00a, Wang02], purchased products
[Cho02, Chu04, Ha02], or products placed into the basket [Cho02], as well as web
content [Bol99]. Association rules outgoing from a certain page (fixed body of the
rule) are usually ordered according to their quality measure, confidence, which
enables the creation of a ranking list for this page. Chun et al. personalized such
rankings using rule-user relevancy matrix derived from the data about products
purchased by the individual user [Chu04].
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Adomavicius and Tuzhilin proposed mining of personal association rules in
recommender systems. It means that the individual set of rules is prepared sepa-
rately for each customer based on historical behaviour of the given user. Addi-
tionally, rules are clustered and next filtered manually by the expert - administra-
tor who is responsible for removal of useless rules [AdoOl]. This approach
strongly suffers from so called cold start problem - we would have nothing to
recommend to new users or users with poor history. Besides, the user is pre-
sented only with items that have already attracted them. This could be useful in
recommendation of options in typical IT systems, e.g. accounting, rather than in
recommendation of web pages or products in e-commerce.

In another approach to recommendation, the system retains user profiles or
any other kind of historical or recent information related directly to the particular
user. Based on this data, we can personalize recommendations according to either
past [Ado01, Chu04] or present user activities [Law01, Ger03]. Nevertheless, in
this section we focus only on non-user-sensitive recommendations, which enables
us to create a static list of preferred pages individually for each web page. In this
way all bothersome processes are performed offline. According to legal regula-
tions in some regions of the world, the storage of personal data (also activities) is
prohibited without evident user permission [Dir02, Kob02]. In our approach no
personal information about user is needed, which helps to fulfil privacy preven-
_tion constraints in anonymous web portals.

Early research work on mining indirect associations was carried out by Tan
and Kumar [Tan00, Tan02b, Tan03] and next by Wan and An [Wan03, Wan06a,
Wan06b]. However, their indirect patterns differ from those presented in this
section. We have not assumed that two pages must not be directly correlated like
Tan et al. did. Thus, their indirect rules reflect rather negative associations exist-
ing between items. In the approach presented in this section indirect rules are
treated as an extension of direct ones, rather than as that kind of negative associa-
tions. Additionally, rules by Tan et al. operate on a set of transitive pages (called
a mediator set) with the fixed cardinality and this set is treated as one whole. In
such an approach, both pages considered have to co-occur with a complete set of
other pages instead of a single transitive page. There are no partial rules in that
approach either, while in the concept described below there are components of
complete rules. Tan et al. proposed that one pair of pages may possess many indi-
rect rules with many mediator sets, which may overlap. In web recommendation
systems considered in this section we would need only one measure that helps us
find out whether the page of interest should or should not be suggested to a user
on the given page. There is no simple method of merging many rules to obtain
such a single measure. Moreover, it appears to be much more effective to extract
indirect rules from direct ones (our approach) instead of deriving them from
source data (approach of Tan et al.).
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Hamano and Sato proposed their own method to mine both negative and posi-
tive indirect association rules similar to Tan’s et al., using special g measure
[HamO4]. Another algorithm HI-Mine to discover Tan’s et al. indirect association
rules was suggested by Wan and An [Wan03, Wan06a]. Its slightly modified ver-
sion HI-Mine* based on the compression of transaction database into Super
Compact Transaction Database was presented in [Wan06b].

Chen et al. extended Tan's et al. concept of indirect rules by introducing the
lifespan of items. Their temporal indirect association rules mined with MG-
Growth algorithm respect temporal dependencies between transactions [Chen06].

Hao et al. studied visualization of indirect association rules on a spherical sur-
face especially for marketing purposes [Hao01].

3.3. Direct Association Rules in the Web Environment

Let d; be an independent web page (document) and D be the web site content (web
page domain) that consists of independent web pages dieD.

Definition 3.1. A set X of pages dieD is called pageset X. The number of pages in
a pageset is called the size or cardinality of the pageset and is denoted by card(X).
A pageset with the length k is denoted by k-pageset.

Definition 3.2. The ith user session S; is the pageset containing all pages viewed
by the user during the ith visit on the web site; SicD. S5 is the superset of all user
sessions gathered by the system, Sie S%. Each session must consist of at least two
pages card(S;)22. A session S; contains the pageset X if and only if XcS..

Sessions correspond to transactions in a typical data mining approach [Agr94,
Morz03]. Note that pagesets and user sessions are unordered and without repeti-
tions - we turn navigational sequences (paths) into sets. Additionally, user ses-
sions may also be filtered to omit too short and too long ones, which are not rep-
resentative enough [Kaz04d].

Definition 3.3. A direct association rule is the relationship X—Y, where XcD, YcD
and XNY=. A direct association rule is described by two measures: support and
confidence. The direct association rule X—Y has the direct support:

sup(X—Y) = card({S;eS%: XU YCS))/ card(S°). (3.1)

The direct confidence con for direct association rule X—7Y is the probability that
the session S; containing X also contains Y:
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con(X—Y) = card({Sie S°: XUYcSi})/card({Sie S°*: X=Si}) (3.2)

The pageset X is the body (or antecedent) and Y is the head (or consequent) of the
rule X—Y.

Direct association rules represent regularities discovered from a large dataset
[Agr93]. The problem of mining association rules is to extract rules that are strong
enough and have the support and confidence value greater than given thresholds:
minimum direct support - minsup and minimum direct confidence - mincon.

In this section, we consider dependencies only between 1-pagesets - single
web pages (2-pageset for both sides of the rule). For that reason, the 1-pageset X
including d; (X={d;}) will be denoted by d; and a direct association rule from d; to d;
is di—d;. Thus, the rule di—d; is described by direct confidence function con(di—dj)
and direct support function sup(di—d;). Similarly, Wang et al. restricted heads of
their direct association rules in recommender system applied to distance learning
domain [Wang02].

In the context of recommender systems the support function is used merely to
exclude weak rules, i.e. only rules that exceed the level of minimum direct sup-
port minsup are considered for recommendation. In other words, support ex-
presses the popularity of the given rule among all others. Direct confidence func-
tion con(di—d;) indicates with which belief page d; may be recommended to a user
while watching the page di. In other words, the direct confidence factor is the
conditional probability P(d;|d;) that a session containing the page d; also contains

page d;:
n
= (3.3)

i

COTl(di——)d,') = P(d} l d,)

where n;; - the number of sessions with both d; and dj; n; - the number of sessions
that contain d,.

It was assumed that all pages are statistically independent of one another. But
this is not the case. Some pages are connected by links (but most pairs are not),
some were recommended by the system while other ones were not, and some are
placed deeper in the web site structure. Hence, from the statistical point of view
the probability value (n;/n;) is only an approximation.

3.3.1. Weaking Older Sessions

Some page fads, which have gone a long time ago, still influence confidence
value, Eq. (3.3), to the same extent as pages popular nowadays. Since many users
tend to change their behaviour, we should not rely on older sessions with the
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same confidence as on newer ones. If the given page d; was visited together with
page d; many times but only in the past, then d; should not be recommended so
much at present. For that reason, the introduction of the time factor is proposed.
Numbers of sessions n; and n; in Eq. (3.3) are replaced with the time weighted
numbers of sessions: n'; and n';, respectively, as follows:

tp(s)
7'1,"‘ ZS'SE id; d; es (T)
con'(d; »d;)=—Lt=— i (3.4)

n; Z tp(s)
: s:seS;d; es (T)

where con'(di—dj) - time weighted direct confidence; T - the constant time coeffi-
cient from the interval [0,1]; tp(s) - the number of time periods since the begin-
ning of session s until the processing time.

In other words, while calculating n'; and n'; each session si, unlike n; and n;, is
counted not as 1 but as (r)%®). The time period length - a unit of measure for tp(s)
- depends on how often users enter the web site. The time coefficient T denotes
changeability of the site content and behaviour of users. The more often the site
changes, the smaller the 7 value should be. In this way, older sessions have less
influence on recommendation results.

3.3.2. Case Study

Let us consider an example set of 10 user sessions within the web site that con-
sists of six pages, D={d1,d>,d3,ds,ds,ds} - Table 3.1. The result of mining direct asso-
ciation rules for single web pages (di—d;) within the example sessions is a set of
rules (Table 3.2) that can be represented as a directed, cyclic graph (Fig. 3.2); min-
sup=20% and mincon=40% were assumed. Nodes of the graph correspond to web
pages and edges indicate direct associations. An edge weight is equivalent to the
value of the appropriate rule confidence. A page can be the body as well as the
head of the rule. Each node has two values assigned: v"x and v denoting the
number of rules for which dx is the body (di—d)) and head of rules (di—di), respec-
tively.

Table 3.1. Example user sessions

Session id Pages Session id Pages
1 d,da,dy 6 da,dy
2 d,ds 7 da,ds,ds
3 dy,da,ds 8 da,ds,ds,ds
4 dy,da 9 di,ds
5 do,da,ds,ds 10 di,ds
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Table 3.2. Values of direct confidence for example sessions from Table 3.1

No. Rule | con | No. ‘Rule con
1 dh—d, 0.50 9 di—ds 0.43
2 do—ds 0.40 10 ds—de 043
3 dr—dy 1.00 11 ds—d> 0.67
4 dr—ds 0.40 12 ds—d, 1.00
5 dy—ds 0.40 13 ds—ds 1.00
6 ds—dy 1.00 14 ds—d> 0.50
7 ds—dh 0.43 15 de—ds 0.75
8 ds—d, 0.71 16 de—ds 0.75

Fig. 3.2. Graph with direct association rules extracted from example sessions
(Table 3.1)

3.4. Indirect and Complex Association Rules in the Web
Let us consider another approach to associations: indirect association rules.

3.4.1. Partial Indirect Association Rules

Definition 3.4. Partial indirect association rule di—"*d;,dy is the indirect relationship
from d; to d; with respect to dj, for which two direct association rules exist: di—dx
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and d—d; with sup(di—d)zminsup, con(di—dy)2mincon and sup(di—dj)2minsup,
con(dy—dj)zmincon, where d;,d;,dveD; d#di#dr. The page di, in the partial indirect
association rule di—"*d; dy, is called the transitive page (Fig. 3.3).

3
e =] %
0 - d . &
& Uk 7
N — i5)
S
¢ Transitive ;
page

----------.-*

partial indirectassociation rule: d,-—)P #a},dk
con (di»""ddy)

Fig. 3.3. Indirect association between two web pages

Note that there may be many transitive pages di for a given pair of pages dj, d;
and as a result many partial indirect association rules di—"*d; dx.

Each indirect association rule is described by partial indirect confidence
con™(di—"*d,,dy), as follows:

con"(di—*d;,de) = con(di—dy) * con(de—d;) (3.5)

Partial indirect confidence is calculated using direct confidence rather than
source user session data. For that reason, the computational complexity of only
partial indirect rule mining is much less than for direct ones - see the description
of IDARMY* algorithm in Sec. 3.6.2. However, note that it refers only to the process
of mining indirect rules from direct ones. Obviously, these direct rules need to be
previously extracted and the entire process of indirect rule mining consists of two
consecutive steps: direct rule mining and indirect rule mining. Nevertheless, the
second step is less complex than the first one.

Pages d;, d; in di—"dj,dx do not need to have any common sessions, but in Eq.
(3.5) we respect only “good” direct associations to ensure that indirect associa-
tions are based on sensible grounds. From questionable or uncertain direct
knowledge we should not derive reasonable indirect knowledge. In consequence,
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it was assumed that rules di—dy and di—d; must be “strong” enough so that
con(di—dy) and con(di—d;) exceed mincon.

Some other functions instead of multiplication in Eq. (3.5) like minimum,
maximum, arithmetical mean and weighted mean were considered in [Kaz05e].
Multiplication delivers the smallest values (on average even 1/10 compared to
values of maximum function) but it has the best discrimination abilities at the
same time - the standard deviation doubles the average while for other functions
standard deviation is less than the average.

A vpartial indirect rule di—"d;,di reflects one indirect association existing be-
tween d; and dj, so no direct association di—d; is needed, even though it may exist.
The condition of non-existence of direct association is prior assumption in indi-
rect rules proposed by Tan et al. in [Tan00, Tan02b, Tan03] and next used by Wan
and An in [Wan03, Wan06a, Wan06b].

The rule di—"*d dx also differs from two direct rules: {di,di}—d;, and di—{d;,di}.
Note that these direct rules respect only common user sessions that contain all
three pages dj, dj, dr. On the contrary, the partial indirect rule di—"d;,d; exploits
common sessions of dj, di and separately sessions with dj, d;. These two sets of
sessions do not even need to overlap.

Since the component direct rules di—d; and d;—d; are directed, also the partial
indirect rule di—"*d;,di is directed, i.e. di—"*d;di differs from dj—"*d;,di. In conse-
quence, partial indirect confidence function is not symmetric, which means that
con™(di—"*d;,di) does not have to be equal to con™(dj—"*d;,dy).

Definition 3.5. The set of all possible transitive pages dx for which partial indirect
association rules from d; to d; exist, is called Tj;.

Note that Tj;is not the same set as Tj.

3.4.2. Aggregation of Partial Rules

Definition 3.6. Complete indirect association rule di—*d; aggregates all partial indi-
rect association rules from d; to d; with respect to all existing transitive pages
dveTj; (Fig. 3.4) and is characterized by complete indirect confidence - con*(di—*d)):

Zconp#(d,- —P# d]-,dk)

dyeTj;

(3.6)

con*(di—*d)) =
maxy

where maxr=  max (card(T};)) - the maximal number of component partial rules
s jED

for a pair of pages.
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Fig. 3.4. Complete indirect association rule

A complete indirect association rule from di to d; exists if and only if there ex-
ists at least one partial indirect association rule from dito dj, i.e. Tj#O.

Only indirect rules with complete indirect confidence greater than the given
confidence threshold - iconmin are accepted. According to Eq. (3.5), there is no
point in setting iconmin with the value less than the square of the appropriate
threshold for direct rules divided by maxr: iconmin 2 mincon®/ maxr.

Complete indirect association rules are not symmetric: the rule di—*d; may ex-
ist but the reverse one dj—*d; not necessarily. This results from the features of
partial indirect associations and direct associations, which are also not symmetric.

The concept of partial indirect rules, Eq. (3.5), enables the introduction of the
threshold to partial indirect confidence - piconmin to exclude weak partial rules.
However, iconmin is more general than piconmin so the former appears to be a
more suitable filtering factor.

The normalization - the denominator maxr in Eq. (3.6) - ensures the range [0,1]
to be the domain for complete indirect confidence. However, it also causes the
most complete confidence values to be less than equivalent direct ones. maxr rep-
resents “global” normalization, while using card(T;) in the denominator we
would obtain “local” normalization. Values of complete confidence are on aver-
age more than 10 times less at global normalization than at local one. According
to experiments performed in the real e-commerce environment (4,242 web pages,
16,127 user sessions) typical value of maxr is about 250 while the average card(T})
is about 10-20, depending on minsup.
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3.4.3. Transitive Sets

The concept of partial indirect rules with single transitive page can be quite easily
extended to indirect rules with the set of transitive elements. In such an approach
we need to replace the single page dx with the K-element set of pages Dk. Thus,
we can modify Definition 3.4.

Definition 3.7. Partial indirect association rule with the set of transitive elements di—"*d;, Dx
is the indirect relationship from d; to d; with respect to the set Dx, for which two
direct association rules exist:  d—Dx and Dx—d; with sup(di—Dx)2minsup,
con(di—Dx)zmincon and sup(Dxk—dj)2minsup, con(Dx—dj)2mincon, where d,dieD;
DKCD,' d,‘,d,’ﬁ DK,' dﬁéd,

Note that no change is needed in Eq. (3.5). Nevertheless, the conversion of transi-
tive pages into sets has significant consequences. The way of combination of all
partial rules consistent with Definition 3.7 into complete indirect rules (Definition
3.6) is not obvious due to the potential existence of many partial rules with transi-
tive sets of different cardinalities (sizes). Naturally, these sets would often overlap
one another and they even cover each other. For every set Dk of cardinality K we
have total 2“-2 proper and non-empty subsets DicDx and the same number of dif-
ferent partial rules di—"*dj, D that have something in common with di—#d;, Dx.

3.4.4. Case Study

Extracting complete indirect association rules for the example direct rule set (Table
3.2, Fig. 3.2), we obtain a set of complete indirect association rules from Table 3.3.

Table 3.3. Values of complete indirect confidence
for example sessions from Table 3.1

No.:: | Rule |- con® | . N»o‘.‘jl}/ “:Rule. | con®
1 di—*d, | 0.12 11 di—*ds | 0.20
2 di—*ds | 0.07 12 di—*de | 0.24
3 | dode| 007 | 13 |dso'd,| 023
4 d—*d, | 0.14 14 ds—*d, | 0.40
5 d»—*d, | 030 15 ds—*d, | 047
6 |do'ds| 024 | 16 |dos'ds| 023
7 |do'ds| 028 | 17 |dem'dr| 017
8 dy—*d, | 017 18 dg—*d, | 0.35
9 di—*4, | 0.10 19 d¢e—*d, | 0.42
10 |dio'da| 017 | 20 | de—tds| 0.17
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Its graph representation is shown in Fig. 3.5. Edge weights indicate appropri-
ate complete indirect confidence values; maxr=3, iconmin=6%. Complete indirect
rules not having corresponding direct ones, i.e. the new associations, are pre-
sented with dotted line, e.g. di—*ds, ds—*d;, etc.

Note that also some direct rules do not possess equivalent indirect ones, e.g.
di—ds, ds—dy (compare Fig. 3.2 and 3.5). Hence, as we can see, direct and indirect
rules may complement each other.

Fig. 3.5. Graph with complete indirect association rules.
Dotted lines represent new associations

3.4.5. Complex Association Rules in the Web

To make use of both direct and indirect association rules for recommendation of
web pages, the joined, complex association rules are introduced. A complex asso-
ciation rule exists if at least one of two component rules exists, i.e. either direct
(Fig. 3.6a) or complete indirect (Fig. 3.6b) or both of them (Fig. 3.6c). The main
quality features of both direct and indirect rules - confidences are combined
within complex association rules. The extraction of complex rules is the third
stage of the whole process of rule discovery for recommender systems (Fig. 3.7).

Definition 3.8. Complex association rule di—'d; from d; to d; exists if direct di—d; or
complete indirect di—*d; association rule from d; to d; exists. A complex associa-
tion rule is characterized by complex confidence - con’(di—'d;), as follows:
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Fig. 3.6. Complex association results from either direct association (a)
or complete indirect one (b) or both of them (c)

con’(di—'dj) = a*con(di—d)) + (1-a)*con*(di—*d)) (3.7)

where a - direct confidence reinforcing factor, a€[0,1].

Theorem 3.1. The value of complex confidence is between its component direct
and complete indirect confidence, i.e. we have two possible cases:

1) con < con” < con?, if con < con®.

2) con* < con” < con, if con > con®.

For better transparency arguments (di—'d)), (di—d;), and (di—*d;) were omitted
in con’(di—"d)), con(di—dj), and con*(di—*d)) respectively.

Proof
1) con < con* = 3 (6€[0,1]) (con* = con + & <> con = con* - )
con'=a*con+(1l-a)*(con+d)=@+1-a)*con+(l-a)*d=con+(1-a)*o
(1-a)*0e€[0,1] = con’ 2 con
con'=a*(con*-8)+(l-a)*con*=(@+1-a)*con* -a*d=con*-a*d
a*de[0,1] = con” < con*
2) Similarly to 1) Q.E.D.
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Setting a we can emphasize or damp the direct confidence at the expense of
the complete indirect one. The greater the value of ¢, the closer the complex con-
fidence to the direct one is.

Example values of complex confidence are presented in Table 3.4. They are de-
rived from component values: direct confidences (Table 3.2) and complete indi-
rect confidences (Table 3.3). Since a complex rule exists if any of its two compo-
nent rules exist, the number of complex rules is greater or equal to the number of
both direct and complete indirect rules.

Note that complex association rules do not possess support feature. Only
complex confidence, Eq. (3.7), as their quality measure is used. Support values are
solely exploited in the filtering of the reasonable direct rules, which are compo-
nents of both partial indirect association rules (see Sec. 3.4.1) and complex ones.

3.5. Ranking Lists Based on Complex Rules

In the typical item-to-item approach to recommendation based on association
rules, ranking lists are created from the entire set of direct rules di—d; that exceed
minimum confidence and minimum support level, e.g. [Chu04, Ger(03]. Pages d;
from all rules di—d; outgoing from d; are considered in creation of recommenda-
tion ranking lists for page d;. These rules, and in consequence their consequents d,
are ordered according to the appropriate rule quality measure. Complex confi-
dence is utilized as such a ranking function facilitating recommendation proper
(Fig. 3.7). In this way, we can make use of both direct and indirect associations.
The greater the value of con’(di—'dj) for page d;, the higher the position of page d;
in the ranking list for the given page di. Usually, M top documents 4; from the
ranking list, with the highest value of con’(di—"d;), are recommended on page d.

Since a complex rule exists if either direct or indirect association exists, we can
expect that recommendation ranking list based on complex rules often will be
longer than typical rankings based on exclusively direct rules. This is also visible
in Table 3.5, in which complex rules successfully replenish typical ranking lists
created upon direct confidence, e.g. for page d; and ds. This happens in the case of
the separate set of indirect rules compared to direct ones. As complex rules join
direct and indirect ones the complex rankings unite direct and indirect rankings,
e.g. for page di, we have: direct ranking - (ds), indirect one - (d2,ds), and complex
one - (dz,d4,d5).

The adjustment of a in Eq. (3.7) enables the contribution of both direct and in-
direct component to be tailored. This can result in the different order of the final
ranking for different values of a. For example, in rankings for ds, ds, de, the small
value of a=0.2 stresses indirect rules that change the second position in the rank-
ings.
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Table 3.4. Values of complex confidence for example sessions (Table 3.1) with various values
of a. “+” and “-” denote the existence and nonexistence of the given rule, respectively

Direct | Indirect Complex: con'(di—'d})
No. | Rule 4 :

d—d; | d—>"d; |a=0.2[a=0.3|a=0.4|a=0.5|a=0.6|a=0.7 | a=0.8 |a=0.9
1 di—'d> = + 0.10 | 0.08 | 0.07 | 0.06 | 0.05 | 0.04 | 0.02 | 0.01
2 | di—'d, i = 0.10 | 0.15 | 0.20 | 0.25 [ 0.30 | 0.35 | 0.40 | 0.45
3 di—'ds = + 0.06 | 0.05 | 0.04 | 0.04 [ 0.03 | 0.02 | 0.01 | 0.01
4 di—'ds - + 0.06 | 0.05 | 0.04 | 0.04 | 0.03 | 0.02 | 0.01 | 0.01
5 dr—'dy + + 0.19 | 0.22 | 0.25 | 0.27 | 0.30 | 0.32 | 0.35 | 0.37
6 dr—'dy + + 044 [ 051 | 058 | 0.65 | 0.72 | 0.79 | 0.86 | 0.93
7 dr—'ds + + 027 { 029 | 031 | 032 [ 0.34 | 0.35 | 0.37 | 0.38
8 dr—'ds + & 030 [ 031|033 | 034 | 035 | 0.36 | 0.38 | 0.39
9 dy—'dy + = 020 { 0.30 | 0.40 | 050 | 0.60 | 0.70 | 0.80 | 0.90
10 | ds—'dy - + 0.13 { 0.12 | 0.10 | 0.08 | 0.07 | 0.05 | 0.03 | 0.02
11 | di—'dy + + 0.16 | 0.20 | 0.23 | 0.26 | 0.30 | 0.33 | 0.36 | 0.40
12 | dy—'d> + + 0.28 | 033 | 0.39 | 0.44 | 0.50 | 0.55 | 0.60 | 0.66
13 | dy—'ds + + 0251 027 | 029 | 0.32 | 0.34 | 0.36 | 0.38 | 0.41
14 | dy—'ds + + 028 | 0.30 | 031 | 0.33 | 0.35 | 0.37 | 0.39 | 0.41
15 | ds—'d; = + 019 | 0.16 | 0.14 | 0.12 | 0.09 { 0.07 | 0.05 | 0.02
16 | ds—'d> it b 046 | 048 | 0.51 | 0.54 | 0.56 | 0.59 | 0.61 | 0.64
17 | ds—'dy + + 058 1 0.63 | 0.68 | 0.74 | 0.79 | 0.84 | 0.89 | 0.95
18 | ds—'ds + + 039 [ 046 | 054 | 0.62 | 0.69 | 0.77 | 0.85 | 0.92
19 | de—'dy = i+ 0.14 { 0.12 | 0.10 | 0.09 | 0.07 | 0.05 | 0.03 | 0.02
20 | de—'ds + + 038 | 039 | 041 | 042 | 0.44 | 045 | 0.47 | 0.48
21 | de—'ds + + 048 | 052 | 0.55 | 0.58 | 0.62 | 0.65 | 0.68 | 0.72
22 | de—'ds + & 029 | 035 | 040 | 0.46 | 0.52 | 0.58 | 0.63 | 0.69

Table 3.5. Ranking lists created upon: direct confidence (Table 3.2), complete indirect
confidence (Table 3.3) and complex confidence values (Table 3.4) for various a '
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Note that ranking lists are static, even though they are periodically recalcu-
lated. Their content depends on the behaviour of users visiting the web site in the
past (they are extracted from historical user sessions), but they are not adapted to
the current user activities. Nevertheless, the obtained candidates for recommen-
dation may be used as the source for further processing, the goal of which would
be to receive the individual lists, more suitable for particular users. A pretty sim-
ple but very useful approach to personalization is the introduction of rotation
mechanism. It excludes from the ranking list those pages that have already been
suggested to the active user on the previous page or several pages before.

3.6. Mining Indirect Association Rules, IDARM* Algorithm

3.6.1. Stages of Association Rules Mining for Recommendations

The discovery of indirect rules is performed in two main stages (Fig. 3.7): extrac-
tion of direct rules and mining indirect ones. Afterwards, the third stage joins
rules of both types into complex association rules, useful for ranking lists.

Stage

Direct association rules Historical user
con(d—dy)>=mincon; sup(d— dy>=minsup session

.| Complete indirect association rules|
. con®(d—"*d)>=iconmin

Complex association rule

S
con”(dm"d)

Ranking function
di: con (d- dj)

4

Recommendation ranking list for each page
di: (dy,din, di, dy, ...)

Personalization of ranking list

Stage 3 Recomen

Fig. 3.7. Process of discovering association rules for recommendation
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There are many algorithms to mine direct association rules, see Sec. 2.1.1.
Overall, two main approaches were distinguished: the horizontal and vertical one
[Morz03]. Since in the approach presented, we consider only simple direct rules:
between 1-pagesets, i.e. single web pages, the choice between horizontal and ver-
tical mining is not crucial. Nevertheless, we need to apply any algorithm for di-
rect association rule mining at the first stage of the whole process. Taking into
account the environment (sessions of web users), it is incremental algorithms that
are most suitable [Cheu96, Cheu97, Lee01, Yen96].

Due to frequent modifications of web pages, especially hyperlinks, typical user
behaviour, i.e. typical user sessions, tend to change over time. For that reason, the
inclusion of time factor into direct rule mining appears to be justified: older ses-
sions are damp during confidence calculation, according to how much time went
by between the beginning of session and the processing time (see Sec. 3.3.1).

3.6.2. The IDARM* Algorithm

The IDARM* algorithm (In-Direct Association Rules Miner) was introduced to dis-
cover complete indirect association rules di—*d; and their complete indirect con-
fidence con*(di—*d;) from the set of direct rules di—d; according to Eq. (3.5) and
(3.6). Proper input direct rules, i.e. those that exceed minsup and mincon, are pre-
viously extracted using one of the well known mining algorithms. The IDARM*
algorithm makes up the second stage in recommendation process based on asso-
ciation rules (Fig. 3.7). Its general concept is presented in Fig. 3.8.

The IDARM* Algorithm
Input: L, - set of all direct rules, sup(d;~d;)>minsup,
con(d;~d;) >mincon
L™= - list of complete indirect rules with their
confidences
L™= - list of numbers of transitive pages lrij=card(Tij)
for each complete indirect rule d;-*d;
Output: full list complete indirect rules L™
full list of transitive pages L'

. sort I, by antecedents - create new list L,
. for each rule d;-dyeL; do ({
select list Ly of rules d,~d; from L,, d; # d;
if L0 then {
for each rule di-djeL; do {
if exists complete rule d;~*d;eL™ then

o B b WIN KL



Direct association rulesZ,

Fig. 3.8. The idea of the IDARM* algorithm
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con?(d;~*d;) = con?(d;~*d;) + con(di~dy) * con(di-d;)
1%, = 1%, + 1
else {
create new complete indirect rule d;-~*d; in L™ with
con*(d;~*d;) = con(d;~dy) * con(d;-d,)
create new element (number) in LT: 1%;; =1

}
}
}
select max, = max (17;;€L%)
for each complete indirect rule d;~*d; in L™ do {
con®(d;~*d;) = con*(d;~*d;) / maxy
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19. remove rules d;-*d; from L™ for which con’ (d;~*d;) <iconmin;
20. remove the corresponding 17;; from LT
21. }

Sorting in the first line and its outcome (list L2) are used only to speed up the
selection (line 3) and the internal loop (lines 5-13).

Ly is the list of all rules with the fixed dx as antecedent (line 3). To fulfil precon-
dition di#d; from Definition 3.4 we would need to abandon rule di—d; from Ly, if
such a rule existed in L.

The IDARM* algorithm exploits the following property of direct association
rules: to extract all partial indirect association rules, in which page d/** is transi-
tive, we only need to take all rules di—d* and all rules d***—d. Joining every
direct rule from the former set with every rule from the latter set we obtain all
partial indirect rules with respect to di.

To speed up the working of IDARM* implementation list L; can be previously
ordered by rule consequents. In such a case, the selection (line 3) would be per-
formed only as many times as the number of unique consequents.

3.6.3. Example

Let us consider the implementation of the IDARM* algorithm to direct rules from
Table 3.2. Value iconmin=6% was applied so that none of the rules would be ex-
cluded. List L; was sorted by their consequents for better clearness and to accelerate
processing. In consequence, the same auxiliary list Ly was used with many consecu-
tive rules from list L;. Note that only four non-overlapping lists Ly were needed to
finish discovery of all indirect rules. Value maxr=3 comes from I", i.e. do—*d,. The
final list of complete indirect rules with their confidences is in Table 3.3. Addition-
ally, the final and auxiliary results of the algorithm are shown in Table 3.6.

3.6.4. Complexity of the IDARM?* Algorithm

There are two nested loops in the IDARM* algorithm (lines 2-15 and lines 5-13).
They both operate on the list of direct rules. Hence, we can estimate the primary
complexity of the IDARM* algorithm as O(m?), where m is the number of proc-
essed direct rules. Note that the maximum value of m is n(n-1), where n is the
number of web pages.

Obviously, the quantity of direct rules strongly depends on the minimum
thresholds applied (Fig. 3.13). Nevertheless, in practice, the value of m, i.e. the num-
ber of direct rules that are good enough and exceed reasonable thresholds, is 1-2
orders of magnitude greater than n (Table 3.7). This is simultaneously nearly three
orders of magnitude smaller than the maximum number of direct rules, i.e. n(n-1).
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Table 3.6. The run of the IDARM?* algorithm; input direct rules are from Table 3.2

P e al of processing )
dy—dy || di—ds dy di—d, dr—td,, di—'d, di—"*d, dy 2/0/0
dy—dy || dy—dy i
G | g gy det s, dtd, | dody
dy—dy || d2—ds dr—d,, . § . e
d —*d d —’d dZ dZ_’dS dS_’ dlr dS—’ d‘h d5_> d6r dS_' d5/d1/ 9 / 0 / 9
i thord, | A6 de—'dy d—"ds | de—"dedy
52 2—d¢
d6—>d2 d3—'d1 d3 0 / O / O
di>da || da—vds diody, | dio'dy, dio'ds, di—'de, | di—dyds,
dZ""d4 d4_’d2 d4—’d2, dz—>"d1 dz—-"d5 dz—'“ds dz-—fp"dz,dq
d s 4 4 2
doods|[diods | | diods, | dsor'idy, diody, diotds, | dsmdsdy, | 07 /12
d6—>d4 d4—’d(, d“_’dﬁ dé_’#dlr dr‘*'dz, dé—’#ds d6—>P”d6,d4
dr—ds || ds—d> ds—dy, dr—"dy,d
di—'dy, de—*dy, d—tds, | Ty 2
ds—ds || ds—ds ds ds—dy, d‘s:' dZI ;:;db (;2 _’#Z: d4—>"d4,d5, 1/5/6
de—ds | | ds—ds ds—ds v o de—"*de, ds,
dr—ds || de—d> de—>dy, d—"dy,d
d—" i _)#dld_’#d 2 246,
diods || diods | ds - | demd, ;_,,‘i“ ‘f;_,,; g | de—fdude | 0/6/6
ds—ds || ds—ds ds—ds ! > Sl ! ds—"*ds,dg
Total: 20/15/35

3.7. Indirect Rules Influence Direct Ones - Motif Analysis

Direct rules can be treated as the directed edges in the network. Topology of
complex networks, both biological and engineered, were analyzed with respect
to so-called network motifs [Mil02]. They are small (usually 3 to 7 nodes in size)
subgraphs, which can occur in the given network far more (or less) often than
in the equivalent random networks, in terms of the number of nodes, node degree
distribution, average path length, clustering, etc [Jus08a, Jus08b, Mus08c,
Mil02].

To study the influence of indirect rules on the complex ones it is reasonable to
consider only triads, i.e. subgraphs with three nodes. Overall, there are thirteen
possible triad types in the network (Fig. 3.9). Starting with the triads extracted
from the network built upon direct rules (triads with the grey background in Fig.
3.9), we can analyze links reflecting both indirect and complex rules. Hence, dot-
ted arrows correspond to new connections derived from indirect rules that enrich
the final network based on complex rules.
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Fig. 3.9. Possible triads that can exist within the network. Upper triad row (grey background)
is based on direct rules, middle row - on indirect rules and the lower row - complex rules.
Indirect rules can influence (extend and/or reinforce) connections that result from direct rules

Note that indirect rules do not provide any new links in the case of six types of
direct triads (1, 4, 5, 6, 11 and 13) whereas the other seven types benefit from indi-
rect rules, ie. 2, 3,7, 8, 9, 10 and 12 (see also Table 3.8). Simultaneously, triads
number 5, 6, 8, 11, 12, 13 are reinforced by indirect rules. Nevertheless, triad 13
for direct rules coincides with triad for indirect rules and the influence of indirect
rules depends only on weights (confidences) assigned to the connections consid-
ered. As a result, only two kinds of triads: 1 and 4 do not gain at all from indirect
rules, neither in new nor strengthened links.

Thus, indirect rules can provide new knowledge in some cases, while in the
other, they can confirm existing connections. The positive contribution of indirect
rules depends on the distribution of individual triad kinds. In particular, the
more triads of type 2, 3, 5, 6, 7, 8, 9, 10, 11, 12, and 13, the bigger the influence of
indirect rules on the recommendation lists based on complex rules.

Fig. 3.10. Networks based on direct rules with no corresponding indirect rules
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It may theoretically happen that the network built on direct rules consists of only
triads of kind 1 or 4, i.e. only incoming or outgoing stars with one node in the centre
(Fig. 3.10). In such a case, there would not be any indirect rules. In consequence,
they would not influence final complex rules. Nevertheless, such specific, degener-
ated case is hardly possible in the real environments. In all other cases, indirect
rules deliver new knowledge about relationships between web pages.

3.8. Architecture of the Recommender System

The implementation of recommender system based on association rules was re-
alized with distributed architecture. Every system’s module may be treated as the
software expert-agent that possesses its own characteristic depending on its role
in the recommendation process (Fig. 3.11).
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(web page Monitor
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Fig. 3.11. System architecture
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Fig. 3.12. Recommendation process based on the mining of association rules

User Session Monitor captures user HTTP requests and groups them into ses-
sions using JSP servlet session mechanism. It preserves data about active user
session and sends it (the set of pages visited during the session) to Session Pre-
processor just after the session has finished.

Session Pre-processor filters and gathers in its own database finished sessions
obtained from User Session Monitor. It also excludes sessions that are too short,
e.g. containing less than two HTTP requests. Storing and filtering is performed
online. However, Session Pre-processor makes historical user sessions accessible
for offline association rules mining. Thus, this module works both online and
offline.

The main recommendation process is performed offline and involves four
modules (Fig. 3.12): Session Pre-processor, Direct Association Rule Miner, Indi-
rect Association Rule Miner, and Complex Association Rule Miner. The only task
for Session Pre-processor is to deliver historical user sessions to Direct Associa-
tion Rule Miner.

Direct Association Rule Miner extracts proper direct association rules from user
sessions using any of the well known mining algorithms (see Sec. 3.2). The ap-
propriate parameters: minsup and mincon are used to include merely rules that
seem to be useful (see Sec. 3.3).
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Indirect Association Rule Miner receives direct association rules from Direct As-
sociation Rule Miner and calculates indirect association rules using the IDRAM*
algorithm (see Sec. 3.6.2). Similarly to direct association rules, complete indirect
association rules are filtered using separate minimum confidence threshold icon-
min (see Sec. 3.4.2).

Complex Association Rule Miner combines into complex association rules both
direct and indirect rules delivered by Direct and Indirect Association Rule Miner,
respectively (see Sec. 3.4.5). It creates a separate ranking list for each web page
based on the complex rules obtained (see Sec. 3.5). Complex Association Rule
Miner operates offline.

Hyperlink Recommender is responsible for creation of the appropriate ranking
list for each page requested by the active user. It receives the active user session
data and the requested page (URL) from User Session Monitor. The requested
page is relayed to Complex Association Rule Miner in order to obtain the static
ranking list for this page based on complex association rules. Next, this ranking
list is filtered by Hyperlink Recommender to exclude pages lately visited by the
user according to active user session data. M top pages from the filtered ranking
list are presented to the user (by means of User Assistant).

User Assistant generates the final web page content for the active user. The
HTML content includes M hyperlinks (recommendations) provided by Hyperlink
Recommender.

Since the web usage patterns tend to change over time, association rules ob-
tained offline should be periodically recalculated. The knowledge update prob-
lem was tackled by the introduction of the special update method into the archi-
tecture [Kaz03b].

3.9. Experiments

A series of experiments have been conducted in order to discover the influence of
direct and indirect association rules on recommendation ranking lists.

3.9.1. Test Environment

The data used for the experiments came from web log files of two big Polish sites,
one significant e-commerce that offers hardware, and the other the main portal of
the Wroctaw University of Technology (WUT), www.pwr.wroc.pl. The influence of
indirect rules on recommendation lists was partially studied in [Kaz05d].

First the log data were cleansed. All multimedia requests and those generated
by search engine spiders, which constituted over 90% of all entries, were re-
moved. Then sessions were identified on the basis of the same user hostname, the


ivww.pwr.wroc.pl

58

same user agent and the time interval between two consecutive requests within
25.5 minutes [Lu03]. After removing one-page sessions and too long ones (more
than 80 pages), which do not reflect actual user behaviour, 173,896 sessions were
left for WUT log data, for the period of 9 weeks. For e-commerce this number was
16,085 sessions for the 4-month period. Statistical data for the two sites are pre-
sented in Table 3.7.

Table 3.7. Statistical data for two test environments

em commerce’ | - WUI
Total pages 2,799 0,661
Total cleansed sessions 16,085 173,896
Average session length 7.3 4.7
Total direct rules 547,338 409,318
mincon 1% 1%
minsup 0.02% 0.001%
Filtered direct rules 64,716 124,236
Average con for filtered direct rules 19.99% 34.38%
Partial indirect rules 8,292,224 7,563,070
Total complete indirect rules 1,160,786 1,169,477
iconmin 0.01% 0.01%
Filtered complete indirect rules 327,859 631,908
Average con for filtered, indirect rules 0.09% 0.34%
a 2% 5%
Complex rules 330,948 637,744
Average con for complex rules 0.17% 0.65%
Pages with any rules 1,865 4,733

The parameter a used to reinforce or dump direct rules at the expense of indi-
rect ones was set to a very small value for both sites: 2% for e-commerce and 5%
for WUT, since the mean confidence for filtered direct rules was significantly
greater than the mean confidence for filtered indirect rules for both sites; 213 and
102 times greater for e-commerce and WUT, respectively.

3.9.2. Thresholds

Values of basic rule thresholds, namely minimum confidence mincon and mini-
mum support minsup have significant influence on the number of direct rules
(Fig. 3.13) and in consequence, also on the number of indirect rules (see also Sec.
3.3). To ensure that indirect rules were formed only from strong direct ones, rea-
sonable values of both mincon and minsup were applied in further experiments
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Fig. 3.14. The number of complete indirect rules as the percentage of all possible rules (249,500)
in relation to iconmin for consecutive 500-page sets from e-commerce
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Fig. 3.15. Number of complete indirect rules in relation to iconmin
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(see Sec. 3.9.4 to 3.9.9). Hence, mincon=1% was the same for both sites, whereas
minsup had to be smaller for the WUT site (minsup=0.001%) due to the fact that
the number of pages on this site was considerably bigger and at the same time the
average session length was smaller than on the e-commerce site (minsup=0.02%),
Fig. 3.13, Table 3.7.

Similarly, iconmin was introduced for complete indirect rules (Fig. 3.14 and
3.15). Its value was set to the square of mirncon for both of the sites (Table 3.7).

3.9.3. Kendall’s and Spearman’s Rank Correlation Coefficients

Ranking lists containing suggested pages d; were created separately for each web
page d; based on confidence values of appropriate association rules, i.e. either
direct con(di—d;) or indirect confidence con*(di—*d)) or complex one con’(di—"d)),
see Sec. 3.5.

However, we would need a method to compare rankings somehow. For this
purpose, Kendall’s coefficient of concordance as well as Spearman’s rank correla-
tion coefficient were used to determine the similarity between two ranking lists.

Let A and B be any n-item rankings, e.g. two lists of n most similar pages d; for
the given page d; created using different approaches. Note that each page d; can
possess in both rankings A and B different positions: a4; and b;, respectively. For
example, page ds can occupy the second place in ranking A (position 45=2) and the
seventh place in ranking B (bs=7).

Kendall’s coefficient of concordance 7(A,B) can be evaluated from the follow-
ing formula [Dan01, Fag03, Kaz05d, Ken48):

n(nl— 5 Zngn(aj —a;)sgn(b; —b;), (3.8)

i=1 j=1

7(A,B) =

where g;and b; are the positions of the same ith item in rankings A and B, respec-
tively; they range from 1 to n; sgn(aj-a;) is the sign of the difference a;-a;. It means
that if item j follows item i in ranking A, then sgn(a;-a;))=-1; if they are at the same
position sgn(aj-a;)=0; otherwise sgn(a;-a;)=+1.

When two rankings have the same items at every position, Kendall’s coeffi-
cient for them is equal to +1. However, when two rankings have all items the
same but they occur in reverse order, their Kendall’s coefficient equals -1.

For the same n-item rankings A and B Spearman’s coefficient o(A,B) is ex-
pressed in the following way [Dan01, Fag03, Spe87]:

o(A, B)=1—Li(ai _b,)? (3.9)

n(n® -1) 5
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Similarly to Kendall’s coefficient, Spearman’s coefficient amounts to +1 for the
same rankings and -1 for rankings in reverse order. Generally, Spearman’s coeffi-
cient can be treated as a special case of the Pearson product-moment coefficient in
which the data are converted to rankings before calculation.

As neither Eq. (3.8) nor (3.9) can be used for 1-item rankings, it was assumed
that when the only item in both rankings was the same, Kendall’s and Spear-
man’s coefficients were assigned the value of 1, otherwise the value of -1 was
established.

The formulas (3.8) and (3.9) work fine for rankings with the same number of
items. However, as far as recommendation ranking lists derived from association
rules are concerned, it is rarely the case. The length of ranking lists ranges from 1 to
several hundred sometimes. Therefore a method for handling different length
rankings had to be devised. We suggest appending all items from ranking B, which
do not occur in list A, after the last item in ranking A. All appended items attain the
same position: the origin length of A plus 1. As a result while comparing two n-item
rankings A and B we may obtain up to 2*n-element rankings after conversion. Af-
terwards, it is only those extended rankings that Eq. (3.8) or (3.9) is applied to.

3.9.4. Correlation of Recommendation Ranking Lists

Having direct, indirect and complex association rules, the recommendation ranking
lists by means of Kendall's and Spearman’s coefficient were compared for e-
commerce and the WUT site. In particular, similarities between direct and complex
ranking lists were examined. The lists were cut at various lengths: 1, 2, 3, 4 as well
as 5, and Kendall’s and Spearman'’s coefficients were calculated for such rankings.

The results of the experiment show that the median for 1-item rankings was 1
for both sites (and for 2-item rankings for e-commerce), which means that most of
the pages recommended in the first position were the same for direct and com-
plex rankings. This refers more frequently to e-commerce, as the average is
greater and the standard deviation is smaller. Nevertheless, 12.8% of rankings for
e-commerce and 46.6% for WUT had the first item that was different. The results
for 1-item rankings do not follow a pattern set by a bit longer lists. For lists with
up to 5 items, the mean and the average appear to increase gradually and the
standard deviation appears to fall as the length of the list rises (Fig. 3.14-3.19). On
average, both Kendall’s and Spearman’s coefficients for all ranking lengths ex-
amined were higher for the e-commerce site. This may have resulted from the
value of parameter « that reinforces more direct rules, making direct and com-
plex recommendation ranking lists more similar. In general, ranking lists based
on direct and complex association rules are rather correlated and do not essen-
tially differ from each other. Nevertheless, they are not the same and complex
rules order items in rankings in a slightly dissimilar way.
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Fig. 3.16. Kendall's coefficient for direct and complex ranking lists for e-commerce site
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Fig.3.17. Spearman’s coefficient for direct and complex ranking lists for e-commerce site
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Fig. 3.18. Kendall’s coefficient for direct and complex ranking lists for WUT
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Fig. 3.19. Spearman’s coefficient for direct and complex ranking lists for WUT

Note that Kendall’s and Spearman’s coefficients deliver similar knowledge
about rank correlation, even though the average values of Kendall's coefficient
are noticeably smaller and standard deviations are greater for WUT compared to
Spearman’s coefficient. A similar conclusion regarding the rank correlation co-
efficients was presented in [Fag03].
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Fig. 3.20. The percentage of pages for which new items were added
to rankings based on complex rules compared to the direct ones

The greatest changes between direct and complex ranking lists can be ob-
served in the first and second position. Thus, we gain most from introducing in-
direct and complex rules in very first positions, as they offer completely new
knowledge, which direct rankings did not possess. Moreover, even for very short
rankings the percentage of pages for which new items were added in rankings
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based on complex rules compared to the direct ones was quite high, which indi-
cates that direct rankings were certainly enriched with new suggestions (Fig.
3.20). Concluding, the rankings based on complex rules are always able to pro-
vide some new knowledge to the recommender system.

3.9.5. Complex Rules Extend Direct Ranking Lists

The main reason for using indirect association rules is the fact that they provide
substantially more suggestions for recommendations compared with direct rules.
The experiments performed revealed that there was a great number of pages with
very few recommendations (5 items or less) - 25.5% of all 1,865 pages with any
ranking for e-commerce and 27.7% from all 4,733 pages for WUT (Fig. 3.21 and
3.23). This is the case where indirect association rules may become very useful,
since they can considerably lengthen short direct ranking lists. The percentage of
rankings with long lists in indirect rankings nearly agrees with that of complex
rankings and is much greater than in direct ones (Fig. 3.21).
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Fig. 3.21. Contribution of rankings within all rankings that accomplish
at least the given length separately for direct and indirect ranking types;
complex rankings visually agree with indirect ones

The average length of direct rankings was 34.7 for e-commerce and 26.2 for
WUT. These values for indirect rankings were 175.8 and 133.5, respectively, while
for complex rankings 177.5 and 134.7, respectively (Fig. 3.22). The increase in
length of indirect rankings compared to complex ones was only 1%, whereas
complex rankings were on average 5.11 times longer than direct ones for e-com-
merce and 5.13 times longer for WUT (Fig. 3.22).
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Fig. 3.22. Average ranking lengths for different ranking types

The contribution of pages with too short direct ranking lists to all pages was
examined and results are presented in Fig. 3.23. For the smallest length required,
i.e. 2, the percentage of too short rankings was similar for e-commerce and WUT:
4.2% and 11%, respectively.

90%
80% —
o 10% —
5 60% —==
,E' 50% /‘
© 40%
o )y
g 30% — WUT
e 20% ~ —
S 10% ’,// """ E-commerce ||
£ 0% L] L) 1 ] ] ) Ll ] T
0 5 10 15 20 25 30 35 40 45 50
Required length of recommendation list

Fig. 3.23. Contribution of pages with too short ranking lists
based on direct rules within pages with any ranking

In general, the average percentage of pages with too short rankings was quite
prominent. The proposed solution to this problem is the extension of direct
ranking lists by means of indirect and complex ones. Thus, there has been tested
the contribution of pages with too short rankings which were successfully ex-
tended with complex rules within all pages with short rankings. To this end, the
number of pages has been taken with too short direct rankings for which complex
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ranking lists were longer than direct ones, separately for each list length. Next,
this number was divided by the total number of pages with too short direct
rankings. The obtained results were very similar for indirect and complex rules.
They show how much short direct ranking lists can be extended with indirect or
complex ones (Fig. 3.24). For complex rankings the percentage started from 97.5%
for e-commerce and 70.1% for WUT (for 2-item rankings) and reached 99.89% for
e-commerce and 95.1% for WUT.

This definitely emphasizes the usefulness of complex and in consequence indi-
rect association rules.
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Fig. 3.24. Contribution of pages with too short direct ranking lists
extended with complex rules within all pages with too short rankings

3.9.6. Coverage of User Sessions by Recommendation Lists

The average coverage of user sessions by recommendation lists was examined in
the next experiments carried out for the WUT web site. The recommendation list
for each page in the user session - as the unordered set - was compared to the
content of the session, i.e. visited pages. The greater the part of the session cov-
ered by the recommendation set, the better. This reflects the ability of the recom-
mender system to suggest suitable next steps which is confirmed by the pages
that the user really visited. In the case of direct rankings, the percentage coverage
was significantly lower than for indirect and complex rankings for all sessions
longer than 2 (Fig. 3.25). The difference amounted from 3.1% for 3-item rankings,
up to 15.3% for 28-item rankings. In general, the coverage decreased for longer
sessions since they required more items to be matched. This undoubtedly results
from the substantially longer indirect and complex rankings compared to direct
ones for every length of sessions (Fig. 3.26). The greater the dissimilarity in rank-
ing length is, e.g. for session of length 21-50, the greater also the difference in
session coverage is (13.6%-15.3%).
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3.9.7. Recommendation Ranking vs. Existing Hyperlinks
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A vital question one can ask is whether recommendation ranking lists only con-
firm existing hyperlinks or maybe they add new knowledge as well. If all they
did was to confirm the existing structure of hyperlinks on a site, the recommen-
dations offered to a user might not be interesting to them.

In order to test if ranking lists add anything new, the content of the WUT site
was downloaded. From it information about all hyperlinks on each page was
extracted. Having the structure of the site, the assessment of recommendation
lists became possible in the following way: the number of common items in hy-
perlink sets and ranking lists cut at various lengths was divided by the ranking
length, i.e. the required length or the actual length if it was smaller than the
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length required. Such calculations were performed for direct, indirect and com-
plex recommendation lists, Fig. 3.27.
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Fig. 3.27. The average percentage of ranking items covered by hyperlinks at the WUT site

The results for direct, indirect and complex rankings for very short lists (1 and
2 items) differ substantially: 27.1%, 4.6% and 11.7%, respectively for 1 item. The
same is true for 20-item long lists: 19.9%, 19% and 11.7%, respectively. This indi-
cates that for very short indirect and complex rankings (up to 2 pages) and long
ones (20 items and more) recommendation lists go beyond confirming existing
hyperlinks and add new potentially useful knowledge.

3.9.8. Usage of Association Rules for Hyperlink Assessment

Another application of direct, indirect and complex rules may be the assessment
of hyperlinks on a site. Hence, we can test whether the hyperlinks on a page have
been placed appropriately by analyzing significant navigational patterns (associa-
tion rules) derived from user behaviour.
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Fig. 3.28. The average percentage of all hyperlinks confirmed by rules at the WUT site
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In the experiments carried out for the WUT web site, the percentage of hyper-
links confirmed by rules was calculated by dividing the number of common
items in hyperlink sets and whole ranking lists for a given page, by the number of
hyperlinks on the page, separately for direct, indirect and complex rules (Fig.
3.27). Note that the number of hyperlinks was put in the denominator as opposed
to calculations in Sec. 3.9.7 where it was ranking length.

The average percentage of hyperlinks confirmed by direct rules amounted to
only 48%, probably because there were too few of them. Indirect and complex
rules, on the other hand, confirmed many more hyperlinks — 87% and 89%, re-
spectively, due to their larger quantity. These relatively great values that have
been obtained may have resulted from the enormous differences between the
average number of hyperlinks on a page - 10 and the average ranking length: 51,
177, and 180 for direct, indirect and complex rules, respectively. Concluding, in-
direct and complex rules appear to be better for assessing the usefulness of hy-
perlinks compared to direct rules.

Note that in any case at least 11% of hyperlinks were not confirmed by any
rule, so they may be recommended to be removed from the content of pages. The
usage of another kind of patterns - negative association rules for the same pur-
pose was presented in [Kaz08f].

3.9.9. Motif Distribution

There is a discussion related to small subgraphs called motifs in Sec. 3.7. Most
motifs created upon direct rules result in indirect rules that can influence the
source direct rules either by new connections or by reinforcing the existing ones.
Only motifs of type 1 or 4 provide no indirect rules.

Table 3.8. Distribution of motifs in the network built from direct rules. Motif IDs correspond to
indexes in Fig. 3.9

Motif 2 + - 0.003% 3.0%
Motif 3 + - 1.0% 6.4%
Motif 4 - - 55.9% 62.9%
Motif 5 - + 0% 1.2%
Motif 6 - + 1.0% 1.9%
Motif 7 + - 15.8% 4.4%
Motif 8 + + 0% 0.1%
Motif 9 + - 0% 0%

(Continued on the next page)
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Table 3.8.

einforcemen

Motif 10

Motif 11 - + 0.8% 1.9%
Motif 12 + + 1.7% 1.3%
Motif 13 - + 2.9% 2.8%
e i S

Total motifs 12,551,518 10,163,553
Extension + 39.4% 26.4%
No extension - 60.6% 73.6%
Reinforcement + 6.4% 9.2%
No reinforcement - 93.6% 90.8%
Influence + 44.1% 34.2%
No influence - 55.9% 65.8%

Table 3.8 contains distribution of motifs in the network based on direct rules
with the thresholds from Table 3.7 applied. Over one third of motifs in the case of
e-commerce and over one fourth in the case of WUT facilitate new connections
while less than 10% of motifs provide reinforcement. In total, in almost a half (e-
commerce) and '/3 (WUT) of motifs direct rules are influenced by indirect ones.

3.10. Conclusions

Indirect association rules reflect relationships existing both between and within
web user sessions. Complex rules combining both direct and indirect rules usually
increase the length of rankings compared to those based on direct associations.
This helps overcome the problem of a multitude of pages with too short rankings
(Fig. 3.23) and makes it possible for them to fulfil the requested ranking length
(Fig. 3.24). Additionally, indirect rules substantially change the order of ranking
lists (Fig. 3.16-3.19). Moreover, they provide new knowledge to the rankings since
they introduce new items not available for direct association rules (Fig. 3.20).
Recommendation lists based on direct rules to a greater extent only confirm
hyperlinks existing on web pages compared to lists extracted from complex rules,
for short and long ranking lengths (Fig. 3.27). Besides, all kinds of rules, espe-
cially indirect and complex ones, can be useful for the assessment of hyperlinks.
Indirect rules may not only confirm and strengthen direct relationships but
they also often link objects not related with direct rules. In the web environment,
they can help to go outside of typical user navigational paths that result from
static hyperlinks, so they reveal many associations out of reach for direct rule
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mining. For all these reasons, indirect rules are useful in recommender systems:
they extend ranking lists and add to them non-trivial information.

Owing to the IDARM* algorithm presented, we obtain complete indirect rules
with their complete indirect confidence. The algorithm exploits pre-calculated
direct rules rather than raw user session data.

The recommender engine based on association rules is built in the distributed
architecture that facilitates system expansion and redistribution between hosts.






A Ppositive and Negative

Association Rules
in the Assessment of
Web Hyperlink Usability

Hyperlinks incorporated into web pages determine user navigational paths and
are one of the crucial factors on which portal usability depends. Since the quality
of the portal content, layout and structure is an important element of its competi-
tiveness, the site designers and content managers exploit their knowledge, expe-
rience and even automatic support tools to identify and remove the least valuable
hyperlinks and replace them with more suitable ones. Nevertheless, users often
have their own habits, needs and abilities, so they take advantage of some hyper-
links while the others are left unused.

The main goal of this section is to present the HRS method (the Hyperlink Re-
commender System) for both positive and negative hyperlink assessment, which
can be very useful in continuous adaptation of web site structure to user prefer-
ences and behaviour. The method evaluates usability of the existing hyperlinks
and suggests the new ones based on web usage mining techniques, i.e. analysis of
web server logs.

For this purpose, positive and negative association rules extracted from web
user sessions are used. They indicate either positive or negative relationships
between web pages and can be treated as patterns of general user behaviour.
Positive association rules both confirm existing hyperlinks and express the user
needs for new ones, whereas negative rules point to the low usefulness of hyper-
links placed on web pages. Positively and negatively verified as well as new hy-
perlinks are presented to the web site content manager and can considerably fa-
cilitate the maintenance of the web site structure and its adjustment to user
behaviour. Hence, the interactive appraisal of hyperlinks can be seen as a kind of
specific recommender system whose users are web administrators rather than
regular web site visitors.

The experiments carried out, in particular with expert contribution, on four
web sites confirmed the usefulness of the HRS method, see Sec. 4.5.

This section has been prepared based on [Kaz07a].
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4.1. Background

The main aim of most web recommender systems is to suggest the next steps in
the navigational path to web users. The most typical data mining methods used
for this purpose are association rules [Chu04, Ger03, Gey02, Mob01, Wang02],
clustering [Kaz07a, Mob00b], sequential patterns [Ger03, Kaz07c], and their var-
ied combinations [Law01, Mob02, Wang04]. Suggestions can be created based
upon patterns derived from web logs, i.e. user behaviour - web usage mining
[Ger03, Pie03, Wang04], content of web pages - web content mining [Dum00],
hyperlinks - web structure mining [Chak99, Lau00] as well as diverse hybrid
combinations [Kaz07a].

Baraglia and Silvestri utilized their own measure of web page usability. It is
based on the analysis of web logs and is independent of the content of pages. The
strength of the correlation between two pages is symmetric and its idea is similar
to the confidence function in association rules; see Eq. (4.2). The main difference is
that the authors used in the denominator the greater value of the two: the number
of user sessions that contain the first web page and the number of sessions con-
taining the second page [Bar(07].

Another relevant domain, besides recommendations for end users, is web as-
sessment. This assessment may include many different factors. Almost every part of
a web portal design may be assessed. There are many different approaches to im-
prove site structure usability and the basic one is link validation. Currently, every
web design application has the ability to verify the correctness of hyperlink destina-
tion. However, the problem of missing links still occurs in the case of very big sites.
An innovative mobile agent solution, which can be used even with very limited
access to the Internet connection, has been presented in [Chan01].

The other aspect of navigation structure improvement is proposals of new hy-
perlinks. One of such methods exploits case based reasoning (CBR) as a possibil-
ity for the automatic generation of hyperlinks for hypertexts in order to extend
traditional textual methods [Haf00].

Another method of hyperlink assessment is querying visitors using forms
[McGO1]. However, it is very difficult to evaluate the replies since users tend to
present subjective opinions.

The next method is a statistical log analysis. It may deliver information about
most common paths, average session length, pages where visitors leave the site,
etc. An example of improvements based on this approach has been presented in
[Sul97]).

There are also some mathematical methods to assess the navigation structure
of an information system, e.g. the analysis of the graph complexity [Wey88]. The
most reliable graph measure appears to be the number of independent paths in
the graph.
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Srikant and Yang proposed algorithms to discover incorrect locations of web
pages in the hierarchical structure of the site based on the backtrack analysis of
navigational paths extracted from web logs [Sri01].

In many cases an automated assessment is the best way to discover incorrect
site structure. Based on the archive of navigational patterns, some automatic sim-
plifications of paths existing in the system can be recommended [Rod02, Sri01].
Typical association rules and their indirect version were used for the creation of
recommendation ranking lists and as less important research for the assessment
of hyperlinks. It has been experimentally proved that almost half of all hyperlinks
can be confirmed by typical association rules while almost 90% by indirect ones
[Kaz05d].

Spiliopoulou and Pohle have defined the success of a site as the efficiency of
its component pages in attracting users to exploit the supported services and buy
the goods offered, especially in e-commerce sites. For this purpose, they proposed
three basic measures: the contact efficiency, relative contact efficiency and con-
version efficiency of a page. All of these are evaluated with statistical analysis of
data about page requests, and both customer and non-customer user sessions
extracted from web logs. Finally, they suggest pages that needed to be improved
[Spi01].

Cowderoy analyzed web site complexity from the developer perspective and
compared it to the typical metrics useful for software development projects
[Cow00].

Effectiveness of the web site can also be studied from the organizational point
of view as a measure of service quality provided especially by the state depend-
ent agencies [Wel07].

A short overview of algorithms for mining negative association rules can be
found in Sec. 2.1.3.

4.2. Association Rules in the Web

Definition 4.1. Let P={py, pa, ..., p«} be a set of web pages in a single web site. Let
S, called a session, be a tuple <S*, 57>. Each session S consists of a set of pages
S*cP visited during one user visit and all other pages that have not been visited
S-cP, such as S*'US™=P and $*nS=. Let D be a multiset of all sessions available
for analysis.

In other words, a session is in a sense the partition of set P.

The multiset D can possess repetitions, but the order of its members (sessions)
does not matter. Thus, there may exist two or more sessions in D with the same
component elements S* and S-, i.e. the same pages visited. Note that a user can
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request and watch the given page pi many times during one visit but the page p;
will occur in the session S only once.

Note that a session is here slightly different than in Sec. 3.3, Definition 3.2. Ac-
cording to Definition 4.1, a session also contains unseen web pages (set S°). This
has been introduced to facilitate the description of negative patterns, in particular
confined negative association rules, see Sec. 4.2.2.

4.2.1. Positive Association Rules

Definition 4.2. A positive association rule is an expression of the form X—Y,
where XcP, YcP, XNnY=J, for which there are N>0 user sessions 5=<S§;*,57>,
i=1,2,...N; Si*cD, Si <D such that XuYcS;*.

A positive association rule X—Y indicates whether set X of web pages co-
occurs in user sessions with another set Y.

Positive association rules can be extracted directly from the session multiset D
using any of the specialized association rule mining algorithms, see Sec. 2.1.1.

Each rule has two associated measures that denote its significance and
strength, called support and confidence, respectively. The support sup(X—Y) of
the positive rule X—Y in the multiset D specifies the popularity of the rule and is
described with the following formula:

card({S:<S+,S_>eD:XuYCs+})

X->Y)= 4.1
sup(X =) card(D) @1)
The confidence con(X—Y) of a positive rule X—Y in the multiset D is:
card({S = <5+,s-> eD:XuUYcS5*)
con(X >Y)= ' 4.2)

card({$ =(S*,5")e D: X = §*))

4.2.2. Confined Negative Association Rules

Negative association rules are another type of associations that reflect negative
relationships between objects.

Definition 4.3. A confined negative association rule X—~Y, where XcP, YcP,
XNY=0, is the association, for which there are N>0 user sessions $;=<S;*,5;>,
i=1,2,...N; S;*<D, S/cD, such that XcS;* and YcS;.
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Overall, a confined negative association indicates the negative relationship be-
tween X and Y, i.e. if set X occurs in some user sessions, another separate set Y
does not co-occur or co-occurs very rarely in these sessions.

In further sections, confined negative association rules are also called shortly
negative rules or negative association rules.

The support sup(X—~Y) of a confined negative rule X—~Y in the multiset D
is:

_card({S=(S*,57)eD:X 5" AY € S7))

sup(X=>=Y) card(D)

(4.3)

The confidence con(X—~Y) of a confined negative rule X—~Y in the mul-
tiset D is evaluated with the following equation:

card({5=(s+,s->eD:sz+ AY ST

X—Y¥) =
e K card({S=(S*,S™)eD:X = 5*))

(4.4)

In practice, only positive and negative rules with support that reaches minsup
threshold, and with confidence of at least minconpos for positive associations and
minconneg for the negative ones, are really considered. In other words, sup(X—Y),
sup(X—~Y)e[minsup;1], con(X—Y)e[minconpos;1], and con(X—~Y)e[minconneg;1].
The separation of confidence thresholds into minconpos and minconneg for positive
and negative associations respectively, results from the usually different typical
values of both kinds of rules. Negative associations have mostly greater confi-
dence than the positive ones, see Sec. 4.5.4.

A rule X—Y or X—~Y where card(X)=card(Y)=1 is called a simple rule; other-
wise it is the complex one.

Similarly, we can define two other types of confined negative rules: ~X—Y
and ~X—~Y. However, their interpretation for hyperlink recommendation is
questionable. Symbol ~X denotes that the rule concerns the elements of X not
being visited during user sessions. If page p was not visited frequently enough,
we should not assess usability of its content including its outgoing hyperlinks.
Rules of type ~X—Y solely indicate that pages (elements) of Y were presented to
users but with no navigation through the elements from X. There is only one rea-
sonable conclusion that can be drawn from ~X—Y and ~X—~Y: the legitimacy of
the existence of the entire page pe X in the web site is problematic or the page p is
difficult to reach. However, it is hard to address such knowledge to a particular
component of p, including its outgoing hyperlinks. For all these reasons, rules of
the type ~X—Y and ~X—~Y are omitted in the PANAMA algorithm and the HRS
method described in Sec. 4.3 and 4.4.
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4.3. Mining Positive and Negative Association Rules from Web
Logs for Hyperlink Assessment

To extract association rules from a web log, its records have to be adequately
prepared and afterwards the appropriate algorithm can be applied.

4.3.1. Data Preparation

The most demanding step of hyperlink recommendation based on web usage
mining is data preparation, and it regards both server logs as well as web content.

Log data is cleaned up by removing all requests that have finished in an error
code. Afterwards, non-web page requests such as JavaScript, styles, pictures, etc.
are excluded. The final step of log processing is filtering by agent field using the
positive list of browsers - in consequence all external crawler requests are re-
moved. The next phase is the joining of requests into sessions. A session is a set of
pages that have been downloaded by one user during a single visit to the site. It is
identified by the same IP address and agent field provided that the time gap be-
tween two following requests is no longer than 30 min [Co099]. Additionally, a
session has to consist of at least 2, and no more than 200, pages. The upper restric-
tion is very useful in filtering sessions that have been provided by crawlers that
identify themselves as regular web browsers. Note that the knowledge about the
order of visiting pages is lost. Since a session is defined as a regular set of pages,
it is not possible to keep information about multiple requests for the same page in
a single session as well.

The final step of preparing logs is matching them with corresponding HTML
pages. It is based on the comparison of the official page address with URLs re-
quested by users and extracted from web logs. For this purpose, the entire site
content has to be either downloaded using a separate web crawler or retrieved
directly from the web server database. Note that the site content is downloaded
only once, so it is a snapshot of a certain point in time. It may cause many prob-
lems upon matching this content with logs gathered from the longer period.
Completeness of this operation depends on changeability of site structure. In fact,
it is impossible to match all log requests with pages, especially in the case of very
dynamic portals for which new pages are added and some out of date ones are
removed very frequently. The more changes in structure within the log collection
period, the lower the accuracy of matching.

4.3.2. Shortcomings of Existing Algorithms

Negative patterns, e.g. negative association rules, can be used to verify positive
associations delivered by other methods or already existing in the system. How-
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ever, none of the known algorithms used to mine negative association rules, see
Sec. 2.1.2, is able to exclude from verification, i.e. checking whether the candi-
dates for frequent itemsets really exceed given thresholds, those candidates that
do not correspond to the positive knowledge gathered previously. Such exclusion
would obviously reduce processing. Besides, the reasonable thresholds for posi-
tive rules usually differ from the rational thresholds for negative ones; the latter
are much higher. This difference was not respected by the algorithms mentioned
above. These disadvantages of known algorithms were overcome in the PAN-
AMA algorithm proposed in Sec. 4.3.3.

4.3.3. The PANAMA Algorithm

Having extracted user sessions, see Sec. 4.3.1, both positive and confined negative
association rules can be mined. There are some algorithms delivering both posi-
tive and negative association rules, see Sec. 2.1.3. Overall, any of them are suit-
able, provided that the resulting set is, or can be limited to rules of the form X—Y
or X—~Y, see Sec. 4.2.2. However, to defeat some disadvantages of existing solu-
tions, see Sec. 4.3.2, the new PANAMA algorithm is proposed.

The HRS method described in Sec. 4.4 is generally inspired by the algorithm
presented in [Ant04b]. However, three significant improvements have also been
incorporated to adjust the algorithm for hyperlink classification. Firstly, the
mechanism for matching the rule candidates with the set of hyperlinks has been
introduced. Secondly, there are two separate thresholds for confined negative
and positive rules. Finally, useless confined negative rules of types ~X—Y and
~X—~Y (see Sec. 4.2.2) are excluded, even though they were considered by An-
tonie and Zaiane in [Ant04b]. In effect, we obtained the positive and negative
association rule mining algorithm, called PANAMA, which is appropriate for
hyperlink recommendation, Fig. 4.1.

There is an important measure useful for simultaneous mining of both nega-
tive and positive association rule mining: correlation coefficient - correlation(X,Y).
It denotes the strength of the linear relationship between two independent vari-
ables X and Y, i.e. the potential left side X and right side Y of a rule. It has been
discussed in the context of association rules in [Ant04a, Ant04b, Tan02¢, Xio04].
In practice, the well known Pearson’s formula and contingency tables are used to
calculate this correlation measure. If correlation(X,Y) between X and Y is positive,
then only the positive rule X—Y is considered. With a negative value of correla-
tion(X,Y) we expect a negative rule X—~Y.

A few significant changes have been proposed compared to the solution pre-
sented in [Ant04b]. The key one is the introduction of candidate X—Y matching
with the hyperlink set to the PANAMA algorithm, lines 12 and 17. Owing to the
above, unnecessary, expensive calculation of support and confidence for candi-
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The PANAMA Algorithm
Input: D — multiset of user sessions, transactional
database,

links — set of links from the entire web site,

Pmin — Minimum Pearson’s correlation coefficient,

minsup — minimum support,

minconpos — minimum positive confidence,

minconneg — minimum negative confidence.
Output: posAR — set of all extracted positive rules,

negAR - set of all extracted negative rules.

lposAR = J; negAR = J;

2Generate frequent l-itemsets Fy /* F; is the initial set */

3for (k = 2; Fe1 <> B; k++) {

4C, = Fypq |><| Fy; /* |><| joins all items from F,.; with
items from F; */

5 foreach i € C, {

6 s = sup(i); /* support of itemset i within D */

7 if s > minsup then

8 Fr = F, U {i}; /* itemset i is added to F, for the next

iteration */
9 foreach X,Y (i=XUY, XNY=0) { /* all binary partitions

of i */
10 p = correlation(X,Y);
11 if p 2 P, then /* correlation is positive => consider
a positive rule */
12 if (X,Y)¢links or k>2 then /* X,Y are l-item; link X=>Y*/
13 if s > minsup then /* sup(X,Y)=s=sup(i) */
14 if con(X,Y) > minconpos then
15 POSAR = posAR U {X—Y}

16 if p < -p,;, then /* correlation is negative => consider
a negative rule */

17 if (X,Y)elinks or k>2 then /* X,Y are l-item; link X=>Y*/

18 if sup(X,~Y) > minsup then /* support for XeS' and
YeS in D */

19 if con(X,~Y) 2 minconneg then

20 negAR = negAR U {X—>~Y}

2111}

Fig. 4.1. The PANAMA algorithm for mining both positive and negative association rules in the
web environment
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date rules can be avoided. A rule that does not correspond to a hyperlink is use-
less, and if we want to use the PANAMA algorithm only to classify existing hy-
perlinks, this improvement reduces computations. However, in the case of a full
recommendation system, which also includes suggestions of new links (see Sec.
4.4), line 12 should be removed. This excludes positive rules that are the basis for
potential recommendations of new hyperlinks. Note that the matching with hy-
perlinks is necessary only for 1-itemsets (k=2). For larger itemsets (k>2) all their
components have previously been validated for k=2. The correctness of this
statement comes from the reasoning similar to candidate pruning - the apriori
principle of frequent itemset mining: if an itemset is frequent, then all of its sub-
sets must also be frequent.

The next change is the introduction of support calculation for negative rules -
line 18. The algorithm originally presented does not contain this important opera-
tion.

Additionally, two separate confidence thresholds were introduced in the
PANAMA algorithm. Negative association rules tend to have much higher confi-
dence values than positive ones. This mainly stems from the typical length of the
session: its positive component (5%) is much smaller than its complement 5™ in P,
i.e. card(5*)<<card(S"). According to the experiments from Sec. 4.5.2, the average
ratio card(S”)/card(S") is from 40 to 1000. This was also indirectly confirmed by
the distributions presented in Sec. 4.5.4. Thus, it appears that the negative thresh-
old minconneg should usually be greater than the positive minconpos.

Web crawler
/ access to

Negative
Recommendation

function

Positive
Recommendationj
function

Fig. 4.2. The concept of the Hyperlink Recommender System (HRS) based on positive
and confined negative association rules extracted from web logs
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4.4. HRS - The Hyperlink Recommender System Based on
Positive and Negative Association Rules

4.4.1. General Concept

Positive and negative association rules, which are extracted from data concerning
user behaviour in the web site, provide important information about both the use-
fulness of hyperlinks existing in the site and the lack of some connections that could
potentially be helpful for users. Strong positive rules X—Y outgoing from page
pie X can be used to confirm hyperlinks leading from page pi to pages pjeY if any
such hyperlinks exist on the page pi. In the case of non-existence of hyperlinks p=ypj;,
these positive patterns can be a hint for introduction of new hyperlinks pi=p; on
page pi. A strong rule is the rule that has relatively high value of its confidence. By
analogy, confined negative association rules X—~Y are signs of uselessness of hy-
perlinks eventually existing on page pie X and pointing to pages pje Y.

Therefore, based on both positive and negative association rules as patterns of
typical user behaviour and indirectly user needs, we are able to build the Hyper-
link Recommender System (HRS). It can help content managers to adjust the
structure of their sites to the preferences of their customers. HRS utilizes associa-

-tion rules to classify existing links into categories of good or bad as well as to
identify new, potentially useful connections. Afterwards it recommends all these
links to the content manager as positively verified, negatively verified or new
ones (Fig. 4.2).

The entire process of recommendation consists of several steps: data pre-
processing with session identification, content processing (hyperlink extraction),
association rule mining, recommendation function calculation (rule merging),
classification, and recommendation of hyperlinks to the user (Fig. 4.2).

In the first step, HRS recognizes user sessions from the log files that contain
consecutive HTTP requests and are accumulated by almost every web server.
Since it is assumed that the web site is anonymous and no user identification is
available, session extraction can be performed with lower or higher accuracy
[Chen03, Pie03, Tan02a}, see Sec. 4.3.1.

Based on the identified sessions, both positive and negative association rules
are discovered using the PANAMA algorithm, see Sec. 4.3.3. Only rules that ex-
ceed the given thresholds of minimum support and minimum confidence are
passed for further processing.

Both positive and confined negative rules operate on sets of pages (Definition 4.2
and 4.3) whereas hyperlinks join single pages. For that reason, we need to interpret
the sets in the context of their individual elements. Moreover, there may exist many
separate rules that refer to a pair of pages, i.e. a single hyperlink p=p;. To take into
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consideration all the rules that are related to the single pair p=p;, the rule clustering
mechanism has been introduced, see Sec. 4.4.2. Its main idea is to gather all related
complex rules and treat them as simple ones, as shown in Fig. 4.3. A complex rule is
the rule for which cardinality of either its left or right side is greater than 1.
A simple rule involves only single pages, e.g. {p2}—{p4}, see also Sec. 4.2.2.

There are two positive complex rules in Fig. 4.3 that can be reduced to three
simple rules. A complex rule may be related to many simple ones, e.g. {a}—{b,c}
influences both {a}—{b} and {a}—{c}. Simultaneously, a simple rule {a}—{b} is di-
rectly related to two complex rules. A similar case occurs in negative rules: one
complex rule refers to four simple rules. After aggregation of all related rules into
either a Positive Recommendation function (PR) or a Negative Recommendation
function (NR), we obtain a single value for a pair of pages. For example, three
rules: {a}—{b}, {a}—{b,c}, and {a,d}—{b} are clustered into one value addressed to
pair a=b.

Complex rule | | Complex rule Complex rule

{a}—{b,c} {a,d}—{b} {b,d}—~{e/}

/\/\ Simple rule Simple rule
{b}—~{e} {d}—~{}

Simple rule | | Simple rule | | Simple rule
{a}—{c} {a}-{b} {d}—{b} Simple rule || Simple rule
{b}~{f} || {d}-~{e}

Fig. 4.3. Relationships between complex and simple rules

Values of recommendation functions can be discretized by application of ap-
propriate thresholds. In this way, pairs of pages that have corresponding recom-
mendation functions can be classified into several classes of higher or lower us-
ability, see Sec. 4.4.3. Suppose that there are two pages a and b that belong to the
same site and there is a hyperlink from page a to b. A high value of the Positive
Recommendation function PR(a,b), which has been evaluated upon user behav-
iour, supports the correctness and usefulness of link a=>b. Similarly, the existence
of a Negative Recommendation function NR(a,b) suggests that the link a=b is
incorrect or useless. If the hyperlink a=b does not yet exist on page 4, significant
value of Positive Recommendation function PR(a,b) means that the insertion of
the new hyperlink a=b should be recommended to the content manager.

However, to provide recommendation based on values of recommendanon
functions, we need to match these values with hyperlinks extracted from the web
HTML content. Due to the dynamic character of web services, this matching is
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never 100% effective, see Sec. 4.3.1. Moreover, the set of hyperlinks can make the
rule mining algorithm more efficient (see lines 12 and 17 in the PANAMA algo-
rithm, Sec. 4.2.2). This is also marked with dotted arrows in Fig. 4.2. On the other
hand, the introduction of this improvement results in a lack of positive associa-
tion rules that do not correspond to hyperlinks. In consequence, recommendation
of new links cannot be discovered. For that reason, if we want to provide sugges-
tions of new connections, line 12 of the algorithm should be removed. The re-
maining line 17 still reduces calculations, especially that the number of negative
rules is usually greater than the number of positive ones, see Table 4.5.

With matching existing hyperlinks with discretized values of Positive and
Negative Recommendation functions, we finish the hyperlink verification proc-
ess, see Sec. 4.4.4. In its output, some links have been verified more or less posi-
tively, more or less negatively or they have not been assessed at all. Additionally,
some new hyperlinks can be suggested based on high values of the Positive Rec-
ommendation function that do not match any existing links.

All these positively or negatively verified hyperlinks, together with the new
~ones, are presented to the content manager who, based on this knowledge, can
appropriately modify the content of the web site by removal of some useless
links, promotion of the most useful ones (e.g. by moving them to the top in the
list), or insertion of some new links that do not yet exist but appear to be useful
- for users.

Since both the site content and behaviour of users change in the course of time,
the entire process should be periodically repeated to make the site more adapt-
able to user needs.

4.4.2. Positive and Negative Recommendation Functions - Rule Merging

There exists one difficulty with hyperlink recommendation based on association
rules. In general, rules of the form X—Y or X—~Y operate on sets of elements, i.e.
both X and Y can consist of many web pages (see Definition 4.2 and 4.3). More-
over, there may be many rules X;—Y; for a pair of pages p; and p; such that pie Xk
and p;e Y. Since a hyperlink p=p; in the web joins only two single pages: from p;
to pj, according to the HTML standard, we expect only one simple measure corre-
sponding to each such pair. Hence, we have to introduce an integration mecha-
nism applied to all association rules extracted from web logs if we want to use
them for classification of hyperlinks.

All positive rules X;—Y; that contain p; on their left side (pie Xi) and p; on their
right side (pjeYi) are exploited in the Positive Recommendation function for a
pair of pages pi and p;. In particular, the Positive Recommendation function
PR(pi,pj) is based on the quality measure of its component positive association
rules, i.e. confidence (see Sec. 4.2.1), as follows:
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_ Z{con(X—)Y):p,» eX,p; eY}

PR(pi,pj)= card({X > Y:p; e X,Pj eY}) -

Similarly, the Negative Recommendation function NR(p;p;) for a pair of pages
pi, pj makes use of confidence values assigned to confined negative association
rules Xi—~Y) (see Sec. 4.2.2) related to both p;, p;. It means that pie Xy and pje Y.
Negative Recommendation function NR(p;p)) is defined in the following way:

~ Z{con(X —=Y):p; e X,p; €Y}
) card({X >~Y:p;eX,p; eY}) '

NR (Pi,Pj (4.6)

Each complex rule X,—Y; is involved in many pairs of pages p;, pj and in con-
sequence influences many values of PR(p;p;). The same is valid for negative rules.
For partitioning X, Y of the frequent itemset (line 9 in the PANAMA algorithm,
Sec. 4.3.3) only one of three cases is possible:

1. there exists a positive association rule (lines 11-15);

2. there exists a negative rule (lines 16-20);

3. or there is no rule at all.

Therefore, for the given pair p;, pj we have either a non-zero value of PR(p;,p)), a
non-zero value of NR(p;pj) or we have not got any premisses for recommenda-
tion.

Since the confidences of all the component rules have to accomplish minimum
confidence threshold, i.e. minconpos for positive and minconneg for negative
rules, the values of PR(pipj) and NR(pip;) are always greater than minconpos
or minconneg, respectively. In other words, PR(pipj) € [minconpos;1] and
NR(pi,pj) € [minconneg;1].

It follows from the experiments performed that the number of negative rec-
ommendations usually exceeds the number of positive ones by severed times, see
Sec. 4.5.4, Fig. 4.7 and Table 4.5. Moreover, the values of Negative Recommenda-
tion function NR are on average about 2.5 times greater than values of Positive
Recommendation function PR (Table 4.5).

4.4.3. Classification of Recommendation Values

Positive and Negative Recommendation functions provide continuous values
that reflect the usefulness or uselessness of relations between pairs of web pages.
However, from a practical point of view these values are rather incomprehensible
for the content manager, the user of HRS. Therefore, it appears to be helpful to
create a few fixed positive and negative classes (intervals) separately for PR and
NR and assign each of the PR and NR values to one of them. The positive inter-
vals can be obtained by simple partitioning of the PR domain. Each kth positive
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class is represented by the kth threshold 77, i.e. the limit inferior of the kth posi-
tive interval, whereas the limit superior comes from the upper, k+1th class, that
is, T%+1. In other words, PR value belongs to the kth class if T7%<PR<t#+1. The limit
superior of the top class is 1. The threshold for the first class is at least the mini-
mum value of PR, e.g. th=minconpos but it can be somewhat greater.

The same discretization process is applied to the Negative Recommendation
function, but both the number of classes and particularly individual thresholds
can be different (Fig. 4.4). This separate treatment of negative classes compared to
positive ones stems from their different distributions, see Sec. 4.5.4, Fig. 4.7.

To enable easy interpretation by HRS users, the number of classes should be
between 1 and 3 both for positive and negative classes. Two positive and two
negative intervals have been used in the implementation of HRS, see Sec. 4.5.4.
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Fig. 4.4. Discretization with the use of three positive and three negative classes;
th1=minconpos, T"\>minconneg

4.4.4. Hyperlink Recommendation

A Positive Recommendation function denotes how much a typical user who visits
page pi is also likely to visit page p; during one session. Therefore, we can suppose
that the hyperlink from p; to p; is useful if the value of PR(p;p)) is high enough, i.e.
pair p=p; belongs to one of the positive classes. Moreover, the higher the class,
the greater the usefulness. Such hyperlink pi=>p; should be preserved, if it already
exists, or inserted into the HTML content of page p; if it does not exist. On the
contrary, the high value of Negative Recommendation function NR(p;,p;) indicates
that users visiting page p: usually do not come to page p;. This happens when
NR(pipj) belongs to any negative class, i.e. at least NR(p;,p;)>r". In consequence, if
there exists a hyperlink p/=pj, it should be considered for removal. Note that ac--
cording to line 17 in the PANAMA algorithm, only negative rules that corre-
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spond to existing hyperlinks are mined. Therefore, every NR(p;p;) always pos-
sesses an equivalent hyperlink.

To extract hyperlinks from web pages, their HTML content needs to be proc-
essed. In order to obtain this content either a web crawler or direct access to the
web server database or content management system (CMS) is necessary. Hyper-
links extracted from pages can be used to make the PANAMA algorithm more
efficient (lines 12 and 17, the dotted line in Fig 4.2). However, to have new item
recommendations, line 12 should be removed.

The list of hyperlinks has to be matched with both types of rules, i.e. with Posi-
tive or Negative Recommendation functions, or more precisely, with their discre-
tized versions: positive and negative classes, see Sec. 4.4.3. Thus, one of the three
cases is valid for every hyperlink pi=p;:

1. Positive recommendation. Hyperlink pi=>p; was assigned to one of the posi-
tive classes, PR(p;,p;)>th. This indicates that pi=>p; was confirmed (positively veri-
fied) and the certainty about this verification is greater for higher positive classes.
Hyperlink pi=p; should be preserved from removal.

2. Negative recommendation. Hyperlink pi=p; was assigned to one of the
negative classes, NR(p;,pj)>r"1. This means that p=>p; was negatively verified. Hy-
perlink pi=p; is recommended as useless and it probably should be removed from
page pi. This conviction is greater for higher negative classes.

3. No recommendation. Hyperlink pi=>p; was not verified. There is neither a
positive class, PR(p;p;)< T/ nor a negative class, NR(p;,pj)< t", and for that reason
pi=>pj cannot be assessed. :

According to the discretization process (Sec. 4.4.3), the positive and negative
recommendation can have several levels (classes); for example, “strong positive”,
“medium positive”, and “low positive”.

Note that not all existing hyperlinks can be classified (case 3) since the rule set
does not have to cover all possible pairs of pages. This regards especially hyper-
links from pages which were not visited at all or were visited so rarely that rules
did not reach minimum support. This feature of the HRS method even appears to
be an advantage: we should not decide about usability of hyperlinks if the web
pages on which they occur are not requested by the users. These pages them-
selves ought to be considered for removal.

Additionally, all positive PR(pip;) values that do not have corresponding hy-
perlink pi=pj, can be used for recommendation of new items. In other words,
HRS utilizes a fourth type of suggestion. The top n pages p; for which values of
PR(pip)) are the greatest can be recommended by HRS on page pi.

Having collated all four kinds of recommendations for the given page pi (posi-
tively verified, negatively verified, not verified and new hyperlinks), the layout of
page pi is modified by means of the appropriate adaptation of HTML content



88

(Fig. 4.5). This enables the administrator or content manager to see them in their
context and helps them to make the decision whether to delete or retain individ-
ual hyperlinks.
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Fig. 4.5. The original layout of a page in the Gemeente (GE) web site and the same page with
the layout modified by the application of HRS (Link Analyzer); actually, positively verified
hyperlinks are in green whereas negative recommendations are in red; additional hints display
values of either the Positive or the Negative Recommendation function; left bottom window
contains suggestions of new hyperlinks

4.4.5. Disscusion - HRS Profile

The Hyperlink Recommender System makes use of data about user behaviour
(web logs) and for that reason it facilitates the adaptation of the structure of the
web site to typical user needs. It estimates the usefulness of existing hyperlinks
both in a positive and negative way.

Verification does not depend on the real usage of individual hyperlinks, al-
though in practice positively verified links are frequently used whereas nega-
tively verified links are used very rarely for the experimental evidence, see Sec.
4.5.5. This results from the session profile: a session is an unordered set of pages
with no regard for the sequence of navigation. Let us consider page p: that was
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frequently visited together with page p», but between them another page ps was
usually requested. If the appropriate rule p1—p, has been discovered from web
logs then rule p1—p> and Positive Recommendation function PR(p1,p2) confirms
the potential usefulness of hyperlink p1=p> even though it has never been ex-
ploited by users. Moreover, the great value of PR(p1,p2) and its high positive class
suggest that hyperlink p1—p, was probably wrongly located on page p: and for
that reason users have not used it.

While assessing hyperlinks outgoing from page p;, HRS takes into account the
popularity of page p;, the denominator in Eq. (4.2) and (4.4). Note that a 100-time
usage of hyperlink pi=p; when page p; has been visited 100,000 times can be in-
significant, whereas the same usage for page pi that has been visited 100 times is
the perfect indicator of pi=p; usefulness.

Apart from the assessment of existing connections, HRS provides suggestions
of new hyperlinks based on high values of PR(p;pj). The recommendation granu-
larity can be tailored through the quantity of classes applied to classification, see
Sec. 4.4.3. Thus, we can only have “good” - “not evaluated” - “bad” hyperlinks or
“very good” - “medium good” - “good” - “not evaluated” - “bad” - “medium
bad” - “very bad” ones.

HRS operates on both complex and simple rules, see Sec. 4.2.2, 4.4.1, and 4.4.2.
Consequently, recommendations provided by HRS respect the broader context of
navigation, that is, correlation between sets of pages visited together. A single
hyperlink pi=>p; can be the bridge between the entire sections of the web site, and
the Positive Recommendation function also partly reflects such a case by means
of complex rule merging.

4.5. Experiments

To analyse features and check usability of the HRS method some experimental
analyses have been carried out on real data. The experiments focused on negative
and positive recommendations matched with existing hyperlinks and used for
their assessment.

Positive association rules can also be utilized to suggest new hyperlinks, not
yet existing on web pages. However, this kind of application has been analysed in
numerous papers, e.g. [Chu04, Ger03, Mob01, Mob02, Wang(02, Wang04] and
therefore it has been passed over.

4.5.1. HRS Implementation

For testing purposes, the HRS method was implemented as the Link Analyzer ap-
plication (Fig. 4.5). It was written in Java 5 as a standalone application that runs
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in the Eclipse runtime environment. Link Analyzer executes all tasks of HRS (Fig.
4.2): log preparation with session identification, web site content and structure
analysis (hyperlink extraction), positive and negative association rule mining,
rule merging and classification, and finally, hyperlink layout modification by
introduction of recommendations that could be used by a content manager to
amend site structure.

Link Analyzer modifies the layout of all hyperlinks that have been either posi-
tively or negatively verified using green or red font colours, respectively, and it
leaves non-verified links unchanged. Also, it maintains an additional window
with the list of new hyperlinks that do not yet exist on the page (Fig. 4.5). Accord-
ing to the high values of the Positive Recommendation function, these new hy-
perlinks appear to be useful and the content manager should consider their addi-
tion to the currently viewed page. This last feature of Link Analyzer is not innova-
tive, and therefore it was switched off in further experiments.

Table 4.1. General information about web sites and parameters used in experiments

Total number of pages 892 2,668 150 6,562
Number of visited pages 847 2,250 131 5,803
Period investigated 6 weeks 6 weeks 6 weeks 6 weeks
Total number of HTTP requests 8,962,968 12,293,747 | 2,876,823 10,001,843
Number °fr Zzgﬁfs; for HTML 741,485 | 638925 | 174,487 | 611,822

Number of HTML requests with

g 460,634 520,319 149,120 498,551
corresponding pages

Number of HTML requests
with corresponding pages including 299,462 331,912 93,022 303,455
only requests from correct sessions
Number of sessions 139,484 170,589 91,731 167,903
Number of correct sessions 39,752 56,220 29,565 51,930
Average length of sessions 7.53 5.90 3.15 5.84
Number of hyperlinks 43,765 176,641 5,152 294,773
Number of hyperlinks per page 49.06 66,21 34,35 44,92
Number of hyperlinks on visited 39,528 166,849 4,184 218,963
pages
Number of hyperlinks on visited pages 46.67 74.15 31.93 3773
per page
minsup 4 sessions | 4sessions | 4 sessions | 4 sessions
minconpos 20% 20% 20% 20%

minconneg 70% 70% 70% 70%
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4.5.2. Test Environment

All experiments that are described in the further sections were performed on web
sites of one of the universities in Poland and three Dutch online journals (Table
4.1). These sites were: Wroctaw University of Technology, www.pwr.wroc.pl
(WUT), Gemeente, www.gemeente.nu (GE), Distrifood, www.distrifood.nl (DI), and
Zorg en welzijn, www.zorgwelzijn.nl (ZO). Some preliminary experiments on WUT
data have been published in [Kaz06e]. Each of the sites changes its content rela-
tively often. The profiles of the sites are presented in Table 4.1.

The total number of HTTP requests differed considerably from the number of re-
quests for HTML resources. The reason was that the web pages usually contained
many corellated elements like CSS, images, downloadable resources, etc. Requests for
such components were not the subject of this research. An additional set of requests
was omitted during matching requests with real pages of the system. Although the
data had been tentatively cleaned up a lot of requests were left that could not be
matched. There were several reasons for this. Firstly, it was the result of the dynamic
nature of the site content: new pages appeared while the others were deleted. The logs
considered contained entries covering 6 weeks. The second reason was virtual web
servers that existed on the same physical server together with the analyzed one. Re-
quests to these virtual servers cluttered up the logs. This case occurred especially for
the WUT site, where many university departments shared the same server. Therefore,
all requests for non-existing resources had to be removed.

It has been assumed that a correct user session can contain between 2 and 200
pages and the idle time between two consecutive requests does not exceed 30 minutes
[C0099]. Note that 1-page sessions are useless for analyses based on association rules.

The total number of hyperlinks has been arrived at based on the content analysis of
the entire site. The number of hyperlinks on visited pages includes only those links
that have been located on pages visited at least once within correct sessions during the
period under investigation. About 10% of hyperlinks belonged to unvisited pages.

Figure 4.6 contains example screenshots from two sites being tested: GE and
DI. The region marked with the dashed line is common for all pages in the site; it
is the static core part of pages and this part is not considered in further studies. It
contains menu items, search fields and buttons, links to contact pages.

For all the experiments, a common set of parameters has been used. To have a
comprehensive view on association rules, the value of the minimum correlation
coefficient p.in used to classify positive and negative rules was set to 0 (see lines
11 and 16 in the PANAMA algorithm, Sec. 4.3.3). Thus, all rules with positive
value of coefficient p were classified as positive; otherwise they were negative.
Note that zero values could not have occurred. The value of 4 sessions was as-
signed to the minimum support minsup. It meant that rules that occurred in at
least 4 sessions were considered. Minimum confidence values were different for
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positive and negative rules, i.e. minconpos=20% and minconneg=70%. The values
of parameters were adjusted based on analysis of quantitative rule distribution.
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Fig. 4.6. Overview of DI and GE sites. The dashed lines highlight the restricted areas, in particular
menu components

4.5.3. Rule Lengths

As rule extraction is a very time-consuming process, it would be very useful to
determine a real influence of complex rules on the final hyperlink classification.
‘Note that classification comes from recommendation functions, i.e. either from
PR, Eq. (4.5), or from NR, Eq. (4.6). For that reason, values of recommendation
functions were calculated for the WUT site separately for nine data periods (six
1-week sets, two 3-week sets, and one 6-week set) based either on: only 2-element
rules, 2- and 3-element rules (up to 3-), up to 4-, up to 5- or up to 6-element rules.
Thus, there were five different kinds k of recommendation sets 2, 2-3, 2-4, 2-5, and
2-6, separately for each of the nine datasets. For example, k=6 meant that all rules
containing from 2 to 6 elements were considered.

Next, two recommendation sets G; and G, based on the same k length of rules
but extracted from two different datasets (session sets D1 and D,) were compared
to each other using the extended Jaccard measure for weighted values XJ*(G1,G2),
see also Eq. (5.11) and (6.3):

XJH(Gh,Gl)=
k K
Zpi'pjep Ry (pispj)*Ra(pispj)

2B Fp N+ 3 Raip ) =2, G RI(Pip)* Ra(pirp))

, 47)

where k - maximum length of the rules processed, i.e. all rules of length up to k
are considered, k=2, ..., 6.



Table 4.2. Recommendation function comparison based on rule length (,/=2, 3, 4, 5 and 6)
using extended Jaccard measure for the WUT site
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Dataset| TWI | 1TW2 | TW3 ‘| 1W4 [ 1W5 | 1We | 3WI [ 3W2 | &W |
0.5882 | 0.5678 | 0.5592 | 0.5866 | 0.6014 | 0.5839 | 0.7815 | 0.7746
0.6429 | 0.6801 | 0.6360 | 0.6482 | 0.6411 | 0.6591 | 0.8420 | 0.8335

6W | 0.6861 | 0.7326 | 0.7113 | 0.7460 | 0.6952 | 0.7022 | 0.8845 | 0.9010 1
0.7098 | 0.7389 | 0.7138 | 0.7495 | 0.7044 | 0.7086 | 0.8910 | 0.9066
0.7249 | 0.7420 | 0.7190 | 0.7504 | 0.7086 | 0.7104 | 0.9009 | 0.9099
0.6583 | 0.6469 | 0.6692 | 0.6033 | 0.6502 | 0.6488 | 0.7809
0.7496 | 0.7503 | 0.7520 | 0.7093 | 0.7333 | 0.7256 | 0.8547

3W2 | 0.8401 | 0.8283 | 0.8436 | 0.7948 | 0.7992 | 0.8124 | 0.9196 1
0.8422 | 0.8299 | 0.8459 | 0.7960 | 0.8002 | 0.8141 | 0.9205
0.8439 | 0.8305 | 0.8460 | 0.7982 | 0.8020 | 0.8170 | 0.9230
0.6074 | 0.6194 | 0.6005 | 0.6139 | 0.6592 | 0.6375
0.7373 | 0.7293 | 0.7893 | 0.7404 | 0.7294 | 0.7031

3W1 | 0.8077 | 0.8334 | 0.8533 | 0.8146 | 0.8108 | 0.8310 1
0.8120 | 0.8378 | 0.8540 | 0.8160 | 0.8130 | 0.8360
0.8149 | 0.8400 | 0.8570 | 0.8172 | 0.8133 | 0.8367
0.6790 | 0.7031 | 0.6955 | 0.7245 | 0.7011
0.7355 | 0.8532 | 0.7612 | 0.7709 | 0.7204

1W6 | 0.8999 | 0.9218 | 0.8727 | 0.8814 | 0.8936 | 1
0.9009 | 0.9236 | 0.8727 | 0.8830 | 0.8961
0.9030 | 0.9245 | 0.8780 | 0.8842 | 0.8980
0.8290 | 0.7487 | 0.7033 | 0.6665
0.8774 | 0.8340 | 0.8103 | 0.7404

1W5 | 0.9508 | 0.9003 | 0.8904 | 0.8464 | 1
0.9521 | 0.9017 | 0.8920 | 0.8477
0.9533 | 0.9030 | 0.8929 | 0.8503
0.7285 | 0.6813 | 0.6956
0.7942 | 0.7906 | 0.7526

1W4 | 0.8731 | 0.8720 | 0.8692 | 1
0.8735 | 0.8720 | 0.8710
0.8749 | 0.8733 | 0.8722
0.7145 | 0.6636
0.7907 | 0.7320

1W3 | 0.8290 | 0.8593 1
0.8307 | 0.8603
0.8326 | 0.8608
0.7435
0.8113

1W2 | 0.8936 1
0.8966
0.8993

1W1 1
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RY(pip), Ra(pipj) - the value of either the Positive Recommendation function
PR(pip;) or the Negative Recommendation NR(p;p;) from page pi to page pj calcu-
lated from rules of length up to k for set G; or Go, respectively. When there was
neither a Positive Recommendation PR(pip;) nor a Negative Recommendation
NR(pi,pj) for the given two pages pi p; within set Gi, then R (pi,p;)=0 was assumed.
The thresholds presented in Table 4.1 were used in the rule extraction process.

The results of the experiment for the WUT site are presented in Table 4.2. Each
table cell contains five values of extended Jaccard similarity coefficient that corre-
spond to separate k values: k=2, 3, 4, 5 and 6, in vertical order. Values for k=2 and
k=3 were omitted to improve table legibility.

The results obtained showed that the greater the length of the rules, the
greater the similarity between corresponding recommendations. However, the
longer rules do not affect recommendation values as much since their quantity is
very small compared to the number of shorter rules (Table 4.3). The difference in
similarities was smaller when including longer rules rather than shorter ones.
Moreover, the inclusion of 6- or even 5-element rules is insignificant. For exam-
ple, adding 5-element rules in XJ° increases similarity of XJ* by 0.1% for XJ*(3W1,
3W2), up to 3.5% for XJ*(1W1,6W).

Table 4.3. Quantity of rule sets for different rule lengths. Percentages refer to the maximum
rule set (up to 6 pages, the last column)

RN NG ol o
Data- o CL r . | 5 : s P
iop7| of 2pdge)) of d page yiofd upto | of5 of6page | (upto.
Ch|aorulesiiirules i rules dpage | r ol ¢ |srules |06
6W 44,457 97,012 30,822 | 172,291 3,925 176,216 390
(25.2%) | (54.9%) | (17.5%) | (97.6%) | (2.2%) | (99.8%) | (0.2%) (100%)
3W2 29,921 68,294 18,101 | 116,316 2,267 118,583 228 118,811
(25.2%) | (57.5%) | (152%) | (97.9%) | (1.9%) | (99.8%) | (0.2%) (100%)
3W1 31,439 72,329 20,252 | 124,020 2,588 126,608 199 126,807
(24.8%) | (57.0%) | (16.0%) | (97.8%) | (2.0%) | (99.8%) | (0.2%) (100%)
1W6 19,292 33,120 12,011 64,423 1,266 65,689 146 65,835
(29.3%) | (50.3%) | (18.2%) | (97.9%) | (1.9%) | (99.8%) | (0.2%) (100%)
1W5 23,043 35,463 11,922 70,428 1,143 71,571 104 71,675
(32.1%) | (49.5%) | (16.6%) | (98.3%) | (1.6%) | (99.9%) | (0.1%) (100%)
1W4 23,928 29,021 10,853 63,802 1,056 64,858 101 64,959
(36.8%) | (44.7%) | (16.7%) | (98.2%) | (1.6%) | (99.8%) | (0.2%) (100%)
W3 18,198 27,780 9,991 55,969 998 56,967 83 57,050
(31.9%) | (48.7%) | (17.5%) | (98.1%) | (1.7%) | (99.9%) | (0.1%) (100%)
1W2 21,134 30,943 11,211 63,288 1,187 64,475 89 64,564
(32.7%) | (47.9%) | (17.4%) | (98.0%) | (1.8%) | (99.9%) | (0.1%) (100%)
W1 20,096 33,918 12,876 66,890 1,203 68,093 92 68,185
(29.5%) | (49.7%) | (189%) | (98.1%) | (1.8%) | (99.9%) | (0.1%) (100%)
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The percentage of 4-element rules within all rules (with up to 6 elements) was
only from 15.2% to 18.9%, for 5-element rules this indicator was less than 2.2%

and for 6-element rules only up to 0.22%. Therefore, it was decided that only
rules with up to 4 elements were to be used in further experiments.

4.5.4. Hyperlink Classification

To enable hyperlink recommendation, the content links recognized on web pages
need to be classified using positive and negative rules, see Sec. 4.4.3 and Fig. 4.4.
Rules extracted from user sessions were merged (see Sec. 4.4.2) into rule groups
using the Positive Recommendation PR, Eq. (4.5) or the Negative Recommenda-
tion function NR, Eq. (4.6). However, to classify hyperlinks the appropriate
thresholds had to be fixed and applied, see Sec. 4.4.3. For that reason, the distri-
bution of NR and PR function was analyzed experimentally for 3W1 sets from

WUT, GE, and DI sites (Fig. 4.7). The thresholds were not used at all, i.e. mincon-
pos = minconneg = 0.

200000 T S a—
“a ---=GE
160000 v —WUT
120000 ‘.= —WRPR—, — D)
2. 80000 1
% '\|' X I’\"‘
= 40000 - \ 7
s = Z‘;
c Y \ \
Z v 0,990 9,9 95% % %!
Recommendation function value

Fig. 4.7. Distribution of PR and NR (with the minus sign) for
WUT, GE and DI sites

The total number of negative groups essentially differs from positive ones;
there are from 2.5 (for GE) to 3.7 (for DI) times more negative groups than posi-
tive, depending on the site (Fig. 4.7, Table 4.5). This is chiefly due to the relation-
ship between session length and the number of pages in the web site - there were
about two orders of magnitude more pages than the average length of sessions.
This difference in quantity and distribution justifies the usage of separate thresh-
olds for positive and negative recommendations, see Sec. 4.4.3.
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Table 4.4. Threshold values used for hyperlink classification assigned according to distribution
(Fig. 4.7)

* Recommendationclass | .. WUT .. | (GE/DI/ZO ' | Classno.
Very frequently used link 0.8 0.8 2
Good link 0.2 0.2 1
Rarely used link 0.8 0.75 -1
Very rarely used link 0.95 0.95 -2
Not evaluated PR<0.20r NR<0.8 PR <0.20r NR<0.75 0

To simplify the experiments for experts (see Sec. 4.5.6) only five classes were
defined for the existing hyperlinks. The two positive classes were good links and
very frequently used links (the best), the two negative ones were rarely used links and
very rarely used links (the worst); hyperlinks for which there was no rule group
were classified as not evaluated, Table 4.4.

Table 4.5. Quantitative summary of hyperlink recommendations

T, CE R
Setsof PR and NR values :
PR 82,092 (22.0%) | 333,374 (28.3%) | 14,866 (21.2%) | 998,024 (30%)
NR 290,924 (78.0%) | 843,324 (71.7%) | 55,273 (78.8%) | 2,329,061 (70%)

Total NR U PR values| 373,016 (100%) | 1,176,698 (100%) | 70,139 (100%) | 3,327,085 (100%)
PR<0.2 or NR<0.8

(WUT) or 14,447 (39%) | 44834 (3.8%) | 2,987 (43%) | 107,998 (3,1%)
NR<0.75 (GE/D/ZO)
B RZO'ZOTOI_‘;RZO% 358,569 (96.1%) | 1,131,864 (96.2%) | 67,152 (95.7%) | 3,327,085 (96,9%)
Hyperlink recommendations
Very frequentiyused | 9937 (7.4%) | 19593 (1L7%) | 845(202%) | 29,674 (13.6%)
Good links 9,257 (234%) | 35770 214%) | 1,033 (24.7%) | 42,888 (19.6%)

Rarely used links 2,437 (6.2%) 2,437 (1.5%) 429 (10.3%) 9,532 (4.4%)
Very rarely used links | 8,477 (21.4%) 52,438 (31.4%) | 1,233 (29.5%) | 82,932 (37.9%)
Not evaluated links | 16,420 (41.5%) | 56,611 (33.9%) 644 (15.4%) 53,937 (24.6%)
Total links 39,528 (100%) | 166,849 (100%) | 4,184 (100%) | 218,963 (100%)

Based on the distributions from Fig. 4.7, almost the same thresholds applied to
recommendation functions were used for all the web sites, i.e. 80% and 20% for posi-
tively classified links (PR) as well as 95% and 75% (GE, DI) or 80% (WUT) for negative
recommendations (NR), as shown in Table 4.4. Since ZO data had similar distribution
to GE data, GE's thresholds were utilized for recommendation in the ZO site.
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Having fixed the appropriate intervals for each class, the system was able to clas-
sify (recommend to the content manager) hyperlinks extracted from the HTML con-
tent by matching them with the previously obtained rule groups.

The general results of hyperlink classification are gathered in Table 4.5. The most
common group for positive recommendations were good links, while very frequently
used links were two times less numerous. The differences between the two negative
recommendation classes are even more considerable. Very rarely used links were the
most common group of links; up to 96% of all negative recommendations for the GE
site.

There was also a significant number of not evaluated hyperlinks. These ranged from
15% for the DI site to 41% for the WUT site, which was in particular due to the thresh-
olds used in the experiment, especially minsup. In the case of WUT there were many
pages that were either visited only several times within the period investigated or not
visited at all. Since there were no association rules that would match hyperlinks out-
going from such pages or the rules had too little support, all such links were auto-
matically treated as not evaluated. The other minor reasons were both the confidence
thresholds minconpos=20% and minconneg=70% and the thresholds applied to recom-
mendation function PR and NR (Table 4.4). Nevertheless, the thresholds are responsible
only for a few links not being evaluated (see, for example, the fourth row in Table 4.5).

4.5.5. HRS vs. Referer Field

The optional referer field in web logs contains the URL of the page that was visited
before the requested one [HTTP92]. However, this field may be left empty, for exam-
ple when users provide URLs of pages they want to access directly in their browsers.
Typically, the web browser fills in the referer field automatically with the URL of the
page that contains a just-clicked hyperlink. If page p1 is included in the referer field
inside the request for page p, then such an entry in the log supports the usability of
the hyperlink from p; to p.

The experiments with the use of a referer field were conducted on two consecutive
3-week datasets separately for each of the four web sites: WUT, GE, ZO, and DI. The
first dataset was used to extract association rules and to recommend hyperlinks in the
positive (very frequently used, good) or negative way (rarely or very rarely used), (see
Table 4.4). The second dataset was utilized to verify the classified hyperlinks against
the referer field. Each request in the logs that has filled in the referer field must corre-
spond to the existing hyperlink. Hence, a hyperlink may be assessed twice: firstly, by
classification function derived from positive and negative association rules and sec-
ondly, by frequency analysis of referer—requested page entities in the log data. Posi-
tively recommended hyperlinks used more frequently than four times, or negatively
recommended ones used at most four times are considered as successfully verified by
the referer field.



98

10000 60000
% 8000 _E 50000
= 6000 ONotused 2 40000 -;--FEER - e ONotused
@ Q  annnn oo B L
& 4000 @ Used g 30000 == B Used
E ..E 20000 JREBNINN .. 0 — Y ——
S 2000 S 10000 -
=] =3
Z, 0 Z 0 e T
Pos. Neg. Pos. Neg.
recomm.  recomm. recomm.  recomm.
80000 -
% .................. DNotused g 60000 ;“ ......................... DNOt used
3 o i
......... 40000 4 O
E: & Used E [ ® Used
‘s ,,,,,,,, S '-s 20000 _:_ isiimisened TEFEIN ki
g . - b de
Pos. Neg. Pos. Neg.
recomm.  recomm. recomm.  recomm.

Fig. 4.8. The usage of hyperlinks positively or negatively recommended verified by referer field
analysis for four web sites

Table 4.6. Positive and negative recommendations verified with the referer field

Correct links used frequently enough

(>4 times in the referer field) 7,762 (95%)

44,437 (97%) | 60,310 (97%)

2,969 (96%)

Correct links never or rarely used

& 4 times) 376 (5%) | 1,182 (3%) | 1,663 (3%) | 129 (4%)

Incorrect links never or rarely used 5 . g 5
o hotiies) 8,081 (98%) | 48,812 (99%) | 66,651 (99%) | 3,107 (99%)

Incorrect links used frequently 143 %) | 582 (1%) 612 (1%) 46 (1%)

(>4 times)

As we can observe, the positively recommended hyperlinks are also used more
than 4 times relatively frequently according to the referer field and this refers to
over 95% of them (Table 4.6 and Fig. 4.8). Similarly, over 98% of negatively recom-
mended hyperlinks are either used very rare, at most 4 times, or not used at all.

Note that referer field analysis does not replace the HRS approach.

4.5.6. Expert Verification

The main goal of the Hyperlink Recommender System is to suggest new hyper-
links and to provide positive as well as negative assessment of hyperlinks already
existing on web pages. Since these negative recommendations are the most inno-
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vative component of the method, they were verified by independent content
managers responsible for the web sites used in the experiments. There were two
experts from Reed Business Information and one from WUT. The experiment was
conducted on all the four sites but due to organizational purposes only on hyper-
links derived from a small set of content pages. With the help of Link Analyzer,
(see Sec. 4.5.1) the experts had the possibility to provide their opinions about
negatively verified hyperlinks located on selected content pages. They were sup-
posed to set one of the two notes about the recommendation: ‘I agree’ meaning
that the link really was incorrect and should probably be removed or ‘I disagree’
meaning that an expert would leave the link unchanged. During the experiment,
it was necessary to add a third category - ‘Core part’. This category meant that
even though an expert did agree with the evaluation, it was not possible to re-
move the link as it belonged to general graphical design of the page or even the
entire site. The experiment was carried out with the following parameters for all
sites: minconpos=0.2, minconneg=0.7, minsup covered 4 sessions, period=3 weeks.
Table 4.7 and Fig. 4.9 gather results of the experiment.

Table 4.7. Experts’ opinion on negative hyperlink recommendations

Expert’s opinion GE | zZ00 DI .
‘T agree’ 59 (77.6 %) 76 (69.7%) | 27 (77.1%) | 108 (81.2%)
‘I disagree’ 14 (18.4 %) 12 (11.0%) 3 (8.6%) 11 (8.3%)
‘Core part’ 3 (3.9 %) 21 (19.3%) 5 (14.3%) 14 (10.5%)
Total no. of links 76 (100 %) 109 (100%) 35 (100%) 133 (100%)

100%o
2 80%
5 60% @ Core part
p— D .‘_‘ -
T 40% .;d”?? e
9 agree
£ 20%
8
5 0%

WUT GE Z0O DI

Fig. 4.9. Negative hyperlink recommendations verified by web site content managers

Note that the experts mostly agree with the HRS evaluation. The amount of
‘I agree’ choices ranged from almost 70% in the case of the GE site up to 81% for
the DI site. This confirms the general effectiveness and usability of HRS.
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Up to 20% of hyperlinks belonged to the core part of the site, e.g. a static
menu. An additional outcome of the experiments on the WUT site were some
new considerations related to the general concept of the site organization, in-
cluding the common menu shared by all pages. The content manager recognized
that student and employee parts should have separate navigational conceptions.

4.6. Conclusions

The concept presented in this section is a method for automatic positive and nega-
tive recommendation that provides evaluation of existing hyperlinks and sugges-
tion of new ones. The Hyperlink Recommender System (HRS) is especially useful
for web content managers. It takes advantage of historical user behaviour by using
both positive and confined negative association rules extracted from web server
logs (web usage mining). The Positive Recommendation function merges all posi-
tive rules and their confidences related to the given pair of web pages. Similarly,
confidences of confined negative rules are components of the Negative Recommen-
dation function. The Positive Recommendation function enables the system to esti-
mate the usefulness of existing hyperlinks and to suggest new connections that are
potentially useful for users whereas the high value of Negative Recommendation
function is a significant sign of redundancy of the given hyperlinks. Since this
knowledge is, in a sense, the condensed pattern of typical navigational behaviour
and corresponds to user needs, the content managers can modify the structure of
the web site by displacement of the most valuable hyperlinks to more prominent
place on the web page, adding new ones or removing the most ineffective links.

HRS respects the relative popularity of the page that contains the hyperlinks
considered, see Sec. 4.4.5. Additionally, recommendations provided by HRS can
be more or less precise, by application of the appropriate number of classes at the
stage of classification, see Sec. 4.4.3 and 4.4.5.

Experiments carried out on real web logs revealed that positive and negative
rules and recommendation functions need to have separate parameters. Besides, the
effectiveness of HRS has been borne out by real usage and non-usage of hyperlinks:
the referer field (see Sec. 4.5.5) and verification performed by experts (see Sec. 4.5.6).

Nevertheless, it should be emphasized that the HRS recommendations pro-
vide only suggestions which have to be approved by the web site content man-
ager. Moreover, some negatively verified and potentially useless hyperlinks have
to be left on the page due to the general interaction concept, such as menu items
or some policy restrictions: links to privacy remarks, authors or the contact page.



5 Sequential Patterns with Negative
Conclusions

Sequential patterns are one of the typical methods within the data mining research
domain. Apart from association rules mining (see Sec. 2 and 4), sequential pattern
discovery can be classified as a technique for association (link) discovery. However,
association rules operate on unordered items (sets), whereas sequential patterns
respect the time assignment for events correlated with the items, see Sec. 2.

5.1. Background and Problem Description

Sequential patterns have been studied in many scientific papers for over ten years
[Agr95, Ayr02, Pei0l1, Pei04, Zak01]. As a result, many algorithms for mining
regular sequential patterns have been developed, including incremental and
parallel ones, see Sec. 2.1.4. The more unique solutions include mining sequen-
tial patterns in streams [Ho06, Hua08, Li07], documents [Gar06], spatial-temporal
databases [Hua08], as well as discovery of hierarchical [Pla06] or com-
pressed [Chan06] sequential patterns. All these patterns are positive frequent
subsequences included and discovered within all sequences from the source mul-
tiset.

All association rules and sequential patterns reflect positive patterns. Never-
theless, there exists another type of patterns - negative ones. Hence, in the case of
association rules, we have negative association rules that indicate the negative
relationship between two sets of objects, see Sec. 4. If the first set occurs in source
transactions, another set does not co-occur or co-occurs very rarely in these trans-
actions. Note that both the source transactions and output patterns operate on
sets whereas sequential patterns refer to sequences in time.

This lack of negative patterns related to sequences resulted in the working out
of the new kind of negative patterns. Thus, novel positive patterns that possess
negative conclusions are introduced in this section. They, in a sense, combine
frequent positive sequences (sequential patterns) and negative association rules.
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This can be shortly described in the following way: if there is a frequent sequence
g, then elements of set X usually do not occur after the sequence g.

This type of patterns enables the previously expected sequences to be verified
in the negative way. For example, the management of the e-commerce web site
supposes that their users usually terminate their visits with payments. Sequential
patterns with negative conclusions extracted from web logs (navigational paths)
can negatively verify this expectation. If users of the given e-commerce web site
put certain products into their basket, afterwards they enter the first step of the
purchase - personal information delivery (sequence g), and next, they are not
likely to finish their buy with none of the payments (set X - the negative conclu-
sion), then such a pattern debunks the beliefs of the e-commerce management.

Another application of sequential patterns with negative conclusions is verifi-
cation of existing links between objects. These can be hyperlinks placed by
authors or content managers on the web pages they manage, see Sec. 5.5. This, in
its concept, is similar to verification based on negative association rules, see Sec.
4.4. Moreover, both negative association rules and sequential patterns with nega-
tive conclusions can be combined to provide more comprehensive negative
knowledge about hyperlinks, see Sec. 5.5.3.

One more example of existing links, which can be negatively verified by se-
quential patterns with negative conclusions, are correlations extracted from web
contents based on their textual analysis. This appears to be useful especially in
recommender systems, in which content-based recommendation lists are verified
by negative usage patterns, see Sec. 5.6.

5.2. Regular Sequential Patterns

Before we introduce the new kind of sequential patterns, let us get better ac-
quainted with regular sequential patterns.

Definition 5.1. A sequence t=<piupi,..., P, > in the domain set D is a time or-

dered list (tuple) of m; items from domain D: V1<j<m; pjeD. The number of ele-
ments in the sequence m; is called the length of sequence t. Source sequences T in
domain D are the multiset of sequences collected in the system.

Ordering according to time means that the time assigned to items occurring in
the sequence is non-decreasing, i.e. V1<j<m; timeji2time;. Note that the length of
two sequences f; and f; in T may differ, i.e. m#m;. Since T is the multiset there may
be many the same sequences in T.

For instance, if D={p1,p»,...,pn} is the set of N web pages existing in the single web
site, then source sequences are the multiset of all navigational paths accumulated
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by the web server within the certain period. Hence, a navigational path is a single
source sequence t=<pu,pu,..., p;,, > whose all m; items (pages) pj; belong to the do-

main D of all web site pages. The example navigational path t=<p4,pe,p1,ps> Means
that the user first visited page ps, next page ps, p1, and finished on page ps.

The simple but quite effective path extraction from web logs consists in
matching IP addresses and user agent fields from the HTTP requests gathered in
the web logs. Additionally, some time constraints are applied. A user naviga-
tional path comprises all time-ordered requests that come from the same address
[Pi and the same user agent with the idle time between two following requests of
less than 30 minutes. Besides, the length of the path can be restricted to a few
hundred.

In the multiset, repetitions are allowed, i.e. there may exist two separate
source sequences with the same component elements equally ordered. For exam-
ple, two different users a and b may navigate through the web site in the same
way: L=t=<pe,Ps,p1,Ps,Pe>. Moreover, every source sequence t may contain repeti-
tions in any places. In t,, we have pa=pa=p.s.

5.2.1. Subsequences and Their Complements

Definition 5.2. A sequence t=<pnpi...,Pim,> contains another sequence

4=<pupp,. .. p>, if there exist n integers ki<k.<...<k,, called index K of g; in #, such
that py. = pj1, pi, = P -+ Pix, = Pjn- Sequence g is also called the subsequence of ;.

[tem p, 1is called the end or the last item of g; in #; with respect to index K whereas

its position in #;, that is, k,, is called the end position and it is denoted by k",

Overall, index K denotes positions of the subsequence gj's items within the
given sequence t;.

Each sequence t; may contain up to (2" -m;-1) different sequences g; that
consist of at least 2 items. For example, a navigational path t=<ps,ps,p1,ps>, i.e. the
sequence, contains the following 2-, 3- and 4-item subsequences: <ps,ps>, <ps,p1>,
<Pa,Pe,p1”, <pPa,p1,pPs>, <PaupePe”, <PaPePr1pPe>, <PeP1>, <PoPe>, <PePuLpe, <P1,Pe>.
Their number equals 10 and is less than the maximum (11) due to repetition of ps.
Note that subsequence <p4,ps> has two separate indexes Ki=(1,2) and K»=(1,4); the
end positions are k=2 and k,"=4, respectively.

Definition 5.3. A complement C(g,t,K) of subsequence g in sequence ¢ with re-
spect to index K is the set of all items of ¢ that follows the last item of subsequence
g in t. The complement of subsequence g in f, which has the largest number of
items, is called the maximum complement of g in t and is denoted by C"*(g,t).
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Obviously, g must be a subsequence of t according to Definition 5.2. For the
example navigational path t=<pa,ps,p1,psp1,ps> and the subsequence g=<ps,ps>, we
have three end positions ki”“=2, k=4, and ks""'=6 for three corresponding in-
dexes K1=(1,2), K2=(1,4), and Ks=(1,6), respectively. Hence, complement Ci(g,£,K1)=
Ca(g,t,K2)={p1,ps} and Cs(g,t,Ks)=. The complement is not a multiset - repetitions
are not allowed. The first two complements are the greatest so they are simulta-
neously the maximum complement C"*(q,£)=Ci(q,t,K1)=Ca(g,t,K>).

Overall, the maximum complement corresponds to index K with the smallest
value of end position k1**=2. Apparently, the number of different complements is
less than or equal to the length of sequence ¢ minus the length of subsequence 4.

Note that for the given sequence f and its subsequence g, the maximum com-
plement contains all other complements of g in #: C;cC™, GcC™, and G C"™™,
Based on this feature, we can easily prove that if item p does not belong to the
maximum complement C"*(g,£), then item p does not belong to any of its subsets
either, i.e. to any of the complements Ci(g,t,K;).

5.2.2. Support - a Measure for the Frequent Sequence, Sequential Patterns

Definition 5.4. Support sup(q) of sequence g in T is the number of all source se-
quences from T that contain g (Definition 5.2):

_ card({t eT :gqis a subsequence of t})

sup(q) card(T) (5.1)

Support can be expressed either as the regular number of source sequences or
the percentage support in T’s.

Definition 5.5. A sequence g is called a sequential pattern in T if its support is big
enough, i.e. sup(q)=minsup, where minsup is the minimum threshold.

The algorithms used to extract sequential patterns (frequent sequences) are
enumerated in Sec. 2.1.4.

5.3. Sequential Patterns with Negative Conclusions

Definition 5.6. A sequential pattern g in T and set XcD constitute a sequential
pattern with the negative conclusion s*(3—~X) if there are some source sequences
tie T that contain g, for which set X does not intersect their complements C(g,t;,Kj))
for any K;. '
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Note that the empty intersection of set X with any of the complements
C(q.ti,K)) is equivalent to XNC"*(g,t;)=0.

A sequential pattern with the negative conclusion s (—~X), which has 1-item
sequence g=<p> on its left-hand side, is simply equivalent to the negative associa-
tion rule {p}—~X, see Sec. 2.1.3.

For the case of web user navigational paths, a sequential pattern with the negative
conclusion denotes: if users have visited sequence g of web pages, afterwards, they
usually visit none of the pages from set X. In other words, we do not expect any of the
elements from X after sequence g. For example, the pattern s (<ps,pe>—~{ps,psps})
means that if users visit page ps and then ps, they visit neither ps nor ps nor ps. The
following source sequences support the above sequential pattern with the negative
conclusion: <p1,paps,pep1p2>, <pLpupspupspspepLpspLps> whereas the sequences:
<paPsPopap2>, <pupepspep2> (both due to the second ps), and <ps,peps> (due to ps) do
not match the pattern.

5.3.1. Measures of Sequential Patterns with Negative Conclusions

Similarly to association rules, each sequential pattern s"(3—~X) with negative
conclusion possesses two basic measures: support sups(3—~X) and confidence
cons(g—~X). The former is expressed as follows:

card({t € T : g is a subsequence of t A C™(g,t)NX =T})

sups(q—~X)= card(T) (5.2)
Confidence cons(g—~X) is calculated in the following way:

g AT st a0, g
Note that, see alsc Eq. (5.1):

con=(q—~X) = sup=(g—~X)/sup(g). 54)

Only patterns s’ (g—~X) that exceed minimum thresholds are really consid-
ered, i.e. sups(g—~X)zminsups and cons(g—~X)=mincons. Since the quantity of
the domain card(D) is usually several orders of magnitude greater than the aver-
age length of source sequences, then typically mincons has the value close to 1.

5.3.2. SPAWN - Mining Sequential Patterns with Negative Conclusions

Sequential patterns with negative conclusions can be discovered using the previ-
ously obtained set of regular sequential patterns g - any algorithm can be
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The SPAWN algorithm
Input: T — the multiset of source sequences
D - the domain, e.g. the set of web pages existing in
the site
minsup® - minimum support for sequential patterns
with negative conclusions; expressed in number of
sequences
mincon®” — minimum confidence for sequential patterns
with negative conclusions; expressed in %
Output: Q — the set of regular, positive sequential patterns
SUPQ - the set of support values for the appropriate
patterns geQ
S — DB containing sequential patterns with negative
conclusions
1. extract regular sequential patterns g (with support);,
fill Q and SUPQ

2. S = empty

3. for each geQ and sup,e SUPQ {

4, threshold; = max (minsup®’, supg*mincon®’)
5. CDB; = empty

6. for each teT

7. if g is the subsequence of t then

8. if C™*(q, t)#J then

9. append C™*(q,t) to CDB,
10. CAND; = distinct_p (CDB,)
11. M, =D / CAND,
12. check _and add (CAND,, sup,, threshold,, CDB;, S, R;)
13. k=1
14. while R, is not empty {
15. k = k+1

Fig. 5.1. The SPAWN algorithm for mining sequential patterns with negative conclusions

used for this purpose, see Sec. 2.1.4. Hence, having regular sequential patterns g
previously mined, the frequent set of maximum complement C"*(g,#) is extracted
from source sequences #; that contain each such regular sequential pattern g. Items
from domain D (see Definition 5.1) that do not belong to any complement of these
source sequences automatically become members of the negative pattern conclu-
sion - set X. All other items that frequent maximum complement are treated as
candidate members for conclusion set X. These candidates and their combina-
tions X; that exceed minsup® and mincon* thresholds form sequential patterns
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16. CAND, = generate_candidates (Ry.)

17. check_and_add (CAND,, supg, threshold,, CDBg, S~, Ry)

18. }

19. ABSENT, = generate_candidates (M,)

20. for each XeABSENT, {

21. append s (g-~X) to S~

22, sup ¥ (g-~X) = supq

23. con °" (g—~X) = 100%

24. }

25. for each XeABSENT, and each YeR; { /* for all
i=1,2,.. ,k*/

26. append s (g-~(XUY)) to S

27. sup ¥ (g-~(XVY)) = sup ¥ (g-~Y)

28. con " (g-~ (XUY)) = con * (g-~Y)

29. }} /* for each geQ and the entire algorithm*/

procedure check and_add

Input: CANDx, supg, threshold,, CDB,, S~

Output: Ry, — rare itemsets, S~

30. for each XeCAND, { /* for CAND,, X is a l-itemset */

31. sup ¥ (g-~X) = supg

32. for each C™* from CDB,

33. if X n C™ # J then

34. sup ¥ (g=~X) = sup® (g-~X) -1

35. if sup * (g-~X) 2 threshold, then {

36. append X to R,

37. append s (g-~X) to S

38. preserve sup ° (g-~X)

39. con * (g-~X) = sup * (g-~X) / supq

40. }} /*for each XeCAND, and entire proc.check and add*/

s"(g—~Xi) with negative conclusions. The process is repeated separately for each
positive sequential pattern g. The above concept is used in SPAWN - the algo-
rithm for discovering Sequential PAttern With Negative conclusions, Fig. 5.1.
Note that M, is the set containing items from the domain D that do not occur in
any complement of pattern g. For that reason, subsets of M, can be utilized to create
new negative conclusions and to supplement output patterns. This is achieved using
either only subsets of M, (lines 20-24) or by the extension of conclusions for the pat-
terns that have been previously obtained in procedure check_and_add (lines 25-29).
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The database scan (procedure check_and_add, lines 32-34) is performed only for
the temporal CDB, that contains maximum complements for the given regular
pattern g, see Definition 5.4. Since the value of mincon® is usually closer to 1
rather than to 0, the concept of CDB, scan consists in decreasing the initial, maxi-
mum support. This enables the loop (lines 32-34) to be interrupted after the sup-
port value falls below the minimal thresholds.

The meaning of selected lines in the SPAWN algorithm is as follows:

* Line 1: Use any algorithm to discover regular sequential patterns g.

* Lines 3-29: One run of the loop creates all sequential patterns with negative
conclusion for a single regular sequential pattern g extracted in line 1.

* Line 3: sup, is the support in T for the corresponding g; it is expressed in
number of sequences.

* Line 4: threshold, is the min. number of sequences feT that must contain
searched patterns s*(g—~X); sup,*mincon’ is rounded up to integers.

* Line 5: CDB, is the database (list) that contains sets with non-empty maxi-
mum complements C"*(q,t) of subsequence g for all ¢ in T that contain g.

* Lines 6-9 fill CDB,. The database CDB, is in a sense similar to the a-projected
database used in the PrefixSpan algorithm [Pei01].

¢ Line 10: find all distinct peD that occur in CDB,. CANDy is the set of candi-
dates of length k.

* Line 11: M, is the complement of CAND; in D. M, contains items that never
follow ¢ in source sequences. For that reason, the elements of M, can by default
extend negative conclusions, see lines 19-29.

* Line 12: Procedure check_and_add (lines 30-40) tests the support for candi-
dates from CAND; to find rare itemsets. From the rare enough sets, the new out-
put patters sup s~ (3—~X) are created together with their measures.

* Line 16: Function generate_candidates (Ry-1) generates new candidates with the
length (k) increased by 1. Each new candidate is the sum of two sets from Ry-1.

* Line 17: Check k-item candidates. If they are rare create new sequential pat-
terns with negative conclusions.

* Line 19: ABSENT, contains all possible subsets of M, For M,={p1,pspi},
ABSENT={{p:}{ps}. {pab Ap1.ps) Apupab Apapal fprpapal).

* Lines 20-24: Generate new patterns using elements X from ABSENT, (i.e.
negative conclusions ~X) and the regular pattern g considered. Add the patterns
s (g—~X) obtained to the output S". Elements of ABSENT, do not occur in any
source sequence t after the regular pattern g. For that reason, sups(g—~X)=sup,
and cons(g—~X)=100%.

* Lines 25-29: For each subset X of ABSENT, and each verified candidate Y from
any set R; (see line 36) create a new pattern for their unions XUY, i.e. s7(g—~(XWY)).
Since X does not occur in any ¢ containing g (~X “occurs” in all these f), the support
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and confidence of each s7(g—~(XUY)) are the same as for the appropriate s (4—~Y),
i.e. sups(g—~(XWY))=sup~(g—~Y) and cons (g—~(XUY))=cons"(g—~Y).

* Lines 30-40: One run of the loop checks the frequency of each candidate
XeCANDx. If X is rare enough (~Y is frequent enough) then a new pattern s
(g—~X) is created.

* Line 31: At first, we assume that X does not occur after g in any source se-
quence. Hence, the initial sups"(g—~X) =sup, is the number of sequences teT that
contain g. In other words, X is maximally rare (~X is maximally frequent). This
also means that the initial cons(g—~X) is 100%.

* Lines 32-34: Calculate support of candidate X using all maximum comple-
ments that contain g and are stored in CDB, (see lines 5-9).

* Lines 33-34: If the intersection of X and maximum complement C"** is non-
empty (at least one X’s item belongs to C"*) then one source sequence does not
support conclusion ~X. It means that X is less rare and ~X is less frequent. Thus,
initial support sup s°(g—~X) has to be decremented. The processing could quit the
for each loop when sups (g—~X) falls below threshold,,.

* Lines 35-40: If X is rare enough (~X is frequent enough) then add a new se-
quential pattern s (g—~X) to the output set 5.

* Line 36: X is k-item set. Since X is rare enough < ~X is frequent enough X
can be used to generate new (k+1)-item candidates by means of Rx.

* Line 37: Add a new sequential pattern with negative conclusion s*(g—~X) to
the output collection S".

* Line 38: sups(g—~X) is expressed as the number of source sequences.

* Line 39: Confidence cons(g—~X) can be calculated using Eq. (5.4).

Procedure check_and_add tests the input candidates and returns only the rare
ones, i.e. frequent negative. In the typical algorithms for association rule mining,
the frequent itemsets are extracted whereas in the SPAWN algorithm, only the
rare candidates X from CAND are selected (line 35), used to create new patterns
(lines 37-39) and to generate new candidates (added to Ry, line 36). The more of-
ten X occurs in CDB,, the worse. The occurrence means the non-empty intersec-
tion with maximum complements stored in CDB, (line 33). For the negative con-
clusion the lower the frequency of the candidate X, the better.

The final support sup(g—~X) is expressed as the number of sequences di-
vided by card(T) and it can obviously be converted to percentage value. Contfi-
dence values cons’(g—~X) are percentages.

5.4. Experiments

The experiments have been performed on web logs collected by the main web
server of the Wroctaw University of Technology. They contained 1000 user ses-
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sions (multiset T) with total 1421 HTTP requests for 67 distinct web pages (set D).
257 regular sequential patterns g of the length of up to 7 pages were discovered
using minsup=0.2% (2 sequences). Next, sequential patterns with negative conclu-

sions were extracted using the SPAWN algorithm, see Sec. 5.3.2.

The number of sequential patterns with negative conclusions is the highest for
conclusions of the length 11 (2,835,457 patterns) and 10 (2,834,) whereas the least
quantity of patterns is for 22-page conclusions (only 2 patterns), 21-page (46), 20-
page (506) and 1-page conclusions (536), Fig. 5.2. The number of patterns strongly
depends on minimum support minsup™ (Fig. 5.3) and less on minimum confi-

dence mincon™ (Fig. 5.4).
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Fig. 5.2. No. of patterns with negative conclusions, minsup*=0.2%, mincon*=90%
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Fig. 5.4. No. of patterns in relation to mincon® for different lengths of conclusions

The usability of sequential patterns with negative conclusions depends on
their interpretations and often requires some kind of filtering.

After such manual scanning process, some interesting patterns were identified
in the output set. Users who read information about student hostels and next
about working possibilities (sequence g) do not visit Socrates/Erasmus Pro-
gramme (~X); sups (q—~X)=1.1%, cons"(g—~X)=91%. In other words, those who
consider working on the spot, are not likely to study abroad. Based on another
pattern, users read general promotion information in English, next about study
fees in English (g), however, they do not navigate to any contact information in
English (~X); sups(g—~X)=1.3%, cons"(g—~X)=92%.

5.5. Negative Patterns in Verification of Web Hyperlinks

5.5.1. General Concept

The usage data - log files are processed to obtain sessions (unordered set of vis-
ited pages) and navigational paths, Fig. 5.5. Next, the positive and negative asso-
ciation rules are extracted from sessions, see Sec. 4. Simultaneously, paths are
used to discover positive sequential patterns and the corresponding negative
patterns - sequential patterns with negative conclusions, Definition 5.6. Since all
the patterns operate on sets of items, they need to be aggregated to provide single
values for pairs of pages, see Sec. 44.2 and 5.5.2. These aggregated values are
used to verify hyperlinks extracted from the content of the web site in either posi-
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tive or negative way. Positive verification combines positive association rules and
sequential patterns whereas negative association rules and sequential patterns
with negative conclusions are used to discover useless hyperlinks that can later
be removed by content managers, see also Sec. 4.4.

Web site

b 4
Usage data - Hyperlinks

( Requests )
v ¥

Pr—Dy Pr—»=Ps Pr—P3
PsPPD2 PP

Sessions Paths

Positive Negative Positive Sequential patterns
association |EEEWEOM | sequential with negative
- rules rules patterns conclusions

Aggregation| lNJuGtBo] | Aggregation Aggregation

; &

[ Positive structure veriﬁcation? Negative structure verification

Fig. 5.5. Positive and negative verification of the user interface structure based on usage
patterns

5.5.2. Aggregation of Sequential Patterns

Similarly to association rules, Eq. (4.5) and (4.6), we can calculate Positive Rec-
ommendation function for positive sequential patterns PR*(p, p;), for each pair of
web pages p; and pj, using support of sequences sup(qg), Eq. (5.1):

Z {sup(q) < p;,p; > is the subsequence of g}

5.5
card({g:<p;, p; > is the subsequence of g}) 52)

PR(pip)=

Separately, Negative Recommendation function NR*(p,p;) is evaluated for
sequential patterns with the negative conclusions based on the confidence
values cons'(g—~X), Eq. (5.3):
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con® (g o~ X):<p; >is th b fg,p,eX
NR“'”"(p.-,p,-)=Z{ (q )< p; > is the subsequence of g, p; € X}

. 5.6
‘ card({s‘(q -~ X) i< p; > is the subsequence of g,p; € X}) >)

5.5.3. Comprehensive Verification Function

Aggregated confidences of positive association rules PR(p;p;), Eq. (4.5), and ag-
gregated support of positive sequential patterns PR*™(p;p;), Eq. (5.5), are utilized
to evaluate positive verification function verif*(p;,p;) that corresponds to the con-
nection from page p; to pj:

verif*(pipp)=c*PR(pip)+B*PR=(pip), (5.7)
where a and f3 are constants that help to balance the influence of association rules
and sequential patterns.

Similarly, the negative verification function verif~(pip;) is calculated based on
average negative confidences of association rules NR(p;p;), Eq. (4.6) and sequen-
tial patterns with negative conclusions NR*/(p;p;), Eq. (5.6) separately for each
connection from p; to pj:

verif (pip))=y*NR (pipi) +0*NR*(pi,p)) (58)
where y and 0 are adjustment constants.

Based on the values of verif*(p;p;) and verif (p;p;) we are able to verify useful-
ness of links between pages. The high value of verif *(p;,p;) positively supports the
existence of the hyperlink from p; to p;. Moreover, due to association rule contri-
bution, the verification can even suggest new connections between pages.

On the other hand, a significant value of verif (p;p;) can be an important sign for
removal of the hyperlink from p; to p;. Since all components of verification functions
are calculated from the usage data, i.e. http requests (navigational sessions and paths)
then the entire verification process is based on historical user behaviours.

Note that the above concept is the extension of the ideas presented in Sec. 4.4.
However, both verif*(pip;) and verif~(pip;) reflect user behaviours extracted from
web logs in the more comprehensive way.

5.6. Filtering of Recommendation Lists Based on Both
Positive and Negative Patterns

5.6.1. Recommendation Lists Based on Web Content Mining

Since content-based recommender systems usually operate on text-based items,
e.g. textual web pages, the content in such systems is normally described with
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descriptors, i.e. terms which are expected to be the most informative and distinc-
tive. One of the best known measures for descriptor selection, based on term
weights, is the term frequency - inverse document frequency (tf-idf) measure [Kaz04d,
Sal89]. Terms, which occur relatively frequently in one document (tf), but rarely
in the rest of the set (idf), are more likely to be relevant to the topic of the docu-
ment. Thus, tf~idf measure is based on the weight wj; of the term # in the page
(document) p;, as follows:

Wk = ffk,' X ldﬁ( = fﬁ(,' X IOg(N/NA), (59)

where tfi; - term frequency, i.e. the number of the term #’s occurrences in p;; N -
the number of all pages in the web site; N* - the number of pages in which term #
occurs.

Terms that appear on many pages are not useful in distinguishing between a
relevant page and irrelevant ones. The inverted document frequency idf, reduces
the influence of these terms. Moreover, terms # with too low or too high idf, as
the bad content descriptors, can be excluded from further processing [Kaz04d]. In
another approach to wy estimation, the terms that occur in some specific parts of
the HTML content like title, description and keywords are reinforced, see Eq.
(6.1) and Sec. 6.5.1.

A content-based system recommends pages similar to the just viewed one -
this is kind of item-to-item correlation [Bil00, Moo00]. Documents (pages) are
usually defined as vectors, e.g. the page p; is represented by the M-dimensional
vector pi=<un;, wa, ..., wm>, where M is the number of all terms not excluded
from the web site content. The similarity sim(p;p;) between the page p; and p; can
be calculated using the cosine function:

M
Zkzl Wii * W
M 2 M 2
\/Zk=1 (W)™ * Zk=1 (wy)

or the formula usually known as Jaccard coefficient, see also Eq. (4.7) and (6.3):

M
W, *W,.
Zk:l ki ki
M M M '
2 2
E Wy )™ + E W) — E Wy * Wy,
k=1 ( ki ) k=1 ( kj ) k=1 ki kj

Based on the similarity measure, the system creates a recommendation list L; for
each web page p; in the site. The list L; consists of pages p; for which similarity sim(p;p))
exceeds the given lower threshold A and simultaneously is less than the upper
threshold A" A<sim(p;pj)<A*?*. The application of the upper limit prevents rec-
ommendation of nearly the same pages, i.e. with too high a similarity [Bil00].

sim(pi,pj;) = cos(pi,pj) = , (5.10)

sim(pi,p;) = (5.11)
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5.6.2. Verification of Recommendation Lists Based on Usage Patterns

Both positive and negative usage patterns (association rules and sequential pat-
terns) deliver valuable, user-oriented information about relation between web
pages in the web site. The former confirm and strengthen the position of particu-
lar items in the ranking lists whereas the latter show the lack of connection be-
tween pages. This regards separately association rules and sequential patterns
and is expressed by recommendation functions:

1. Positive Recommendation function for positive, regular association rules
PR(pip), Eq. (4.5);

2. Negative Recommendation function for negative association rules NR(p;p;),
Eq. (4.6);

3. Positive Recommendation function for positive sequential patterns
PR*(pi,pi), Eq. (5.5);

4. Negative Recommendation function for sequential patterns with the nega-
tive conclusions NR*/(p;,p;), Eq. (5.6).

( Web content ] [ ; Weblogs ; ]

' Cleaned logs J

t Similarities ] [ User sessions j [ User paths j

Positve & negative [ Positve & negative

association rules J sequential patterns
; f-‘:.--x:«-:{v-,'Usage' patterm'f" el
~ Aggregation of %,},Agg1~egationi(/)‘fy;
o © patterns | | patterns
ERecommendatlon hsts] Gty (recommendation
1 function) 2 function) -5

Filtered i
recommendation lists

Fig. 5.6. Positive and negative verification of the user interface structure based on usage
patterns

Based on these values, we can recalculate the closeness between web pages
and filter recommendation lists created upon content similarity, Eq. (6.10) or
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(5.11), Fig. 5.6. In other words, usage patterns that reflect user behaviour and are
extracted from web logs can verify content-based suggestions. As a result, the
final ranking function rank(pi—pj) is proposed:

rank(pi—p)) =7-sim(pip)) + % [PRpip) - NR(pipj) + PR (pip;) - NR¥(pipj)], (-12)
where 7 and x are parameters that enable adjustment of the influence of content
similarity and usage component, respectively; #, x<[0,1].

The verification involves all usage patterns considered, i.e. positive and nega-
tive association rules, positive sequential patterns as well as sequential patterns
with negative conclusions. Since positive and negative association rules and in
consequence Positive and Negative Recommendation functions for the given pair
pi, pj are mutually exclusive (see Sec. 4.4.2) and the same case is valid for sequen-
tial patterns then at most two usage components can be greater than 0 in Eq.
(5.12). Since all of them belong to the range [0,1], then rank(pi—p;)e[-2-x, n+2:x].

Note that the positive usage patterns, i.e. both association rules and sequential
patterns, reinforce content similarities whereas the negative ones reduce the posi-
tion of individual web pages in the ranking list.

Finally, for the given page p;, a fixed number N disp of target pages p; with the
greatest value of ranking function rank(pi—pj) form the ultimate, filtered recom-
mendation list and these top N*¥ web pages are suggested to the user upon vis-
iting the page pi.

5.7. Conclusions

Sequential patterns with negative conclusions are the new patterns that describe
frequent sequences not followed by some items. In the web environment, these
patterns can reflect typical user behaviours. For example, e-commerce users put
some products into their basket, afterwards start filling order form but rather do
not finish their purchases, i.e. skip all payment pages.

To extract sequential patterns with negative conclusions the SPAWN algo-
rithm can be used, see Sec. 5.3.2. Note that sequential patterns with negative con-
clusions differ both from typical sequential patterns (the new patterns have nega-
tive conclusions) and from negative association rules (the left-hand side of the
new patterns is a sequence instead of a set). Positive and negative association
rules (see Sec. 4) extracted from web log data reflect typical usage patterns but
they do not respect the navigational order whereas sequential patterns strongly
depend on the sequence of navigation. Association rules and sequential patterns
complement one another; by making use of the aggregated versions of them (see
Sec. 44.2 and 5.5.2) we obtain a comprehensive and compressed view onto how
users utilize the structure of the web site, i.e. connections between pages.
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Due to the general profile of sequential patterns with negative conclusions,
there is usually large amount of them. Hence, to make use of them it may be nec-
essary to apply some filtering mechanisms in many application domains.

The new patterns, similarly to negative association rules, can be utilized to as-
sess the previously existing connections between objects like hyperlinks binding
web pages, see Sec. 5.5. This is especially useful for web content managers who
can remove useless hyperlinks based on the knowledge provided by the negative
patterns. As a result, the structure of the web site user interface can be simplified
and adapted to user preferences reflected by their behaviour, i.e. patterns ex-
tracted from web logs. In this case, the new patterns are filtered according the set
of hyperlinks.

Besides, the new patterns can extend typical content-based recommendation
systems by verification of similarities calculated by means of textual content
analysis, see Sec. 5.6.






b Personalized Associations
in Weh Advertising

Adaptation to individual preferences of users - personalization - is an important
challenge for the development of electronic commerce. Jeff Bezos, CEO of Ama-
zon.com, expressed it as follows: “If I have 3 million customers on the web,
I should have 3 million stores on the web” [Sch01]. Moreover, 80% of Internet
users in 2005 were interested in receiving personalized content on sites they vis-
ited [Cho0O5]. As a result, advertisements often placed on web pages as vital and
profitable parts of presented content should also be considered for personaliza-
tion. However, the current demographic targeting of freely available web content
- popular in web advertising - appears to be insufficient in an age of disappear-
ing borders and mixed societies. Since the market consists of human beings, not
demographic objects, web personalization should depend on an individual’s be-
haviour rather than on stereotypes created according to their geographical loca-
tion or other demographic features such as gender or age. Traditional advertising
presents the same offers for everyone, but it does not meet the current require-
ments of businesses. If we want to increase effectiveness; the right person should
receive the right message at the right time and in the right context [Ada04].

The AdROSA system described in this section for automatic web banner per-
sonalization tries to find associations between contents viewed by the current
user and advertisers’ contents pointed by the banners. It integrates web usage
and content mining techniques to reduce user input and to respect users’ privacy.
Furthermore, certain advertising policies, important factors for both publishers
and advertisers, are taken into consideration. The integration of all the relevant
information is accomplished in one vector space to enable online and fully per-
sonalized advertising.

An example of a typical web advertisement takes the form of banners - rec-
tangular images placed on web pages (Fig. 6.1) or other graphical elements dis-
played in a new layer or new window of the browser. There are also many other
forms of online advertisements, e.g. sponsored hyperlinks and articles, or mail-
outs, but in this section, we will concentrate on banners and similar forms.
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A banner ordinarily includes the company name, the product name, and/or short
message from the advertiser to the potential customer. Its goal is to encourage
visitors to click on the image for more detailed information. There are two main
participants in web advertising: an advertiser and a publisher. The former would
like to attract as many users as possible to visit its web sites using advertisements
displayed on the web pages of the latter (Fig. 6.1). The advertiser is charged for
placing banners on the sites of the publisher for whom these fees may be the ma-
jor or even sole source of income.

~ Publisher’s page . ~ Advertiser’s web site

Fig. 6.1. Association between the publisher’s page and the advertiser’s web site

Users are showered with hundreds of advertisements, and they often pay little
attention to banners appearing on a web page as bitmap images or animations.
This seems to be the main problem of web advertising. The solution is to increase
the correspondence between user interests and the subject of the displayed adver-
tisement [Bau97], i.e. creation of personalized association between the viewed
content and the advertising content.

This section has been prepared based on [Kaz08f].

6.1. Background

Two significant research domains may be distinguished within Internet adver-
tising: scheduling and personalization. The main goal of scheduling is to maxi-
mize the total click-through rate for all advertisements by appropriately manag-
ing display time and advertising space on the web page. The problem is NP-hard
and can be solved using linear programming [Abe99, Chi03, Nak02], extended
with statistically derived entropy maximization [Tom00], Lagrangean decomposi-
tion [Ami03], or some other approximation algorithms [Daw03].
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Personalization seems to be an important and difficult challenge for current ad-
vertisers and is more “individualized” than target advertising, which simply di-
vides customers in a market into specific segments [Iye05, Yan06, Zho04]. It aims to
assign a suitable advertisement to a single web user rather than to a group of indi-
viduals. To achieve this goal, personalization systems need to have some informa-
tion about the user. Many web portals create user profiles using information gained
during the registration process or ask the user to answer some questions about their
preferences. However, this requires a lot of time and effort and can discourage
many users. Besides, users tend to give incorrect data when there are concerns
about their privacy [Mon03]. Even reliable data becomes out of date with the evolu-
tion of online customers’ interests. An alternative solution is to exploit information
stored in the web server logs. With regard to privacy fears, this method is safe and
may also be useful for news portals or web sites where users do not need to log in
to use the service [Bae03]. Another approach to advertisement personalization in-
volves identifying short- and long-term user interests [Lan99]. Short-term interests
are derived from keywords submitted by a user during a search. However, such
keywords may often have nothing in common with the user’s regular preferences.
Long-term interests are taken from user profiles, which are completed by users and
stored in the system database. However, advertising personalization was per-
formed using only short-term information.

A system based on web usage mining, i.e. the clustering of navigation paths to
create usage patterns, was presented in Bae et al. [Bae03]. Experts manually clas-
sify pages from both the publisher’s web site and the target sites of the adver-
tisements into thematic categories. The assignment of appropriate advertisements
to each active user is accomplished according to pages (categories) visited by the
given user during the current session. This matching is based on fuzzy rules
stored in the system. The fuzzy approach was also used in target advertising
based on user profiles [Yag00]. ‘

Many personalized advertising methods were proposed that make use of ex-
plicit user profiles, which are gathered, maintained, and analyzed by the system.
Such methods often make use of data mining techniques [Lai00, Per(02].

Apart from personalization, the problem of advertising placement has also
been considered. There are two main approaches to the management of online
advertising placement: categorical and site-based. In the first, ROC (run of cate-
gory), a banner appears randomly on any page within a thematic category of
a web site or ad network. Hence, each advertisement is assigned by the advertis-
ing manager to one or more categories, and each web page simultaneously be-
longs to the individual category so that the banner is presented only on matching
pages. In the second approach, ROS (run of site), an ad placement is extended to
the whole single web site. An advertisement is assigned to a web site rather than
to its subcategory of subject matter. Ngai suggested a multicriteria approach



122

(AHP) for the selection of web sites for online advertising campaigns. He consid-
ered five static features: the impression rate depending on the traffic at the site,
the monthly rental cost, the match of the audience in terms of age and education
level, the general content quality, and the subjective “look and feel” rate [Nga03].

A commercial online advertising system, AdSense, is provided by Google Inc.
[Goo08]. It delivers a targeted advertisement to the web site of a publisher and
consists of two options: “AdSense for content” and “AdSense for search.” The
former delivers text or image advertisements based on the content of a pub-
lisher’s site. Advertisements appropriate to the analyzed content of the site are
displayed for the user in the “Ads by Google” page frame built into the pub-
lisher’s site. The publisher’s site content is periodically analyzed by Google’'s
search engine to update the assignment of appropriate advertisements to the
publisher. The latter encourages publishers to add the Google search box to their
pages. Each time a user makes use of this box and searches the publisher’s site or
the web, some targeted text-based advertisements are attached to the search re-
sult pages in the form of “sponsored links”. Google pays the publisher for each
click on an advertisement delivered by AdSense. The complementary Google
program, AdWords, is targeted to advertisers, who define and deliver to Google
keywords associated with their advertisement. This helps Google match the
available advertisements with all activities in which given keywords occur, which
is accomplished by Google monitoring the use of the search engine and the navi-
gation of publishers’ sites involved in AdSense. Google also developed for its
AdWords a matching algorithm called BALANCE that enables daily revenue of
the entire system to be maximized [Meh05, Meh07]. It respects limits on daily
budgets of individual advertisers as well as separate bids=revenue specified by
the advertiser for the keyword. Thus, a bid is the price that the given advertiser is
ready to pay for the exposition of its ad while searching the given keyword.
Similarly, Rusmevichientong and Williamson studied algorithms for the selection
of profitable search keywords that are especially useful for fixed advertising
budgets [Rus06]. Since the AdSense/ AdWords system can access only data avail-
able for the Google search engine and the content of web sites, it is able to pro-
vide only “ephemeral personalization” of advertising. The ephemeral approach
can deliver a different item on every page of a web site but be the same for all
users [Sch01]. The much more adaptive method - “persistent personalization” -
uses the history of a user behaviour and generates a different item for each user
in each context [Sch01].

Another example of the ephemeral personalization approach was presented
by Yih et al. [Yih06]. The authors focused on the discovery of terms that would
represent the content of web pages; these would then be used to match them with
advertised web sites. An additional learning mechanism was introduced to en-
able better term selection for new textual resources.
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6.2. Advertising Models

Three main web advertising models can be distinguished depending on who
leads the advertising management process: broker, portal, and advertiser model
[Bil03]. In the broker model (Fig. 6.2), there is an advertising broker-mediator that
connects many publishers with many advertisers. The broker hosts and manages
all advertisements and supplies them to the publisher or directly to the end user
online. Also, the broker usually provides some, more or less, advanced targeting
criteria such as the selected publisher’s site (or its thematic section), geographical
location, or other user demographic data (age, gender). For both advertisers and
publishers, the broker appears as an advertising agency and takes some profit
from the campaign money. Based on this model, several advertising networks
were developed in 1995 by Real Media [Rea07] and DoubleClick [Dou04], which
have recently become powerful players in the world advertising market.
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Fig. 6.2. Broker model of advertising

In the portal (publisher) model, the publisher itself is responsible for advertisement
management and cooperates with many advertisers (Fig. 6.3). This is a model used
by publishers that are large enough to offer advertising services. Additionally, por-
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tals using this model can take advantage of gathered user profiles, exploiting the
data in any advanced personalization system such as adaptive link [Kaz04d], prod-
uct recommendation [Kaz04b], or e-marketing [Per02].

Management of
advertising

Management of f/
advertising §

Publisher’s SN Publisher’s

portal
S Se

Publishér’s Publisher’s | | Publisher’s
portal portal portal

Fig. 6.4. Advertiser’s model of advertising



125

The third, advertiser model, may be used by large online stores, which are able
to advertise themselves directly to their customers (Fig. 6.4). In this case, the ad-
vertiser itself is responsible for the management of advertising and for banner
distribution among particular pages of selected publishers. Moreover, the adver-
tiser possesses the information on which page and at which publisher its banner
was clicked. This model of advertising is used rather rarely and, most often,
within a group of closely related companies (e.g. inside holdings).

The AdROSA system described below is designed to be used in the portal
model of advertising. However, it could be easily introduced into the broker
model by treating the set of publishers’ portals as one coherent publishing space,
see Sec. 6.7.1.

6.3. Advertisement Features

Nowadays, most online advertising systems use the principle of customer-based
targeting. Each user is identified and classified according to the user’s geographi-
cal location (IP address) and browser settings sent with the HTTP request, navi-
gation habits, and user profiles (preferences) completed by the user during the
registration process. This data is used to personalize displayed banner adver-
tisements [Agg98, Lan99].

Analyzing the advertising offers of the largest Polish portals (www.wp.pl,
www.onet.pl), several international ones, and reviews provided by ClickQuick.com
[Aff03], we have observed many targeted criteria available to advertisers. Apart
from the demographic data of a user (age, gender, location, etc.), advertisements
can be targeted towards their education, profession, or interests. Furthermore, the
publisher can choose the time of day of the emission, particular parts of the web
page, and limit the number of emissions for a single user. An advertiser is usually
charged based on cost per month per one thousand emissions of advertisement
(CPM - cost per mille) [McC98]. However, several other payment models exist:
CPA - cost per action, CPS - cost per sale, CPC - cost per click, and CPI - cost per
single impression. In the CPA model, an advertiser pays for every action of a visitor
related to their advertisement. An action can be a sale, user registration, filling in a
form, rating a product or a text, voting, establishing an account, or anything else
defined by the advertiser. If such an action is a successful sale, then we have the
CPS model. CPC is another online payment model, in which advertisers pay for
each click made through on their advertisement. An important and commonly used
measure of advertising is click-through rate (CTR), the ratio of the number of clicks
to the emission number [Agg98]. The typical value of CTR ranged from 2% to 4% at
the end of the 1990’s [McC98]. Nevertheless, it should be mentioned that the aver-
age CTR is currently decreasing as a consequence of the increasing number of total
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advertisements displayed [Rod04]. Afterwards, the average CTR decreased to be-
low 1% [Cli03]. Some other, slightly more sophisticated, pricing models for web
advertising were proposed in [Nov00].

The method presented below takes into consideration most of the contempo-
rary, applied aspects of advertising campaigns.

6.4. The Concept of the AAROSA System

The proposed advertising method included in the AAROSA system (Advertising
Remote Open Site Agents) solves the problem of automatic personalization of web
banner advertisements with respect to user privacy (none of the user’s personal
details are stored in a database) and recent advertising policies. It is based on
extracting knowledge from the web page content and historical user sessions as
well as the current behaviour of the online user, using data mining techniques.
The implementation of data mining to web content and web usage is usually
called web content and web usage mining, respectively [Mob00b, Yao02]. There
are also some integration methods of both these approaches [Kaz04d, Mob00b].
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Fig. 6.5. Factors of advertisement selection in the AAROSA system

The proposed method uses both web mining techniques and combines in one per-
sonalized framework several useful factors of advertising: the most suitable content
(the content of the advertiser’s web site), click-through probability, advertising policy
arising from contracts, and boredom prevention mechanisms (Fig. 6.5). The last fac-
tors determine a periodical rotation or scheduling of advertisements for the user.
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Historical user sessions are stored in the form of vectors in the AAROSA data-
base and they are clustered to obtain typical, aggregated user sessions (Fig. 6.6).
The centroid of the cluster corresponds to one usage pattern of the publisher’s web
site. A usage pattern contains information about one typical navigational behav-
iour of similar users. Also, each user session is linked to the set of advertisements
visited (clicked) by the user during this session. Having a cluster of sessions, the
AdROSA system can also extract a cluster of visited advertisements, i.e. ad visiting
pattern. Thus, one web usage pattern (centroid) corresponds to exactly one ad
visiting pattern (centroid).
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Fig. 6.6. Overview of the personalized advertising method in the AAROSA system

The site content of the publisher’s web pages is automatically processed in a
similar way. The system extracts terms from the HTML content of each page.
Next, the most representative terms are clustered and, as a result, we obtain con-
tent thematic groups - conceptual spaces. Conceptual spaces denote separate sub-
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jects existing in the publisher’s portal like terms related to different domains that
form separate conceptual spaces. For example, sports vocabulary is represented
in the sports conceptual space, while terms related to travelling are included in the
travel conceptual space. Note that each publisher’s page can to a greater or lesser
extent belong to each conceptual space. In other words, we can say that page A is
mostly about sports; however, it is also a little bit about travelling.

To recommend a suitable advertisement for the user, we have to know its gen-
eral subject matter. This is achieved by text (HTML) content analysis of the adver-
tisement target web site. The AAROSA system automatically downloads adver-
tiser's web pages and processes only the terms that occur in the publisher’s web
pages. As a result, we obtain advertising conceptual spaces corresponding to the
appropriate publisher’'s conceptual spaces. For example, if terms relevant to travel-
ling formed a distinct conceptual space, then publisher pages about tourism
would probably be matched with the advertisements of travel agencies.

A user requesting a web page is assigned online to both the closest usage pat-
tern and the closest conceptual space, based on the user’s previous behaviour
during the active session; the system retains and analyses pages recently visited
by the active user. An assignment to the usage pattern helps to recognize what
kind of behaviour the current user represents, whereas the closest conceptual
space indicates the recent content-based interests of the user. For example, if the
user navigates through pages about tourism, they would be assigned to the travel
conceptual space. Advertisements, e.g. from travel agencies, which are relevant to
the established, closest conceptual space, would be linked to web sites with ap-
propriate content for the current user’s interests, so the system would present
advertisements of travelling agencies to the current user. In this way, we obtain
content-based association between the recent user interest (expressed by naviga-
tional behaviour) and the advertisers’ portals offers represented by advertise-
ments.

Additionally, the closest usage pattern - and, consequently, the closest ad vis-
iting pattern - enables the selection of advertisements that are most likely to be
clicked by the current user. For example, if the user is behaving like a new user,
they would be presented with banners which had been followed especially by
new users. This means that the system.favours advertisements that appeal to
other users who behaved similarly to the current one.

Moreover, assignment to the closest conceptual space and usage pattern is per-
formed at each user step, i.e. HTTP request. Hence, personalized associations are
adapted to the continuously changing user needs. Finally, a user can be reas-
signed from one conceptual space or usage pattern to another. If the user moved
from tourism pages to sports pages, they would be relatively quickly reallocated
from the travel conceptual space to the sports conceptual space. The matter of
reassignment is discussed further, in Sec. 6.8, in detail.
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User behaviour and information about already displayed or visited banners
are separately stored by the system for each active user in the form of appropriate
vectors. These vectors are utilized to prevent overly frequent emissions of the
same advertisement for one user and to provide control over the number of emis-
sions to satisfy contractual obligations. This is performed in the vector integration
stage.

The entire process of banner selection exploits not only the information men-
tioned above but also the targeting parameters established by the advertiser (ad-
vertising policy), such as limiting emissions per user during a single session. An-
other policy could be some additional priority features, which could be manually
set up separately for each advertisement, see Sec. 6.5.4. This is an additional ad-
vantage for the publisher that provides an opportunity to increase the ranking
positions for more profitable advertisements.

Finally, the personalized ranking list is filtered using additional advertising
policy features like the limitation to certain web browsers, time of day of the
emission, etc. As a result, the AAROSA system returns to the web server the list of
1 top ranked, filtered advertisements that are dynamically incorporated into the
returned web page content. Note that, since the assignment, integration and fil-
tering processes are launched at each user request, the system is able to adapt its
advertisements to the variable interest of the current user.

The AAROSA system proposed here is a significantly modified and extended
version of the general concept presented in [Kaz04c]. The new version is based on
the new approach to content processing (Sec. 6.5.1), cluster representative calcula-
tion (Sec. 6.5.1 and 6.5.2), and a simplified method of user monitoring (Sec. 6.5.3).
In addition, some new analyses were performed to study model limitations, ex-
tensions, potential problems, and correlation with other typical models (Sec. 6.7).
New advertising metrics were proposed in Sec. 6.7.1. The novel multi-agent archi-
tecture and prototype implementation of the system with a working example are
presented in Sec. 6.8 and 6.9. The AAROSA system can be incorporated into the
ROSA project - a framework for hyperlink recommendation [Kaz03b, Kaz03c]
and, as a result, we can obtain one homogeneous and adaptive web system with
complex personalization.

6.5. Knowledge Processing in AAROSA

Four main data sources are used and processed by the AAROSA system: web
content, usage data, active user behaviour, and policy data. Only behavioural
data is processed online and related to an individual active user, whereas the
processing of the other three data sources is performed offline and delivers
knowledge common for all visitors.
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The web content data is the content of both the publisher’s pages and all ad-
vertisers’ portals, see Sec. 6.5.1. The usage data is the set of historical user sessions
together with information about advertisements clicked during these sessions, see
Sec. 6.5.2. The current user behaviour consists of data about visited pages as well
as the presented and clicked advertisements during the active session, see Sec.
6.5.3. The policy data contains some general features of particular advertisements
that enable them to be tailored to advertising strategy, see Sec. 6.5.4.

Most activities of the AAROSA system are based on data that is retained in
vector form. Here, we have a list of all utilized vectors:

* term page vector tp; that includes information about the publisher’s pages that
contain term t; M-dimensional;

* advertiser term vector ta; that includes information about advertisers” sites that
contain term t; N-dimensional;

* publisher’s conceptual space ctpx - the mean vector from the vectors tp that be-
long to the cluster k; M-dimensional;

* advertising conceptual space ctax - the mean vector from vectors ta that belong
to the cluster k; ctax corresponds to ctpy; N-dimensional;

* session vector s; that contains information about pages visited during one his-
torical user session; M-dimensional;

* usage pattern csy - the mean vector from the k'th cluster of sessions s; it de-
scribes one typical user behaviour; M-dimensional;

» visited ad vector v; — advertisements visited (clicked) by the user during his-
torical session sj; N-dimensional;

* ad visiting pattern cvp - the mean vector from the kth cluster of sessions s; cor-
responding to cs; it contains the advertisements most likely to be clicked within
usage pattern csy; N-dimensional;

* active user page session vector ps; that contains data about pages visited during
the jth active session; M-dimensional;

e active user ad session vector as; that contains data about advertisements re-
cently presented during the jth active session; N-dimensional;

* ad emission vector ej that contains data about the number of times each adver-
tisement was displayed during the jth active session; N-dimensional;

e emission per user vector epu that includes the number of permitted emissions
for each advertisement, common for all users; N-dimensional;

* ad emission acceptance eau; that denotes whether a certain advertisement can
still be considered for presentation during the jth active session; N-dimensional;

* ad priority vector p that allows setting a priority value for each advertisement
according to the advertising policy; N-dimensional.

Each of the above vectors belongs to one of two vector spaces: the M-dimen-
sional space of all publisher’s pages or the N-dimensional space of all advertise-
ments (advertisers’ portals).



131

6.5.1. Web Content Mining - Content Processing

The publisher’s web content is processed using crawler, an agent that downloads
and indexes the content of all pages from the web site. Terms obtained from the
HTML content are filtered using several statistical features to extract the best de-
scriptors, for instance, terms occurring too rarely and too frequently are excluded.
These are terms no. 8 and 9 in Fig. 6.7. For each selected term t;, an M-dimensional

term page vector tpj=< wj-q,w]’;, w?,’w > 1s created, where M is the total number of
web pages in the publisher’s web site. The coordinate w ! denotes the weight of

the term ¢ in the document (page) d;, according to Informauon Retrieval theory
[Sal89] with respect to the web page-specific profile:

Wl = (Of bty + B ifh+y i) log@]’ o
n’

where tfl, tfli, tf4, tf% - term frequency (number of occurrences) of term t; respec-
tively, in the body, title, description, and keywords - HTML meta elements of the
page d;; a, 3, y are coefficients that increase the importance of the term that occurs

in the selected parts of the HTML documents; and n'/ - the number of pages in
which the term f; occurs.
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Since some specific parts of the web page header, i.e. title, description, and
keywords carry potentially more information in their individual terms than terms
from regular sentences in the body, we can emphasize the former using a, 8, and
y, respectively. Based on the experiments from [Kaz00], these coefficients can be
set as follows: a=10, =5, y=5.

Note that the value of w;’i’ may exceed 1 because both the term frequency com-

M
—t) , are often
j

ponents in Eq. (6.1), and especially common logarithm log(
n

greater than 1. Since M is the total number of publisher’s web pages and n'l

. .M
- only the number of pages containing term ¢#, the fraction — often exceeds 10,
n

_A?/I_j is greater than 1
j

in particular in the case of large web sites. As a result log[
n

for many terms . To ensure that values of w belong to the range [0,1], normali-

zation has been applied to all term page vectors:

w'

' i
wil =——, (6.2)
max

where w]ﬁ’ - normalized value of w], ; max' - the maximum value of w;f’ among
all vectors.

The set of normalized tp; vectors is clustered, using the group average link - a
hierarchical agglomerative clustering method (HACM) - to discover groups of
terms that are close to each other [Ras92, Tan06 - Chap. 8]. The similarity be-
tween two content vectors sim(tp;,tpx), essential for clustering, is obtained from
the formula known as the Jaccard coefficient Eq. (6.3), see also Eq. (5.11) and (4.7).

sim(tp; tpx) = ! (6.3)

Z ) +Zx 1(wk M w]l wllrxtp

Applying this method to a test web site with about 3,100 pages and 500 fil-
tered descriptors, 41 clusters were obtained [Kaz04d]. The filtering removed
terms that occurred either sporadically or too frequently.

Note that the similarity sim(tp;,tpx) reflects the level of association between
two vectors tp; and tpx.

Terms from one cluster describe the publisher’s conceptual spaces (thematic
groups) existing within the publisher’s web site (Fig. 6.7). Once we have clusters,
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we can easily calculate the representation of the conceptual spaces-centroid
(mean) vectors - as follows:

1 nk
cpy = . ZI:] Py (6-4)
k

where ctpy - the centroid of the kth cluster; tpi - the Ith term page vector belong-
ing to the kth cluster; ¢ - the number of terms in the kth cluster.

The content of the target web site of an advertisement is similarly processed. A
typical banner is linked to the main page of the target service (level 0), which
often includes just a menu or is the redirection page devoid of significant textual
content. For this reason, the AAROSA system usually analyzes all pages from the
next level (level 1) - pages from the same domain linked from the level 0 page. If
required, further levels of pages from the advertiser’s site can be processed. The
content of all chosen pages is concatenated and treated by the system as the single
advertiser’s content, corresponding to one publisher’s page. In general, the num-
ber of processed levels is one of the system parameters that can be set by the
AdROSA administrator, either separately for each advertiser’s portal or as one
common value for all.

For each term extracted from target pages, which simultaneously exists in the

set of term page vectors, the advertiser term vector ta;= < w;‘i,w}“z,..., wﬁ‘}\, > is created;

where N is the number of advertisements (advertisers’ web sites). The coordinate
w;‘,' denotes the weight of the term # in the advertiser’s web site (4) and is calcu-

lated using Eq. (6.1). Note that one advertiser term vector, ta; corresponds to ex-
actly one publisher’s term page vector tp;. For this reason, terms from publisher’s
web pages that do not occur in any advertiser’s web site have an empty vector, ta;
with all coordinates set to 0. Examples of such nonexistent terms are term,, terms,
and terms in Fig. 6.7. There are also some terms from the advertiser’s site which
are passed over. They have no equivalent counterpart on the publisher’s pages -
termy in Fig. 6.7. Such an approach ensures a uniform term domain for both the
publisher’s and the advertiser’s content.

Advertiser term vectors ta; are not clustered because the equivalent pub-
lisher’s term page vectors have already been clustered. Since one vector ta; corre-
sponds to one vector tp;, one publisher’s conceptual space is equivalent to one
advertising conceptual space. Only one mean vector, centroid ctax, for each kth
advertising conceptual space is calculated.

It may happen that no term from the given kth publisher’s conceptual space
occurred in any advertiser site. In that case, all coordinates of the centroid ctax
would be equal to 0. There is no usefulness to such a conceptual space. If we as-
sign the current user to this cluster, we will not have any advertisements to dis-
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play. Nevertheless, the existence of empty advertising conceptual spaces may be
helpful in the future, if we admit new banners to fill this gap. Assuming that new
advertisements are inserted much more often than the changes in the content of
the publisher’s portal, then new advertiser site content may be usually added to
cta vectors without rebuilding the ctp vectors. This simplifies processing. The
only thing we need to do is to mark the ctp vectors as temporally inactive for
advertising. In the case of relatively frequent modifications in the publisher’s site,
we have to periodically repeat all data processing and simply remove each con-
ceptual space with the corresponding empty advertising conceptual space. How-
ever, conceptual spaces may be exploited at the same time by the hyperlink rec-
ommendation system (the ROSA core system) [Kaz03b, Kaz03c, Kaz04d] that
blocks destruction of vectors not useful for advertising.

6.5.2. Usage Mining - Session and Clicked Advertisement Processing

The first step of usage mining is the acquisition of HTTP requests and the extraction
of sessions. A user session is a series of pages requested by the user during one visit
to a publisher’s web site. Since web server logs do not provide an easy method for
grouping these requests into sessions, each request coming to the web server should
be captured and assigned to a particular session using a unique identifier passed to
a client’s browser. During the first user request in the session, the system assigns
this ID either to the returned cookies or to the dynamically generated hyperlinks as
an additional query part of the URLs. The client returns this identifier to the server
at each user request. In this way, the system is able to both monitor current activi-
ties of the user and gather the entire user session after it has finished. The procedure
for closing the session is launched after a certain amount of idle user time, e.g. 30
min. Note that the user identification is performed only once within each session.
Even though the browser returns the old cookies at the next user visit, the system
creates a new user session. See Sec. 6.7.2 for further discussion concerning the pos-
sible continuation of the previous session for the same user.

Each jth historical user session stored by the system is represented by the M-

s

dimensional session vector s=<wj,wj,..,wj >; where wj {01} denotes

whether the ith page was visited (1) or not (0) during the jth session. The coordi-

nate wj; is set to 1 for the ith page, no matter how many times this page was re-

quested by the user within the confines of the jth session. For this reason, there is
no need to perform any normalization as in the case of content processing.
Historical session vectors s; are clustered into K' separated usage clusters in
the same way as term page vectors tpj, using hierarchical clustering. The centroid
csy of a cluster (usage pattern) describes one typical user’s behaviour — the navi-
gation path throughout the web site. For a web site with more than 7,700 sessions
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(35,000 requests), 19 clusters were created [Kaz04d]. Note that the coordinates of
the centroid csi belong to the range [0,1].
Data about visited (clicked) advertisements during the jth historical user ses-

sion is stored by the system in the visited ad vector v,-=<zu;?1,zu;-’2,...,zuj-’N 535 w}’l is

the number of click-throughs of the ith advertisement during the jth session. For
each user session sj, there exists exactly one corresponding visited ad vector v;.
Thus, having the k'th session cluster csk, we also obtain the appropriate cluster of
visited ad vectors without a clustering procedure - similar to the publisher’s and
the advertising conceptual spaces. For each k'th cluster, the centroid-ad visiting

pattern cox=<wgy, Wiy ..., Wiy >, wis €[0,1], is found:

1 "y
V=== " Ve, (6.5)

nk'

where 71, - the number of vectors in the k'th cluster.

The problem of empty usage and ad visiting patterns should be handled in the
same way as empty conceptual spaces, see Sec. 6.5.1. For usage patterns corre-
sponding to “zero”, the corresponding ad visiting patterns have to be either de-
leted or temporarily deactivated.

Since in our approach, each user remains anonymous, the single historical ses-
sion vector s; as well as the associated visited ad vector v; are related to the jth
stay of an anonymous user in the publisher’s portal. Hence, j is the index of visits
rather than human beings.

6.5.3. Monitoring of Active User Behaviour

The behaviour of each active user visiting the publisher’s web site is monitored

from the beginning until the end of the user session. The AAROSA system keeps

the information about pages visited by all active users. For the jth active user, the
ps

5 » 4 S S . . .
appropriate active user page session vector psj=< w;’l ,wfz,...,w jv > is maintained;

where w j’: €[0,1] denotes the temporary weight (timeliness) of the ith page for jth

active user. The vector coordinate is set to 1 for the just viewed page, but for all
previously requested pages, the coordinates are decreased to emphasize recent
user behaviour and place less importance on what came before.

Two approaches to active user page session vector updates have been consid-
ered: an exponential and linear function. In the exponential approach, the system
retains in ps; the data about all pages visited by the jth user during the active ses-
sion. Decreasing the coordinate values is accomplished by multiplication by the
constant, which is less than 1, and that is equivalent to the exponential function
(Fig. 6.8):
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1, when the page d, is just requested,

ps __ 1ps
wy =A% wy,
0, when the page d; was not visited during the jth active session,

when the page d; was visited during the jth active session, (6.6)

where A - the constant parameter for the interval [0,1], determined experimen-
tally, in the implementation A = 0.75 was assumed; w}f’ ¥ —the previous value of the
coordinate.

Note that if page d; is visited again, the value of wff is set all over again to 1 at

each such request.

i-th page s
» o urly urly urly girly ... urly B
active user page session vector 0, 0, 1, O.(;..., O.i6

next page

A

i-th +1 page
_‘ : urly urly, u¥
§ active user page session vector 1,

| Active page:url, |
Prev. page: yris<

urly . ourly
,042 8

Fig. 6.8. Modification of active user page session vector ps; after the next user web page request
using the exponential function; 1=0.75

The second linear approach to user monitoring needs only a limited amount of
data to store user behaviour. Only K lately visited pages are stored for each user:

K-k

k<K,

0, otherwise,

ps _
w].‘. =

(6.7)
where K - the constant parameter; k - the consecutive index of the document d; in
the jth active session in reverse order.

For the just viewed page, k=0; for the previous page, k=1; etc. In other words,

wl is linearly decreased from 1 to 0 with the step 1/k (Fig. 6.9). The value of K

depends on the number of potential concurrent users and available system re-
sources. The greater the K we use, the more resources we need.

First, the exponential function Eq. (6.6) suddenly drops, then gradually ap-
proaches 0. This enables recent changes in user behaviour to have the greatest influ-
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ence on user assignment to the closest conceptual space and the best usage pattern,
see Sec. 6.6.1. Nevertheless, this also considers all previous pages. However, a lot of
space may be required to store all ps; vectors in the case of many concurrent users.
Since only K numbers need to be retained for each user in the linear approach Eq.
(6.7), we save space but at the same time we probably lose accuracy.

1 Q

0.8
0.6 -

ear damp function .
—0&— Exponential function

Coordinate value

0 g

¢ 2 4 6}]8 10 12 14 16 18 20 22 24

HTTP request
Request for the page

Fig. 6.9. The value of the coordinate of the active user page session vector for page d; with two
different ways of calculation. Page d; is visited at request no. 0 and 5. 2=0.75, K=10

The active user ad session vector asj=<wjj,w},..,wjy > plays a role similar to
the active user page session vector in relation to displayed advertisements. It pre-
vents advertisements from being displayed too often and enables their periodical
rotation. The coordinate w;‘f €[0,1] denotes when the ith advertisement was
shown to the jth current user. Values in the vector are always updated after ad-
vertisements have been assigned to the user and displayed on the web page. The
w; value is set to 1 for the just emitted ith advertisement after the jth user’s re-

as

i are decreased using factor

quest. At the same time, all other previous values w

ae[0,1], as follows (Fig. 6.10):
w(.ztv =q* wms . (68)

Ji ji

It was assumed in the implementation that a=0.8. The active user ad session
vector as; with a value of 0 at all positions, is created with the first request from
the current active user and is removed after the user’s session has finished.
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Formula (6.8) is equivalent to Eq. (6.6), and as with the active user page session
vector ps; we would need to restrict the space required for as; because of resource
limitations, depending on the number of all advertisements (N) and the potential
number of concurrent users. If the value of these numbers is too high, the linear
function can be introduced as in Eq. (6.7).

Active ad:ad;
Prev. ad: ad,

Active ad:ad;
Prev. ad: ad;,

Fig. 6.10. Decreasing the coordinates of active user ad session vector as; after displaying an
advertisement; «=0.8

Information about the number of emissions of every advertisement is stored in
the ad emission vector e/=<wj; , W}, ..., wjy >; where the value of w}; is the number

of emissions of the ith advertisement for the jth active user. Information kept in
the ad emission vector is necessary in order not to display one advertisement too
many times to one user and is useful in controlling advertising policy.

6.5.4. Advertising Policy: Emission Limits, Priority

Many publishers allow advertisers to specify an emission limit of one advertisement
to a user during a single user session. The number of permitted emissions of the ith

advertisement is denoted by the coordinate w™ of the emission per user vector

epu

- epu
epu=< w;

epu
W3 g

Wy >.The information about the acceptance of the emission of

particular advertisements for the jth active user is stored in the vector ad emission ac-

ceptance for the jth user eauj=< w3, wi’,..., wiy' > . The value of the coordinate wS™

depends on the general limit of emissions of the ith advertisement (epu) and the cur-
rent number of emissions of this advertisement to the jth active user (e), as follows:

eau {1, if w" - w5 > 0 or “emission is unlimited”, 69)

0, otherwise.
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As mentioned above, the publisher is able to increase the importance of each
advertisement. The appropriate, manually set priorities are stored in the ad prior-

ity vector p=<w? ,w} ..., wf >, where w? €[0,1].

6.6. Personalization and Final Filtering

The personalization process in AAROSA consists of two stages: user assignment
and vector integration (Fig. 6.11). Both are accomplished individually for each user
visiting the web site at each user request. In the former (see Sec. 6.6.1), the user is
assigned to previously obtained offline patterns, while the latter (see Sec. 6.6.2) in-
tegrates all information obtained about the user, their behaviour, and the advertis-
ing policy features to provide the most suitable personalized advertisement. In fact,
the first stage of personalization consists in building personalized associations be-
tween current user behaviour and either textual contents or visiting patterns.

SR

- | Closest advertising |- User behaviour
conceptual space |, (visited pages)

Active

§ Ad Bl Visited B Ademission EEERTNC
session [ ads acceptance RIS

 vectors

Vector integration,
- ad ranking -

Advertising iy o Filtering
policy

ected, personalized ..

advertisements

Fig. 6.11. Personalization in AAROSA
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6.6.1. User Assignment - First Stage of Personalization

Current user behaviour is reflected in the data about pages visited during the
user session kept in the active user page session vector ps;j, see Sec. 6.5.3. At each
HTTP request from the jth active user, the AAROSA system again assigns this
user to the closest publisher’s conceptual space ctpx (Fig. 6.12) and independently
to the closest usage pattern csy (Fig. 6.13), by searching for centroids with a
minimum value of cos (psj,ctpx) and cos (ps;,csx), respectively. The closest concep-
tual space indicates the thematic part of the publisher’s portal that the current
user is just visiting, e.g. music or sports, while the selected usage pattern points to
the group of users with similar behaviour, e.g. sports fans or buyers.

Conceptual spaces The closest
(centrozd vectors) publisher’s content

Lurly urly urls urly, ... urly
0, 1, 0, 0.9,...,0.81

. ‘ active user page session vector
(active user behavior)

centroids
: centrozd4

The closest ﬁidvertlser ’s

content Association

Fig. 6.12. User assignment to the closest conceptual space (thematic group)

Usage patterns
pager:r fllfacglose::tern (Cenffmd vfdoré) 7

active user page session vecto
(active user behaviour)

urly urly urly urly... urly
0.5,0.1, 0, 0.

The closest
ad visiting pattern

Fig. 6.13. User assignment to the closest ad visiting pattern

Each publisher’s conceptual space ctpx corresponds to one advertising concep-
tual space ctax and each usage pattern csy is related to one ad visiting pattern cu.
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As a result, we obtain ctax and cvy suitable for the current behaviour (ps)) of the
jth active user. Note that the user can be assigned to many distinct advertising
conceptual spaces and independently to many ad visiting patterns within one

session. These assignments can be treated as the personalized associations be-
tween the user and the contents or behavioural patterns.

~

a)[ Advertising | (Publisher’s | Current Publisher’s | [ Ad
conceptual | | conceptual associations pages’ usage visiting
space || . space: sl ; ( “pattern’
» 0 behaviour
(visited
prjg | pages)

Subject
changed

b) Advertxsmg PP Pubhsher s
conceptual | | ¢ ‘ _ AR pages usage
space. L - e Ry b ‘pattern 4

behaviour
(visited

pages)

Usage

(@}
~—

User

behaviour
(visited
pages)

Fig. 6.14. User assignment to the most appropriate advertisements with respect to content and
click-through probability - adaptive, personalized associations
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Figure 6.14 illustrates how the assignment (personalized association) may change
when the behaviour of the visiting user changes. In the first phase of the session - one
or more initial HTTP requests - the user was assigned to the second conceptual space
cta,, appropriate to the subject matter of their current interest, e.g., music (Fig. 6.14a).
In the next phase (Fig. 6.14b), the user changed the subject of viewed pages from mu-
sic to sports. This made the system reassign the user to another conceptual space
number 1 (cta;) that is much closer to sports than cta, resulting in the selection of
advertisements with different contents, e.g., sports equipment.

During the first two phases, the user behaved like a typical “fan” so the third
usage pattern was the closest - cvs. Nevertheless, the user changed behaviour and
visited diverse pages in the third phase of the session. This made user behaviour
more similar to that of another group of previous users-“buyers”. Thus, the user
was reallocated to another publisher’s usage pattern (number 4) and in conse-
quence to another ad visiting pattern (cva). Finally, the advertisements typically
clicked by buyers were presented to the user during the third phase.

Both selected centroids (ctax, cvx) are processed in the second personalization
stage-vector integration.

6.6.2. Vector Integration - Second Stage of Personalization

Having obtained all the above mentioned vectors, a personalized advertisement
ranking is created for each user: list of the most appropriate advertisements is
obtained by sorting the coordinates of the rank vector - rank;. This vector inte-
grates all the N-dimensional vectors engaged in the personalization process:

rank; = (1-v;) ® (1-as;) ® eau; ® p ® (ctar+cvoy), (6.10)

Operator ®, used for two vectors, denotes the multiplication of the individual
coordinates of these vectors: the ith coordinate of the first vector is multiplied by
the ith coordinate of the second vector, i=1,2,...,N. This produces the third vector
with the same dimension.

The rank vector includes all the information useful for recommendation of the
advertisements. Owing to (1-v;), banners clicked by the current user are omitted,
while (1-as;) prevents individual advertisements from being exposed too often
for one user. eau; is responsible for monitoring whether the limit of advertise-
ments per user has been reached and p complies with manually-specified priori-
ties. cuy is used to encourage the display of advertisements that have been clicked
by users who visited similar web pages. Similarly, the use of ctax promotes the
display of advertisements linked to web sites that contain similar words to pages
previously visited by the current user.

Note that both the closest advertising conceptual space ctax and ad visiting
pattern cvx have some coordinates greater than 0. Otherwise, such centroids
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would be removed or marked as inactive for advertising, see Sec. 6.5.1. The only
situation where both vectors would be empty is at the start of the system, when
there are no relevant advertisements at all.

All component vectors in Eq. (6.10), except priority vector p, are user-depend-
ent and may change their values according to current user behaviour.

6.6.3. Filtering

Next, an ordered list of advertisements is filtered using additional advertising
policy features stored in the database. In this way, the requirements of certain
web browsers or the time of day of the emission can be fulfilled. All advertise-
ments are also filtered according to their shape, strictly determined by the page
layout. As a result, the AAROSA system delivers personalized, periodically
changed advertisements meeting various advertising policy features (Fig. 6.15).

ady, ad, ady ad, ads_ads ... ady [ENOSSeYe
XY vector

P
time of day
location
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Selected,
person_aflzed
advertisement

® #3084 b

Fig. 6.15. Filtering and preparation

6.7. Discussion

The AdROSA system is compared with other typical recommendation ap-
proaches in Sec. 6.7.1. Its application to different advertising models, see Sec. 6.2,
is discussed as well. The concept of AAROSA also enables the introduction of
some new advertising measurements useful for new kinds of advertising policies.
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Legal issues, user concerns, the problem of new items (cold start), the possible
continuation of previous sessions as well as maintenance and efficiency matters
are discussed in Sec. 6.7.2.

6.7.1. AAROSA vs. Other Models, Advertising Metrics

One of the most popular recommendation approaches is collaborative filtering
[Buo01, Cun01, Her00, Lee02, Ter97], widely used in commercial recommendation
systems utilized by many companies like Amazon.com or CDNow [Mon(3, Sch01].
Typically, the collaborative filtering method is based on item ratings explicitly de-
livered by users. The system recommends items (web pages, movies, products in e-
commerce, etc.) that have been evaluated positively by similar users. The similarity
between individuals is a fundamental issue in this method. Usually, a set of
“nearest neighbours,” whose ratings have the strongest correlation with the user, is
extracted by the system. This general idea is - in a sense - close to the AAROSA
method. The user is also assigned to the most similar set of web sessions - usage
pattern. However, there are some significant differences. The assignment is per-
formed dynamically at each user HTTP request, which results in flexible adaptation
to changes in user interest, see Sec. 6.6.1, Fig. 6.14. Since the necessary user data is
gathered without cooperation from the user, the user is not forced to deliver any
information. AAROSA respects “the freshness of elements” in the user profile by
means of decreasing the importance of pages visited long ago, see Sec. 6.5.3. The
user profile is the set of vectors monitoring user activities. They are equivalent to
the set of ratings provided by the user in a collaborative filtering approach. Yet an-
other obvious difference is that user identification is not necessary, so AJROSA can
be introduced to open-public web portals.

Demographic targeting, in which advertisements are assigned to the potential cus-
tomer according to their demographic features such as age, gender, education, loca-
tion, interests, etc., is another quite popular approach to advertising [Hun98, Kru97,
Paz99]. However, this model requires the identification of a customer and prior
knowledge about them that hardly fit web portals with anonymous users. In addition,
it is very difficult to collect reliable data and keep it up-to-date because web users
usually avoid filling out forms, not to mention updating them. Demographic ap-
proaches do not provide any kind of adaptation to the interest changes of individual
users. Since collected demographic features are usually very general, the item as-
signment is not precise enough [Mon03]. Nevertheless, some hybrid approaches have
been proposed in which the static, stereotypical data delivered by the user is com-
bined with information about user activities gathered automatically by the system
[Ard00]. This partly overcomes the difficulty of keeping personal data up-to-date as
well as the cold start problem (see Sec. 6.7.2), but such methods still require active
cooperation with the user at least at the beginning. In the AAROSA model, the user
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remains anonymous, while the system draws conclusions from their current behav-
iour, which is indicated by recently visited pages and clicked banners. All necessary
data is monitored without any user effort and even without their knowledge.

In typical demographic targeting, suggested items are statically assigned to
the user, meaning that an only fixed set of items is destined for each user based
on their profile. For example, if they were young and liked rap music, advertise-
ments linked to portals with this type of music would always be presented to
such users, regardless of their current interests. AAROSA acts in a dynamic and
adaptive way that reflects current user behaviour.

Yet another recommendation approach is based on content. In content-based fil-
tering, suggested items are selected based on past user preferences. Thus, a good
similarity measure between items is essential to calculate the closest ones. Since
content-based systems are normally used to recommend text-based items (articles,
books, web pages), the content in such systems is normally described with descrip-
tors-terms, which are expected to be the most informative and distinctive. There are
many different user-dependent data sources such as web pages or books rated by
users [Moo00, Paz97, Paz99] or user queries [Lu02], from which descriptors are ex-
tracted and selected. Having obtained these descriptors, the system retrieves items
containing similar content - the nearest neighbour method. AAROSA works, in
principle, in an analogous way. The main difference is its dynamic adaptation and
rotation mechanisms that overcome the problem of overspecialization [Ado05,
Mon03], which results in recommending the same, limited set of items usually al-
ready seen or rated by the user. Since the allocation process in AAROSA is repeated
at each user request, the user is dynamically assigned the different advertisements
at each step. Additionally, the boredom prevention mechanism - vector as (see Sec.
6.5.3) also decreases the emission frequency of the same advertisement. Unique
term weighting - formula (6.1) - perfectly adapts the AAROSA system to the web
environment. The application of previously calculated representatives of concep-
tual spaces enables reduction of necessary online comparisons - the nearest neigh-
bourhood - which is rarely used in typical content-based approaches.

The AdROSA system is a hybrid, benefiting from a combination of different
methods: usage patterns, conceptual spaces, and a rotation mechanism.

Originally, AAROSA was developed to be used in the publisher model of adver-
tising (see Sec. 6.2), in which a single publisher organizes and manages all advertising
processes. In another recently quite popular broker model, there is an additional ele-
ment - a broker that links many independent publishers with many advertisers. To
enable the introduction of AAROSA to the broker model, we would need to extend all
the vectors to one integrated publishing space, meaning that all publishers” web pages
would be joined in one consistent vector space. In addition, it would be crucial to re-
lay data from the publisher’s web server to the broker because only the latter would
be responsible for the entire advertising process (Fig. 6.6). The necessary data would
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be the URL address of the requested page and the session ID. The only significant
problem in this case is identification of the session. If the publisher detects the user
session then it has to create and delete the session ID and monitor each user request
using, e.g. cookies. In another approach the broker generates cookies at the first user
request and returns it to the publisher that relays cookies to the user. In that case, the
broker is responsible for the detection and monitoring of user sessions. The problem
of a session crossing many publisher sites can be solved by splitting it into separate
subsessions that are equivalent to those for single publishers.

Any metrics mentioned in Sec. 6.3, i.e. CPM, CPA, CPC, CTR, etc., can be used
in the AAROSA system to settle accounts for advertising. Moreover, its additional
features like priority p or the selection of suitable advertisements, which are most
likely to be clicked - vector cs and closest to user interests - ctp (see Sec. 6.6.1),
enable the publisher to increase these metrics, especially for the most profitable
advertisements. Monitoring the emissions of advertisements to a single user
makes it possible to propose some new metrics such as

» TNU - the total number of users, i.e. the number of sessions in which the given
advertisement was exposed. To maximize the value of TNU, for the ith adver-

tisement the appropriate coordinate in epu should be set to 1: w* =1.

* TNUK - the total number of users with k level reached - the measure useful
when we want to gain users who have watched the ith advertisement at least k

times. Use w{™ =k for this case.

Both for TNU and TNUK, the ith advertisement will be presented at most a
certain number of times to each user: once or k times, respectively. Note that all
advertisements that are shown more than the specified limit are, in a sense, a fi-
nancial loss for the publisher, so component eau in Eq. (6.10) prevents such super-
fluous displays.

Component (1 - vj) in Eq. (6.10) that excludes already clicked advertisements
and the rotation mechanism help to avoid useless or annoying repetitions. This
creates space for the presentation of other potentially profitable advertisements.

The introduction of the TNU and TNUK metrics to online advertising can cre-
ate a significant competitive advantage. This would be hardly possible in tradi-
tional advertising systems.

6.7.2. “Cold Start”, System Maintenance, Vector Size, Privacy Prevention,
and Other Problems

Many personalization systems suffer from so-called “cold start” problems related to
the shortage of data for new items [Sch02]. The AAROSA system is based on data
reflecting current user behaviour so it has a certain shortcoming that appears at the
beginning of a user session. At that time, the active user page session vector ps; is
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empty and it cannot be reliably matched to any existing navigation patterns. The
question is which advertisement should be proposed first. This problem could be
partially solved by treating the current session as a continuation of the previous
one. However, the realization of this idea is attainable only if the user is identified,
i.e. they have logged in. On anonymous sites, a user could be identified only with
a fair degree of certainty either by using cookies or by the appropriate matching of
IP addresses. However, what about new or unrecognized users? After a user’s first
request, the system has information delivered by a web browser in the header of the
HTTP request. This data may be used in geographical targeting, which can be in-
troduced at the filtering stage, see Sec. 6.6.3. Note that after a few requests,
AdROSA already has enough information to properly personalize advertisements
according to the method presented in the previous sections.

Another problem appears when a new advertisement is recently added and the
system does not possess any usage data concerning its visits. As a result, such an ad-
vertisement does not occur in any ad visiting pattern (null values of appropriate co-
ordinates in all cv vectors). Thus, advertising conceptual spaces (cta) had to be up-
dated at insertion, and the user had a chance to have the new advertisements
suggested, if they had the most suitable content. This significantly decreases the
problem of a new item. An additional solution is provided by dynamically updating
an advertisement’s priority vector p, which is determined from the time of the adver-
tisement insertion and the time remaining until the end of the advertising campaign
as well as the number of visits so far. Thus, new advertisements are promoted with
the value of the priority coordinates. Moreover, the priority coordinates may be
automatically adjusted according to the given schedule of the advertising campaign.

The appearance of a new page in a publisher’s web site results in the extension of
appropriate vectors and the appreciation of M - the total number of web pages. A
new coordinate is added in all term vectors #p using formulas (6.1) and (6.2). Addi-
tionally, Eq. (6.4) is used but only with reference to the new coordinate to extend clus-
ters adequately. Note that we do not rebuild clusters each time a new page is inserted.
This process is performed only after a certain number of new pages have been added.

Any updates of page content are also monitored, but no vector modification is
performed until the given threshold of changes is exceeded. Usage clusters are
readapted either periodically or after a certain number of new user sessions. The
deleted advertisements as well as publisher’s pages are simply marked as inac-
tive. The problem of synchronizing the update process in a multi-agent recom-
mendation system was considered in [Kaz03b], while change factors in advertis-
ing were presented in [Kaz05a].

The entire AAROSA system uses one coherent vector space with the dimension
of N+M, where N, M - the number of advertisements and web pages, respec-
tively, see Sec. 6.5.1. The quantity of some vectors is reduced by performing clus-
tering offline. It regards term vectors - conceptual spaces, and session vectors
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- usage and ad visiting patterns, see Sec. 6.5.1 and 6.5.2. Since the reasonable total
number of clusters is 10-50, the representatives of these clusters - formulas (6.4)
and (6.5) - occupy relatively little space on the disk even if N and M are large. Yet
another potential problem with vector space explosion is related to online user
vectors, see Sec. 6.5.3. With a great number of simultaneous users, there are many
session vectors ps and as, which have to be matched with the closest conceptual
space and usage pattern. For the sake of efficiency, the number of non-zero coor-
dinates in ps and as can be reduced by using Eq. (6.7) with small number of K
instead of Eq. (6.6), and similarly for Eq. (6.8). To optimize calculations only non-
zero values of the coordinates of all vectors are retained and processed.

The system treats one user visit in the web site as a single user session, see Sec.
6.5.2. Nevertheless, it would be possible to continue the user’s previous session
even after a long time, e.g., based either on the cookies returned by the browser
or on the IP address joint with the browser name. In this case, a relatively large
amount of online processing would be necessary to find the previous session in
the historical database. Hence, such an approach would probably be hard to exe-
cute in open public portals with thousands of daily hits. Additionally, such an
attitude may be either illegal or restricted in some countries or regions, e.g. ac-
cording to Teledienstedatenschutzgesetz (German Teleservices Data Protection
Act) [Tel97] and Directive on Privacy and Electronic Communications by the
European Parliament [Dir02] usage logs must be deleted or made anonymous
after each user session. Static IP addresses are generally treated as identifying
characteristics of web users [Dir02 - section 28, Kob02].

In general, Internet users are interested in receiving personalized content on the
web sites they visit: about 80% of users in 2005; 63% of users were concerned with
the security of their personal data, and only 59% of respondents indicated a will-
ingness to provide preference information by themselves, compared with 65% in
2004. Additionally, only 46% of users were ready to provide demographic data in
2005, down from 11% in 2004 [Cho05]. Thus, we can say that people would like to
have personalized content but possibly without any usage of their personal data.

The primary AdROSA features utilize data that come from monitoring human
behaviour, i.e. only the user’s navigation is tracked by the system and any per-
sonal data is gathered like name, location, or interests. Nevertheless, in some
countries, even activities for monitoring an active user may be restricted due to
privacy protection given by national regulations or international agreements
[Dir02, Kob02, Tel97]. Note that AAROSA does not need to preserve personal
data after the user session has finished. For anonymity purposes, an IP address
for each closed session can be replaced with the consecutive session ID generated
by the system. In this case, only this session ID is used to store session vectors in
the database. Also, if we used incremental clustering algorithms instead of typical
ones, the session vectors would be removed after clustering.
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The simple - but limited - remedy for privacy legal problems as well as user fears
is the proper introduction of P3P (Platform for Privacy Preferences) that simply makes
public the privacy policy of the publisher in a standardized format [Mar02]. Another
solution is that personalization is performed only after the user’s explicit consent at
the entrance to the portal [Tel04]. Privacy can also be protected by the introduction of
the special, dedicated anonymity and pseudonymity mechanism in which many sys-
tems within one network exchange user information using cryptography and some
mixing techniques. Nevertheless, this approach requires many web portals to cooper-
ate with one another and it is completely useless in the case of the publisher model of
advertising (Fig. 6.3) [Kob03]. In conclusion, we should emphasize that the AAROSA
system satisfies most crucial privacy postulates, since it exploits neither typical demo-
graphic data nor the previous behaviour of current users. It also does not need to re-
tain any personal data from the finished user sessions.

6.8. Demonstration of AAROSA Activities

For demonstration purposes, the AAROSA prototype was installed on the local
copy of a Polish portal, poland.com. Next, advertising campaign parameters for
10 banners were inserted into the system (Fig. 6.16) and a hypothetical user ses-
sion was carried out.
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Fig. 6.16. The main web page of the poland.com portal with all banners considered
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Fig. 6.17. A sequence of eight user requests

A sequence of eight user requests during a single session is presented in Fig.
6.17. On each page, some advertisements were selected by AdROSA and dis-
played to the user. The navigation path and the displayed advertisements, as well
as the closest centroids, are shown in Table 6.1. At the beginning of the session
(the first request, main page), the user was assigned to the ad visiting pattern 17
and advertising conceptual space 2, and, as a result, banners E, G, and I were dis-
played. The user clicked on banner I. After the third request, when the user came
back to the main page, he was reassigned to the ad visiting pattern 14, even
though the advertising conceptual space remained the same. Banner E was dis-
played again, but two other new advertisements (D, J) were suggested instead of
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G and I. This was the result of the assignment of a new ad visiting pattern (it
changed from 17 to 14), so new banners D and ] were promoted, while G was
excluded. Additionally, banner I, which was clicked in the first request, was
blocked owing to “1” in the v vector. After the user moved to the Culture Section
in the fourth step, the closest advertising conceptual space changed and banner F
was displayed. In the following requests, the user visiting the Culture and Music
sections continued to be assigned to the previous patterns but the banners kept
changing.

Table 6.1. An example sequence of user requests

Request 'Requeste dpoge o :clo.s'es‘t ad /__clos»esfad Displayed Clicked
sequence a0 - | wvisiting - | conceptual ad . [+ad
' : . pattern | space pfEa
1 Main Page - http://www.poland.com 17 2 E G, 1 I
Business - http//business.poland.com 17 2 B
3 Main Page - http//www.poland.com 14 2 D,E ] D
Culture Section -
. httpy/culture.poland.com/ e 1 F
5 Music - http;//music.poland.com/ 14 11 H
Culture Section -
g httpy//culture.poland.com/ 14 1 <
Polish Writing -
7 http:/fwww.poland.com/directory/link.php? 21 19 C C
rangeid=2063&url=go.php?id=2063
8 Business - http;//business.poland.com 21 6 A

Having analyzed the data collected in Table 6.1, we observed that, depending
on the navigation path, the user was reassigned to different navigation patterns,
therefore to a different advertising conceptual space. Similarly, the closest ad
visiting pattern changed. According to AAROSA’s assumptions, advertisements,
which were clicked on during the session, were never displayed again to the user.
If the user returned to the same page (e.g., the Culture Section was visited in re-
quests 4 and 6), the offered advertisements were different because banners are not
statically assigned to a specific page.

Some advertisements were displayed twice during the session, but due to the
AdROSA boredom prevention mechanism (active user ad session vector as;), this
never happened in successive requests, i.e. advertisement G was displayed at the
first and then only at the sixth request. This mechanism also forced changes of the
banners during the 4-5-6th requests, even though the user was assigned to the
same conceptual space and ad visiting pattern. Additionally, each advertisement
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was prevented from being displayed too many times, according to the value of
eau; vector, e.g., banner E is allowed to be presented only twice.

A user may be assigned various centroids on the same page, depending on
their behaviour, e.g., the closest conceptual space for the Business page was once 2
and once 6. This results from having different previous pages and a different
value of the active user page session vector ps;.

To conclude, the user was offered personalized advertisements, depending on
their behaviour and the content of the pages visited during the analyzed session.

6.9. Multi-agent Architecture of AAROSA System

AdROSA consists of two main parts: AAROSA Server, which is a part of ROSA
(Remote Open Site Agents) server, and AAROSA web. The Server is a multi-agent
system performing all offline operations and it executes a remotely invoked adver-
tisement personalization process. The AAROSA web is an application responsible
for advertisement display and session data management. The preliminary version
of the AAROSA multi-agent architecture was presented in [Kaz05a], while the one
described below was finally developed and implemented in a prototype.

Both ROSA and AdROSA have been developed as multi-agent systems, whose
expert agents cooperate with one another and may be distributed among many
hosts. Every agent is responsible for a single task and encapsulates specific func-
tions that would be available for the rest of the system. For that reason, the agents
possess their own knowledge, which they interchange with one another. The multi-
agent architecture of the system is presented in Fig. 6.18. ROSA agents, marked in
white, are responsible for the operations on a publisher’s site, while AdROSA
agents (marked in black) accomplish tasks strictly related to advertisements.

-[Crawler | Content | Content] ( Usage ] : ROSA

Manager 1 Miner Miner

Y
Ad Ad Content J§ Ad Content | Ad Usage § Ad Update
Manager Manager - Miner Miner Manager

OFFLINE

ONLINE

AdROSA

Ad DBase Ad Selector
web

AdROSA Server

Fig. 6.18. Multi-agent architecture of AAROSA system
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Fig. 6.19. AAROSA management console after ranking advertisements

Crawler retrieves the site content using HTTP; it extracts terms and calculates
the document-term frequency. It is used to analyze both the publisher’s web site
and the advertised web sites linked by advertisements.

Content Manager creates the vector representations of terms, which occurred on
the web site, and determines its significance according to their frequency. Ad Con-
tent Manager uses the capabilities of Content Manager and performs analogous
operations on the terms retrieved from advertised web sites.

Content Miner and Ad Content Miner cluster term vectors and calculate the
mean vector (centroid) of each cluster. They execute the tasks for the publisher
site and the advertised sites, respectively.

Usage Miner clusters historical sessions and then calculates their centroids rep-
resenting typical usage patterns.
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Ad Usage Miner creates visited ad vectors, clusters them, and calculates a cen-
troid. The centroid represents the most likely clicked advertisements by users
navigating the web site according to the corresponding usage pattern.

Ad Update Manager is responsible for periodic web site monitoring and recog-
nizing whether changes are serious enough to start the update process. Ad Up-
date Manager controls the validity of campaigns and performs an automatic up-
date of clusters, which is necessary for correct recommendation.

Ad Manager includes a user interface and provides advertising campaign man-
agement tools.

Ad Selector performs an online personalization process: it creates necessary
vectors, carries out a ranking, and returns a set of the most appropriate adver-
tisements. It is also responsible for filtering of advertisements - the second per-
sonalization stage.

After each request, the Ad Selector agent may display to the administrator on a
Java console the values in all vectors involved in the personalization process and
the weights of individual advertisements in the ranking. The example screenshot
of the console is presented in Fig. 6.19.

Ad DBase provides database connectivity. It performs operations requested by
other AAROSA agents on the database.

(  WEBSERVER
Web page | a) Click on an ad recalls .
‘| Advertiser Servlet Advertiser’s
m 5 it i gAY
Web page
N ¢) Redirection

to advertiser’s
web page

. Request for| |6. Return of
an ad image the ad image

£ V- 3 G T R TR B T T
4. Request for b) DB . AdROSA
(232::2 ad data Adl‘;‘; ;I:lDB u;))date Advertiser
counts 5. Reuim 9§ || (operations on * 1 e
displays) YRR DB) : CATION
« . o : .~ SERVER

2. Request for 3.Return of the rank + Communication
personalized ad list: ad ids ¢ with DB

AdSelector 1 | | Database
Agent

(advertisements’ |

ranking)

Fig. 6.20. Physical layers of the AAROSA system
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As mentioned before, AAROSA Web is a web application, which controls the
display of advertisements on a web site. It runs on the application server (Tom-
cat) and consists of a set of JSP pages, Java Beans, Servlets, and Java Scripts com-
municating with each other to manage the online process of advertisement per-
sonalization. Two main parts of the online process can be mentioned (Fig. 6.20):
emission (constant line), and click (dashed line). The former is an emission of a
personalized advertisement on a web page requested by a user. The latter is run
after a user clicks on the advertisement leading to the advertiser’s web site.

Working AdROSA is totally invisible for a web user visiting a web site, who
may not even be aware of the personalization process performed after each re-
quest.

6.10. Conclusions

The integration of information coming from different sources such as web usage
mining, web content mining, advertising policy, and boredom prevention is the
essential issue of the hybrid, personalized advertising method presented in this
section. The large number of factors considered means that the same user on the
same page may be recommended different advertisements each time.

The crucial component of the method is the adaptive creation of the associa-
tion between the current user and the advertisers” web sites with respect to adver-
tising policies. Additionally, the advertisements recommended to the user ac-
cording to the computed associations are more likely to be clicked.

Almost all processes in the method (Fig. 6.6) are performed automatically by
the system, which decreases management costs. The idea of personalization based
on “user-friendly” data acquisition (without the user’s effort) makes the AAROSA
system applicable in most open-access, anonymous web portals and can widen
typical personalization systems based on demographic or collaborative filtering
used in many web sites. Although the system works in the portal (publisher)
model of advertising (Fig. 6.3), it can be relatively easily extended, with some
limitations, to the broker model. The integration of the AAROSA system with the
ROSA core system [Kaz03b, Kaz03c, Kaz04d], which recommends hyperlinks,
results in a complex, coherent personalization framework that can satisfy both
users and advertisers.






1 using Rssociations in Virtual

Social Networks to Evaluate
Social Position of Individuals

Web-based services, which enable people to communicate with one another and
share their interests, reveal that human relationships have moved more and more
from the real world to the virtual, internet world. This process began when the first
email service started, but currently we can observe its substantial expansion in
many systems such as instant messengers, blogs, wikis, dating systems, online so-
cial network systems like Friendster [Boy04] or LinkedIn multimedia publishing
systems like Flickr or YouTube, and many, many others. Humans with their spon-
taneous but at the same time social and collaborative behaviour are the most sig-
nificant, and concurrently the least predictable element in each of these systems.

Users who interact with one another or share common activities form in the natural
way a user social network. A social network consists of two components: a finite set of
users, usually called actors, who are the nodes of the network, and a set of ties that de-
note the associations between the nodes [Gart97, Han06, Was94, Yan06]. In this section,
ties reflect behavioural interactions between users or their common activities. For exam-
ple, a couple of people who send email messages to each other, who learn the same les-
sons in an e-learning system, talk to each other or who comment on the same internet
blogs for the sake of these activities are in a mutual relationship. Each of the enumerated
services can provide suitable source data about communication between their users.

Based on the data derived from a source system, we can build a social network of
its users and then analyze its links [Don05]. This especially refers to studies on posi-
tions and importance of each user within the network. This would help to discover
some users who occupy the highest social statement and probably the highest level of
trust [Gol04, Ran04] and importance. These users can be recognized as key persons or
representatives of the entire community. A small group of key persons is potentially
very useful for the social network management since they can initiate new kinds of
actions, spread new services or activate other network members. On the other hand,
users with the lowest social position should probably be stimulated to greater activity
or be treated as the mass, target receivers for the prior prepared services that do not
require a high level of involvement.
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The social position of an individual described in this section is a new centrality
measure of personal social statement within the weighted and directed network.
The value of social position depends on both the strength of association a person
maintains as well as the social positions of all their acquaintances. Moreover, not
only is the social position inherited from others but the level of inheritance de-
pends on the commitment in activity of the acquaintances directed to this person.

The main features of the social position measure that result from its iterative
calculation as well as experiments on real data including email communication
are presented in this section.

7.1. Social Networks

The virtual social networks, which are a special case of regular social networks,
have different kinds of backgrounds and associations” characteristics. Pujol et al.
distinguish several types of social networks based on different data sources used
for their construction: personal web pages, reports or document authorships, par-
ticipation in projects, hierarchical structure of organization, sharing of physical or
virtual resources (news groups, forums), emails [Puj02].

Many researchers identify the communities within the web based on link topology
[Fla00, Gib98], while others analyze emails to discover the social network [Cul04,
Gib98, Thu79, Zhu06]. Furthermore, some of them compare the web to a social net-
work and try to study the connection between web pages [Kum02]. Adamic and Adar
analyze the text on the user homepage, links from the user homepage to other pages
as well as links from other pages to the user homepage and mailing lists. From all this
data they extract social networks [Ada03]. The online social networks that are defined
as the set of people who are connected by a computer network are studied in [Gart97].

7.1.1. Virtual Social Networks

A virtual social network (VSN) is the network of users who meet or cooperate by
means of the Internet. It consists only of humans, but not organizations or groups.
Moreover, virtual network members communicate with one another over distance
and maintain their relationships only through the internet services. For that reason,
virtual social networks suffer from the lack of person to person contacts [Wel01].

Definition 7.1. A virtual social network VSN=(M,R) is the social network in which M
is the finite set of non-anonymous internet user accounts - internet identities, called
network members, that communicate with one another or participate in common
activities provided by internet services. R is the set of associations derived from such
communication or common activities. An asymmetric association (mm;m;)eR, which
links member m;e M to member m;e M, exists if and only if there exists any communi-
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cation from m; to m; or activity common for both m; and m;. The set of members M
must not contain isolated members, i.e. VimeM ImjeM, iz ((mi,m)eR v (m,m)eR),

card(M)>1.

Definition 7.1 is based on the definition of the regular social networks formu-
lated by Wasserman and Faust who claimed that “a social network consists of
finite set or sets of actors and the relation or relations defined on them. The pres-
ence of relation is a critical and defining feature of a social network.” [Was94].

The internet identity is a digital representation of the physical, social entity in
an internet service, usually related to a single human being. This representation
must unambiguously identify the social entity (the user in the internet service)
and its task is to move the physical entity from the real to the virtual world.

If the network member x does not possess any association neither from nor to
anybody, then such individual x is called isolated and should be excluded from
the member set M - see member ¢ in Fig. 7.5. The conclusion that can be drawn
from this constraint is the minimum quantity of network members: card(M)>1. All
further formulas as well as the social position function considered in this section
are valid only for virtual social networks VSN(M,R) without isolated members.

According to Definition 7.1, social associations are asymmetric, which means
that if for example member m; sends emails to member 1, then member m; does
not have to reply these emails; in consequence (m;,mj)eR but (m;m;)R. However,
common activities of two members m; and m; often result in two associations
(mi,;mj)eR and (m;,m;)eR. Nevertheless, in such a case the strength of the associa-
tion (m;,m;) usually differs from the strength of the reverse association (m;,m;).

Definition 7.1 prevents associations R to be derived directly only from data
available in internet services. This especially regards the information about inter-
personal communication like sent emails, talks through instant messengers, VolP
calls. Associations can also be created upon user activities or achievements that
involve more than one member such as comments on the same blogs, links between
user homepages, participation in projects or teams, e.g. membership in scientific
conference program committees, authorship of documents, etc. Note that the acces-
sibility of data can vary depending on the service: email data is available only on
SMTP/NNTP servers whereas blog comments and homepages are usually public.

7.1.2. Associations and Their Automatic Extraction

An association in the social network is the connection from one member to another
that reflects their common acquaintance, private or professional relation or even
similarity of their activities or inclinations. The maintenance or even only existence of
an association usually requires our trust, commitment, emotion, dedication of time
and effort.
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Several significant features can characterize a human relationship (association)
like mutuality, durability, intensity, intentions, culture conditionings, emotional
level and finally strength [Han06, Was94].

An association does not have to be symmetrical, e.g. Tom could be friends
with John but John might not see Tom as his friend. Nevertheless, if it is symmet-
rical then it is usually more durable. Moreover, an association may be durable for
a certain period after which it could weaken or diminish. Thus, an association is
either more persistent or more temporal and the time factor is very important. If
Tom sent John 20 emails over two weeks, five years ago, then John would have
most probably forgotten Tom by now. However, John would remember and feel
a kind of durable association with Bill who has regularly sent John one email
every quarter for the last five years. Each human relationship requires periodic
support and refreshment. Furthermore, the longer the acquaintance is, the more
durable it is in future terms.

The importance of contact intensity and communication features on the
strength of the association may result from the culture both participants live in.
Ten emails sent by the representative of one nation may have greater significance
than the same number of emails exchanged between individuals from other na-
tions. Many phone calls made late at night or in time off nurture a stronger asso-
ciation than the same calls in regular working hours.

The strength of an association can depend on its basis, especially the kind of
communication or mutual activity. The meeting of commentators of the same
blog or even hyperlinks between homepages generally connect people much less
than the co-authorship of a scientific paper.

Some unusual factors may also be the sign of stronger associations. An inten-
sive correspondence in Polish is the evidence for stronger association between
foreigners in Japan rather than the same communication in Japanese between
natives. Nevertheless, the opposite meaning would be true in Poland.

In some environments like the worldwide internet, that is multicultural in its
nature, the detection of some differences appears to be very sophisticated.
Moreover, some features of human associations may either require complicated
content processing like extraction of the emotion level or even be very hard to
discover like intentions.

7.2. Social Position of Individuals in Virtual Social Networks

7.2.1. Social Position Concept

On the web, there is a great need to assess not only the significance of web pages
created by people and published in web services [Bri98], but also the importance
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of people within virtual social networks. The measure studied in this section is
called social position and it enables us to estimate how valuable the particular
individual within the human community is. In other words, the importance of
every member can be assessed by calculating their social position. This signifi-
cance of the nearest neighbours of a member is taken into consideration as well as
the quality of their mutual associations.

The importance of the member in the weighted social network, expressed by
the social position function, tightly depends on the strength of the associations
that this individual maintains as well as on the social positions of their acquain-
tances, i.e. the first level neighbours influence the importance of the member in
the network. In other words, the member’s social position is inherited from others
but the level of inheritance depends on the activity of the members directed to
this person, i.e. intensity of common interaction, cooperation or communication.
The activity contribution of one user absorbed by another is called commitment
and is presented in Fig. 7.1 as weights of edges.

/>

I /

4

Fig. 7.1. Example of the social network with the assigned commitment values

Social position function SP(x) of member x in the virtual social network
VSN=(M,R) respects both the value of social positions of all other network mem-
bers as well as the level of their activities in relation to x:

SP(x)=(1-¢)+&- Y SP(y)-Cly > x), (7.1)
yeM

where ¢ - the constant coefficient from the range [0,1]; C(y—x) - the commitment

function that denotes the contribution in activity of y directed to x. In other

words, C(y—>x) expresses the strength of the association from y to x.
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The value of ¢ reflects the openness of human social position on external influ-
ences: how much x’s social position is static (small &) or influenced by others
(greater €).

In general, the greater the social position one possesses, the more valuable this
member is for the entire community. It is often the case that we only need to ex-
tract the highly important persons, i.e. with the greatest social position. Such
people are likely to have the biggest influence on others. As a result, we can focus
our activities like advertising or target marketing solely on them and we would
expect that they would entail their acquaintances. The social position of user x is
inherited from the others but the level of inheritance depends on the activity of
the users directed to this person, i.e. intensity of mutual communication. Thus,
the social position depends both on the number and quality of associations.

Fig. 7.2. Two fragments of a social network. The size of
the node corresponds to the value of its social position.
The arrows reflect commitment values. e~1

A user can possess the high social position if some other people transfer their
high SP to them. For example, the social position of user x; in Fig. 7.2a is 0.9. It
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mostly comes from x3's high commitment in the activities of user xi, C(xs—x3)=0.6
and C(x3—x3)*SP(xs) equals as much as 0.54. The contribution of two other users
x1 and x»2 in SP(x3) is only 0.36, even though their commitment values are the
greatest possible C(x1—x3)=C(x2—x3)=1. On the other hand, despite the very high
SP(xs), the value of SP(x1) is only 0.09 due to very low xi's participation in x3's
activity, C(xa—x1)=0.1. User x; is the only one who is active towards user x;. The
social position of user xs is medium-sized: SP(xs)=0.4, although three other per-
sons x5, X7, and xs pass most of their activities to xs: C(xs—x5)=0.8, C(x7—>x6)=0.9,
and C(xs—x)=1, Fig. 7.2b. This results from the low or very low social position of
Xs's acquaintances: SP(xs5)=0.25, SP(x3)=0.2 and SP(x;) is almost zero. Hence, SP(x3)
is high because of high SP(xs) as well as big C(x1—x3) and C(x>—>x3); SP(x1) is low
due to small C(xs—x1); and SP(xe) is medium with respect to the low importance
of its neighbours.

7.2.2. Association Measure - Commitment Function and Its Constraints

Commitment function C(y—x) is the measure that describes strangeness of the
association from user y to user x. It is a slightly enriched version of relationship
commitment C™(y—x). Function C™(y—»x) is based on the association data within
the virtual social network VSN(M,R).

There are four important constraints regarding commitment function derived
from the associations C(y—>x):

1. Relationship commitment function C*(y—x) is directly derived from the
data describing associations from y to x in VSN(M,R), x,yeM, x=#y. If there exists
the association (y,x)eR then C*(y—x)>0. If there is no association from y to x, i.e.
(y,x)&R then C™(y—x)=0.

2. The value of relationship commitment is from the range [0,1]: V(x,yeM)
C(y—x)e[0,1].

3. Relationship commitment function to itself equals 0: V(ye M) C*(y—y)=0.

4. If at least one association commitment from y is greater than 0, then the sum
of all relationship commitments from y has to equal 1:

V(yeM) IxeM) C*(y—-x)>0= > C"(y—>z)=1. (7.2)
zeM
To satisfy condition 4 for all network members y, not only those for whom
J(xeM) C*(y—x)>0, a new condition has been appended to the final commitment
function C(y—x).
The full set of conditions for commitment function C(y—x) in VSN(M,R) is as
follows:
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1. Commitment function C(y—x) reflects the strength of the association from y
to x in VSN(M,R), x,yeM, x#y and for that reason if C"”(y—)x)>0 then
C(y—x)=C*(y—x), where C*(y—>x) is the value of association commitment di-
rectly derived from the data about association (activities) from y to x. If there is
no association from y to x then C*(y—x)=C(y—x)=0, except condition 5.

2. The value of commitment is from the range [0,1]: V(x,yeM) C(y—x)e[0,1].

3. Commitment function to itself equals 0: V(yeM) C(y—vy)=0.

4. The sum of all commitments has to equal 1, separately for each network
member:

V(yeM) Y Cly - x)=1. (7.3)

xeM

5. If a member y is not active to anybody, then some other members x are ac-
tive to y, since based on Definition 7.1 no isolated members are allowed in

VSN(M,R), i.e. V(yeM) 3(xeM) ZC”’ (y = z)=0 = C(x—y)>0. In this case, to
zeM
satisfy condition 4, Eq. (7.3), the sum 1 is distributed equally among all y’s ac-

quaintances - x (Fig. 7.3), i.e. all values of C(y—x):

V(xeM)Y C¥(y—>2)=0=

zeM

V(xeM:C™(x - y)>0) C(y > x) = 1

card({xe M:C?(x > y)>0})

(7.4)

In other words, the value of commitment function C(y—x) from y to x is usually
obtained from raw data about direct activity of member y in relation to x or as the
equal potential contribution in activity in case of the total lack of y’s activity.

X3 X4

Fig. 7.3. Distribution of the commitment for an inactive member x equally
among all x's acquaintances
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Member y from Fig. 7.3 is not active to anybody within the network, but there
are four members (x1, x2, X3, x4) who are active to user y. In this case, the commit-
ment function is equally distributed among all y's acquaintances.

Note that the virtual social network VSN(M,R) must not contain any isolated
members (Definition 7.1). This restriction is derived from the lack of possibility to
satisfy all conditions enumerated above for such members, especially condition 4,
Eq. (7.3). :

The consequence of the 4th constraint is that if member y is active to only one
other member x, then C(y—x) =1.

According to the above requirements for the commitment function C(y—x),
formula (7.1) can be expressed in a slightly modified way. Hence, social position
function SP(x) of individual x in VSN=(M,R) respects only the values of social
positions of direct member’s x acquaintances as well as their activities in relation
to x:

my

SP(x)=(1-8)+¢&- Y SP(y;)-Cly; —>x), (7.5)

i=1

where y; - x's acquaintances, i.e. the members who are in direct association to x:
C(yi—x)>0; m, - the number of x's acquaintances.

The reduction of the number of elements in Eq. (7.5) compared to Eq. (7.1) can
be important from the point of view of the implementation.

In general, social position refers to the social standing in the community. For
that reason, it can be a crucial component of social capital that a human possesses
in the network [Kaz06c].

7.2.3. Commitment Evaluation

To assess the strength of the association between two individuals x and y within
the virtual social network the commitment function C(y—x) is used. It denotes
the amount of the member y’s activity that person y passes to member x and is
easily derived from association commitment function C*(y—x), see Sec. 7.2.1.

The commitment C(y—x) of member y within activity of their acquaintance x
is directly evaluated from source data as the normalized sum of all contacts, co-
operation, and communications from y to x in relation to all activities of y:

f—%, whenZA(y—nc) >0,

re y —>X xeM

My -2 =1 7.6)
0, whenZA(y —x)=0,

xeM
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where A(y—x) - the function that denotes the activity of person y directed to
member x, e.g. number of emails sent by y to x; A(y—x)20; m - the number of
people within the virtual social network.

Note that according to requirement 3 for the commitment function (see Sec.
7.2.1) we need to ensure that A(y—y)=0, i.e. emails sent to themselves are ex-
cluded.

As we can easily prove Eq. (7.6) fulfils also all other requirements for associa-
tion commitment function. Note that there may exist some inactive members y in
the network, for which ZA(y — x)=0 and in consequence ZC y >x)=0.

xeM xeM
Such inactive members y are additionally processed through transformation from
C(y—x) to C(y—x), see Sec. 7.2.1, condition 5, Eq. (7.4), in order to fulfil the
fourth condition, Eq. (7.3).

The presence of the time is not considered in the formula (7.6). Similar ap-
proach is utilized by Valverde et al., where the strength of the associations is es-
tablished by the number of emails sent to a person in the group [Val06]. How-
ever, the authors do not respect the general activity of the given individual. This
general, local activity exists in the form of denominator in Eq. (7.6).

In another version of association commitment function C’U’(y—>x), all member’s ac-
tivities are considered with respect to their time. The entire time from the first to the
last activity of any member is divided into k periods. For instance, a single period can
be a month. Activities in each period are considered separately for each individual:

(D) Ai(y = x)

i=2_1 , when ZZ i(y—>x)>0,

Cly > ={ 3> (A Ay —x) e 77)
xeM i=0
0, when ZZ A(ly—>x)=0,
xeM i=0

where i - the index of the period: for the most recent period i=0, for the previous
one: 1=1, ..., for the earliest one i=k-1; A;(y—x) - the function that denotes the ac-
tivity level of person y directed to member x in the ith time period, e.g. number of
emails sent by y to x in the ith period; (A)' - the exponential function that denotes
the weight of the ith time period, 1€(0;1]; k - the number of time periods.

The activity of person y is calculated in every time period and after that the
appropriate weights are assigned to the particular time periods, using (1)’ factor.
The earliest period (1)'=A°=1, for the previous one (A)’=A'=1 is not greater than 1,
and for the most former period (1)'=A*" attains the smallest value. For example, if
one year’s dataset is proceeded and a period is a month then k=12. For 1=0.9, the
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data from January is considered with the factor 0.9"'=0.31, for February we have
0.91=0.35, ..., for October 0.9>=0.81, for November - 0.9 and finally for December
0.9°=1. This in a sense is similar to an idea which was used in the personalized
systems to weaken older activities of recent users [Kaz07a].

One of the activity types is the communication via chat. In this case, Ai(y—x) is
the number of chats that are common for x and y in the particular period i; and

ZA,.(}/ —x) is the number of all chats in which y took part in the ith period. If
xeM

person y had many common chats with x in comparison to the number of all y's
chats, then x has greater commitment within activities of y, i.e. C*(y—x) will have
greater value and in consequence the social position of member x will grow.

Note that C*(y—x) will have value 1 when member x is the only interlocutor
of person y.

However, not all of the elements can be calculated in such a simple way. Other ac-
tivities are much more complex, e.g. comments on forums or blogs. Each forum con-
sists of many threads where people can submit their comments. In this case, Ai(y—x)
is the number of user i’s comments in the threads in which x has also commented, in
period i, whereas sum ZA,-(y — x) is the total number of comments that have been

xeM
made by all x who are i/’s friends on these threads, at the same time.

7.2.4. Social Position Calculation, the SPIN Algorithm

The social position is calculated in the iterative way, which means that the left-hand
side of Eq. (7.1) is the result of iteration while the right-hand side is the input:

SPa(x)=(1-&)+&- Y SP,(y)-Cly > x), (7.8)
yeM

where SP,+1(x) and SP.(x) are the social positions of member x after the n+1st and
nth iteration, respectively.

To perform the first iteration, we also need to have an initial value of social
position SPy(x) for all xe M:

SP(x) = (1-¢&)+&- Y SPy(y)-Cly > x). (7.9)

yeM

Since the calculations are iterative, we also need to introduce a stop condition.
For this purpose, a fixed precision coefficient 7 is used. Thus, the calculation is
stopped when the following criterion is met:

V(xeM) | SPu(x) - SPua(x)| <7 (7.10)
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The SPIN algorithm
Input: D - data about communication, interaction or common
activities between members M in the virtual social
network VSN=(M,R).
SPy=<SP, (%) ,SPy(x,) ,..,SPy(x,)> — the vector of initial
social positions, m=card(M).
&€ — coefficient from Eq. (7.1), €€[0,1].
T — stop condition, i.e. the precision coefficient, e.g.
7=0.00001.
Output: SP,«+=<SP(x;),SP(x3),..,SP(x,;)> - the vector of final
social positions.
Rank - the ranking of individuals from M.
n — the number of iterations.

/* commitment evaluation */

1. for (each pair x,yeM ) do

2. evaluate C*®'[x,y] from D, e.g. use Eq. (7.6) or (7.7)
3. for (each member xeM) do {

4. commitment of x = 0

5. acquaintances of x = 0

6. for (each member yeM) do ({

7. commitment of_ x = commitment of x+C™'[x,y]
8. if (C*'[y,x]>0) then

9. acquaintances_of x = acquaintances_of x+l1
10. }
11. for (each member yeM) do

12. if (c*!'[x,y]>0) then

13. Clx,yl = C*[x,y]

14. else

15, if (commitment of x=0 and C™'[y,x]>0) then
16. Clx,y]l = 1/acquaintances of x /* cond. 5, Eq.(7.4) */
17. else

18. Clx,yl] =0

19. }

/* social position estimation */

20. n=0
21. SP,.., = SP,
22. repeat
23. for (each member x from M) do ({
24. SPrext[x] = (1-¢)

25, for (each member y from M) do
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26. SPrext[X] = SPpexe[X]1+€*SPye, [y]1*Cly, x]

27. }

28. SPorev = SPpeye

29. n = n+l

30. until stop cond. Eq. (7.10) is fulfilled for all members
31. create ranking list Rank based on SP,.., see Sec. 7.5.1
32. }

Fig. 7.4. The SPIN algorithm for the iterative evaluation of social positions in the social network

Obviously, another version of the stop condition can also be applied, e.g

|88P, =85 1| £,
where SSP, and SSP,.; are the sums of all social positions after the nth and (n-1)th

iteration, respectively.
) (7.9) and (7.10) we can develop the SPIN algorithm (Social

Based on Eq. (7.8
Position In the Network), Fig. 7.4.

The SPIN algorithm can slightly accelerate by usage of database indexes and
limitation of the internal loop (lines 25-26) only to member x’s acquaintances, i.e.

those y for whom C[y,x]>0, see Eq. (7.5)
The convergence of the calculation process is proved by Theorem 7.3, see Sec. 7.3.2

7.2.5. Example of Social Network
An example of social network is presented in Fig. 7.5. The arc values indicate the

values of commitments function C(y—x) from member y to x

- / Y Sull 1.0 .
' s T 1.0\_«

User z
_ Virtual Social Network”

Fig. 7.5. The human society with the extracted virtual social network
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Fig. 7.6. The ranking positions based on social position in relation to ¢

Table 7.1. Social positions for the social network from Fig. 7.4

.| Value [Rank| Value |Rank| Value |Rank| Value |Rank| Value [Rank| Value [Rank
SP(x) [0.99201| 5 [0.92126| 5 [0.62091| 5 [0.43103| 5 [0.29086| 5 [0.07750| 5
SP(y) [1.00297| 2 [1.02791| 2 |1.12418| 2 |1.22167| 1 |1.41333| 1 |2.15660| 1
SP(z) [0.99805| 4 [0.98503| 4 |0.9836| 4 (097414 4 |0.86345| 4 [0.27998| 4
SP(u) |1.00692| 1 [1.06299| 1 [1.20915| 1 [1.20690| 2 |1.06035| 3 [0.34089| 3
SP(v) |1.00003| 3 [1.00279| 3 [1.06209| 3 [1.16626| 3 [1.37199| 2 [2.14503| 2
S;)I;'"-‘_'/ 1.0150 1.1538 1.9474 2.8000 3.6455 43988
Std dev 0.0056 0.0529 0.2275 0.3332 0.4567 1.0551
Avg. SP 1 1 1 1 1 1
Sum

SFSP 5 5 5 5 5 5

Note that member t has been excluded from the processed social network
since no other member has an association to t and neither member ¢ possesses any
outgoing associations. In the original social network presented in Fig. 7.5, mem-
ber v was not active with anyone within the network but member y was active to
v. For that reason, the full member v’s commitment is passed to member y (a dot-
ted arrow) to satisfy condition 4, Eq. (7.3), according to condition 5, Eq. (7.4).

The initial social position is established as follows: SPo(x)=SPo(y)=SPo(z)=
=SPo(u)=SPo(v)=1. The final calculated values of social position as well as ranking
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index for each individual of the community from Fig. 7.5 are presented in Table
7.1. The ranking was based on the descending order of social positions. Note that
both of the outcomes of the social position calculations and ranking order vary
depending on the value of ¢ (see Fig. 7.6). The ranking for the first three positions,
for e<0.5 is (1, y, v) and differs from that for £=0.75 (y, 4, v) - y changed place with
u; and for £=20.9: (y, v, u) - u swapped with v.

%

77722222

Sp
w

0.01 0.1 05 0.75 0.9 0.99

‘10— SPmax/SPmin = Std dev =+ Avg SP

Fig. 7.8. The ratio SPmax/SPmin, average, and standard deviation of
social positions calculated for the community from Fig. 7.5 in relation to ¢
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Fig. 7.9. The values of social positions after every iteration, £e=0.9
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Fig. 7.10. The values of the member x’s social position in relation

to the number of iterations for various ¢




Table 7.2. The initial social positions
for set SP_01 and SP_02

SP0T
SPo(x) 0.5
SPo(y) 0.1
SPy(z) 0.9
SPy(u) 0.5
SPy(v) 0.4
Total 24

Sum of SP

(8%

Ttvr1rr 7111 rrrrrryrrrrrrrryrrrr T

N Py X \\\ \\.‘ \\‘- \q n:/ n:) r\;‘\‘ \'9
Number of Tterations
meee g = (0.9, SP_02 wing =09, SP_01 ~—g=0.758P_02 —--£=0.75SP_01
e=05SP 02 €=05S8P 01 ---:£€=03,8P 01 ——¢=0.3;SP 02
—e=01LSP 02 €=01;8P 0l ——c=0,01;3F_02 £=0.01;SP 0L

Fig. 7.11. The convergence of the social position sum for various ¢ and various initial sums
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A comparison of social position values, which vary depending on the value of
¢, is presented in Fig. 7.7. It can be noticed that the distribution of social position
values increases with ¢. Some additional information about the influence of the
coefficient & upon the members’ social positions provides the average social posi-
tion and the standard deviation (Table 7.1 and Fig. 7.8). If ¢ is greater, the distance
between the minimum and maximum social position within human community
increases. Moreover, the average social position always equals 1 and the sum of
all social positions is 5, i.e. the number of members, regardless of the value of ¢
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(Table 7.1). This is one of the features of social position function - see Sec. 7.3,
Theorem 7.1. However, the standard deviation differs depending on the coeffi-
cient ¢ value. The greater the value of ¢, the bigger the standard deviation is (Fig.
7.8). Hence, the distribution of social position can be tailored with &. Neverthe-
less, simultaneously the coefficient ¢ also slightly influences the ranking (Fig. 7.6).

The values of social position for every user in consecutive iterations, starting
with 1 as the initial values of SP are shown in Fig. 7.9. The calculations have been
performed for £=0.9. The chart in Fig. 7.9 reveals that the algorithm used for
evaluation is convergent, see Sec. 7.3, Theorem 7.3, for the formal proof. Addi-
tionally, the algorithm tends to converge faster for smaller ¢ rather than for the
greater one (Fig. 7.10).

The studies performed for the network of Fig. 7.5 disclosed that the sum of all
social positions is convergent to the number of people within the social network,
i.e. to five (see Theorem 7.1). Two separate sets of initial social position values for
the social network from Fig. 7.5 are presented in Table 7.2. The pace of conver-
gence both for individual members (Fig. 7.10) and for their sum (Fig. 7.11) cru-
cially depends on ¢ value and it is greater for smaller e.

7.3. Features of Social Position

The social position is a new measure which possesses several interesting features:
fixed limit of sum and average, convergence of social position iterative calcula-
tion as well as the main factors of this convergence.

7.3.1. Total and Average Social Position

First, let us focus on the total and the average value of social positions within the
entire network.

Lemma 7.1. For every natural number n>0, we have:

SSPH+1=m‘(1—£)+8'SSPn,

where SSP,,=ZSP,, (x;) is the sum of all social positions after the nth iteration;
i=1
m
SSP0=ZSP0 (x;) is the sum of all initial social positions; m is the number of
i=1
nodes, i.e. m=card(M).

Note that initial social positions SPy can have any positive, real values.
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m

Proof. SSPy+1 = ZSP,, +1(%;) and according to Eq. (7.8) and (7.9):

i=1

m

SSP,,+1—Z[1 8) 45 ZS (v;) Cly 41)]
=m.(1_g)+i[g-ispn(y}-)-C(yj—>x,-)J=

i=1 j=1

=m-(1-¢)+e¢- i SPn(}’j)'iC(yj_)xi) =m-(1—8)+£.[i(SPn(yj))].

J=1 i=] =

=1

Thus, SSPys1=m - (1 -€)+¢e -SSP,. QE.D.

Lemma 7.2. For every natural number n, we have:
SSPy=m-(1-¢")+¢&"- SSPy,

where SSPy = Z:SP0 (x) is the sum of all initial social positions.
xeM

Proof

i) For n =1, we have SSPy=m - (1 - ¢) + € - SSP,, which is true due to Lemma 7.1.

ii) Assume that the statement is true for n =k, i.e.:
SSPy=m1- (1 -¢") + &*- SSP,.

We want to prove it for n = k+1, i.e.:
SSPia=m1- (1 - ") + M. SSP,.

Indeed, by Lemma 7.1:
SSPii=m-(1-¢)+e-SSPx=m-(1-¢)+e-(m-(1-&")+&"-SSPy) =
=m-(1-&)+&-(1-&")+¢&-£* -SSP, =m - (1 - é"*?) + £1. SSP,.

According to mathematical induction the statement SSP,=m - (1 - €") + &" - SSPy
is true for all natural numbers n. Q.E.D.

Theorem 7.1
i) For e€[0,1), the sum of all social positions SSP in the virtual social network
VSN=(M,R) is convergent to the number of all members in the network:
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lim(SSP,) =m. As a result, the average social position in the network is conver-

gent to 1.
ii) For ¢=1 and all natural numbers n we have SSP,=SS5P; where

SSPe= Z SP,(x;) is the sum of all initial social positions.
i=1

Proof
i) From Lemma 7.2, for e€[0,1), we have:

lim(SSP,) = lim(m-(1-&")+¢&" - SSP,) = m.

ii) From Lemma 7.2, for ¢=1, we have

SSP,=m-(1-¢")+¢&"- SSPy= SSPy, for every n. Q.E.D.

Note that for £=0 the social position of every network member V(xeM)
SP(x)=1 whereas for £=1 the sum of all social positions always equals its initial
value.

7.3.2. Convergence of Calculation

Convergence is the essential feature of every iterative algorithm. In the approach
under consideration, it regards both the sum of all social positions and the social
position of each individual.

Theorem 7.2. If e€(0;1) and initial sum of social positions SSP; is different from
limit m, i.e. | SSPo-m | >0, then the less the value of ¢ is, the faster the sum of social
positions is convergent to its limit m=card(M).

Proof. The pace of convergence indicates after how many n iterations the value of
| SSP,-m | becomes less than the given error level 7, 0 <7 < | SSPy-m|, i.e. when
| SSPy-m| <.
From Lemma 7.2:
| SSPy-mi| = |m-(1-¢€")+¢"-SSPy-m| = |&"-SSPy-m-¢"| =¢"- |SSPy-m| <t.
g z <
‘ |5SPy — i 1

T
n> logsls—spo_—ml > 0.

The closer the value of ¢ to 0, the lesser the value of n. Q.E.D.



Hence, we need more iterations for the greater ¢, or when we want the more
precise results (the lower error level 7) or for the greater differences between the
initial sum SSPoand its limit m.

This conclusion has been confirmed by experiments, see Fig. 7.11.

Lemma 7.3. If the initial values of social positions are non-negative, then social
positions have an inferior and superior limit after every iteration: V(n>0)7x
SP.(x)e[(1-¢), A], where A=max(SSPq,m).

Proof
i) The inferior limit
From Eq. (7.8), by induction, we prove that Vn SP,(x)=0.
Next, also from Eq. (7.8) we have:

SPun(x) = (1-g)+e- ¥ SP,()-C(y - x) = (1-¢)

——
yeM — 5p >0

ii) The superior limit
Since all initial values of social positions are non-negative then SSPo>0.
From Lemma 7.2:

SSP, = m-(1-e")+e"-SSPy < max(m,SSPy)-(1-¢")+&"-max(m,SSPo) =
= max(m,SSPy) = A.

SSP, < A so any of the non-negative components of SSP,, i.e. SP,(x), must not
exceed A.

Hence, SP.(x)e[(1-¢),A]. Q.E.D.

Lemma 7.3 reveals that there is a fixed limit inferior and limit superior for
every social position value, after every iteration and these limits are independent
of iteration n.

Lemma 7.4. If initial values of social positions are non-negative, then
| SPn+k+1 (X) - Spn+k (x) |—<- ‘Ek A

Proof. Based on Eq. (7.8):

|SP,sies1 (%) = SP (x)| = &- Z (SPiusre1)-1 (Y1) = SPsiy-1(¥1)) - Clyy > x)| <

y1eM

se&- ZISP(:1+k+1)—l (Y1) - 5Pk (Y1 )I Cy; > x) <

y1eM
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INA

g?- Z Z'SP(JHI\'H)—Z (Y2) = SPk)-2 (yz)l' Cy, »x)-Cly, > y,) <

y1€M y,eM
. <
k
& Z Z Z’SP(rwkﬂ)-k(yk)_Sp(n+k)—k (v )‘
y1eEM y,eM  y eM

Cly; 2 %) Cyz > Y1) " CYx 2 Ygq) <

IN A

<&t Z SFks1)k ()’k )_Sf)(n+/\')—k (}’k);' C(}’l - x) <
yueM <A,Lemma3 <l
<gAm.
The last but one inequality results from formula (7.3), i.e. Z Clyy > Yie1)=1,

Yk-1€M

that has been applied k-1 times. Q.E.D.

Note that according to Lemma 7.4 the pace of convergence depends on both
the value of ¢ and the number of network members. It means that for smaller ¢
and smaller networks the fixed difference between two consecutive iterations will
be reached faster rather than for greater ¢ and larger networks. These results have
been confirmed by experiments (Fig. 7.9, 7.10, and 7.23). A similar conclusion can
be drawn from Theorem 7.2 in relation to the sum of all social positions.

Theorem 7.3. If initial values of social positions are non-negative, then their cal-
culation based on Eq. (7.8) is convergent, that is, 3SP(x) = lim(SB,(x)) .
n—oo

Proof. By Lemma 7.4.

| SP:1+I\'+l(x) —Spn-fk (x) | <
SI Spn+k+l(x) - SPn+k+l—'1 (x) | +| SPn+k+l-l (x) - Spn+k+l—2 (x) I +"'+I Spn+k+1 (x) ~Spn+k (x) l =
SAm- (124 heY=Amo e (Qreret+. 46T =

1

1-¢
=A-m-&F. koo of
—-&

Hence, {SP.(x)} is a Cauchy sequence, therefore it is convergent. Q.E.D.

Theorem 7.3 assumes non-negative values of initial social position. However,
similar reasoning can also be performed for negative values. In this case, each
value should be split into non-negative and negative parts. From a practical point
of view, the assignment of negative initial values to social position appears to be
useless since the final social positions are positive and this can only increase the
number of necessary iterations.
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Another approach to the proof of convergence based on the concept of power
series, concerning a similar problem, i.e. PageRank, was presented in [Bri06].

7.3.3. Interval of Limit Values

Regardless of the initial social position values, their limit values have to be from
the range of the given interval.

Theorem 7.4. The limit value of social position does not exceed half of the num-
ber of members:

V(xeM) lim (SP.(x)) <m/2.

\
User Vs \
C(x 1 0

i

1-0 C(X—Wa)

/

Useryl « C(x_)yl) -
4'/\ 1.0 —

o—"_ C(x—>J’4) —

/ User x User y,
f& <-_—_)C,x—»’m 1) C(x—)y%

Userym-l

Fig. 7.12. The community where individual x has the greatest social position

The member x will have the greatest social position if all other members pass
the whole of their commitment to the person x, i.e. V(yeM, y#x) C(y—x)=1, and
the member x’s commitment will be spread among all x’s acquaintances, i.e.
V(yeM, y#x) C(x—y)>0 (Fig. 7.12). Moreover, it is not important how the central
member x’s commitment is distributed. In other words, member x reaches the
greatest social position if member x gathers all commitments from all members y
in the social network, i.e. fully inherits social positions of all y.
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Proof

m=1
SPrax(¥)=(1-¢)+¢- ZSP(%)‘C(% —> X), where SPnax(x) is the maximum
i=1 '
value of limit lim (SP,(x)).

n—w

m-1

SPrax(¥)=(1=&)+ - Y ((1=&) + &SP, (x)-C(x = »,))-C(y, = x).

i=l 1

m=1

SPrax(¥)=(1= &)+ £- Y [(1- &)+ &SPy, (x)- C(x > ;)]

i=1

m=1
Spmax(x)z(l*g)-"g' (’ﬂ—l)'(]‘£)+E'SPmax(x)'ZC(x__)yi) -

i=]
[ —

1
SPpax ()= (1= &) + &+ (m = 1)(1 - £) + £ - SPyay ().
SPmax(x)=(1—£)+£-(nz—m-g—1+£+£~SPmax(x)).
SPonl¥)=1-e+&-m—6°-m—-g+6°+£°-SP__ ().
(1-6%)-SPop(x)=(1-&)+m-g(1-¢)-e(1-¢).
(1-2)-SP(¥)=(1-¢)-(1+m-& -¢).
1-&)-Q+m-e-¢)

SP .« (%)=
max (1) 1-&)-1+¢)
SP_ (x)= l-¢+m-¢
1+¢
: coi 3 ; . l-¢+m-¢
The social position is maximal when the function f(¢) e reaches
+é&

its maximum value. The domain of this function is ¢ = [0,1] and m > 2. This is the
constraint derived from the formula that serves to calculate the social position of
the member of the community.

First, the monotonic of the function f(¢) is studied. This function is non-
decreasing, which is proved below.

A function f(x) is said to be non-decreasing in an interval I if f(b)> f(a) for all
b>a, where a, bel [Jef88].

£, =6 >0= f(&;) - f(£)20.

f(gz)—f(gl)zl_gz *‘6‘2-111~]_€1 tey om

1+e, 1+¢
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Fig. 7.13. The chart of the function f{¢) for the social network that consists of m persons

B (A-gy+ey-m)-(1+&)—(1-& +& -m)-(1+&)
f(&2) - fe1) = (1+8,)-(1+4,) : .

f(e2) = f(e1) =

-6, -6y—&) e +Ey - mtE £y M

B (1+6,)-(1+¢;) B

“l-€,+&  +E1 €y —&1 M—E1 &y
(1+&,) (1+&) '

f(e2) = f&1)=

2:6,+2-6+& m—& M
1+&) 1+e&)
<0 V(m22) >0
——

-(2-m) (& -¢) .
(1+&)-(1+¢)
\—V.__J

>0 V(&>0)

V(¢ €[01]) f(&2) - f(1)20.

This means that the function f(¢) is non-decreasing, so it reaches the maximum

f(&)-f(g)=

value for ¢ =1 and then f(e)=%. This leads to the conclusion that SP_,, (x) =%

(Fig. 7.13). QE.D.
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lim lim  lim lim
£l 0 -0 ol
-,
I SP maxmin
0 J—g I l-¢+&-m m
l+¢

Fig. 7.14. The range of the social position values

The interval of social position depends on the number of members within the
community m and the value of the coefficient ¢ (Fig. 7.14). In general, the limit value

I-e+em
1+eg
maximum value of the social position is reached for e=1 and in such cases social

of social position is from the range l:l-—é‘, }, see also Lemuna 7.3. The

s m . s .
position equals Ch where m is the number of members within the community.

7.4. Other Centrality Measures

Although the definition of the virtual social network (Definition 7.1) differs from
that presented by other researchers, the measures which are utilized in regular
social network analysis [Was94] can also be easily applied in the virtual social
network case. Hitherto prevailing approaches to social network analysis have
provided many measures to determine the characteristics of a member within the
network like centrality, prestige, reachability, connectivity [Car05, Han06,
Was94]. All of them indicate the importance of a member in the network. The first
two: centrality and prestige are analyzed and compared to the new measure pro-
posed - social position in the experimental studies, see Sec. 7.5.

There are some particular approaches to evaluate one of the above mentioned
measures - centrality: closeness centrality, betweenness centrality, and degree
centrality [Fre79].

Degree centrality DC(x) of member x takes into account the outdegree number
of member x [Pro51, Shab4]. It is expressed by the normalized number of neigh-
bours that are adjacent to the given person as follows:

DC(x) =%, (7.11)

where o(x) - the number of the first level neighbours that are adjacent to x; m - the
total number of members in the social network.
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The closeness centrality pinpoints how close is a member to all the others within
the social network [Bav50]. Its main idea is that the member takes the central posi-
tion if they can quickly contact other members in the network. A similar idea was
studied for hypertext systems [Bot92]. The closeness centrality CC(x) of member x
strongly depends on the geodesic distance, i.e. the shortest paths from member x to
all other people in the social network [Sab66] and is calculated as follows:

m-1

m

2.dxy)

where d(x, y) is the length of the shortest path from member x to y.

Betweenness centrality of member x pinpoints to what extent x is on the way
between other members. It can be calculated only for undirected associations by
dividing the number of the shortest geodesic distances (paths) from y to z by the
number of the shortest geodesic distances from y to z that pass through member
x. This calculation is repeated for all pairs of members y and z, excluding x. Be-
tweenness centrality of member x is the sum of all the outcomes [Fre77, Fre80].

Another view of centrality, proposed by Borgatti, concentrates on the outcomes for
nodes in the network [Bor05]. These outcomes can be, e.g. the speed and frequency of
reception, which characterizes the traffic flow between nodes. Thus, the intensity of
the traffic flow and the time that is required to pass information from one node to
another should be investigated in order to evaluate the node centrality [Bor05]. The
flow of information is also a basis to calculate the entropy that can be treated as the
centrality measure. If the flow begins at node x and then an item is transferred from
one node to another over the existing edges, then the probabilities that the flow stops
at each node in the network are used to calculate the entropy [Tut(07].

The eigenvector associated with the largest characteristic eigenvalue of the adja-
cency matrix has been proposed as a centrality measure by Bonacich [Bon72]. In this
method, first the initial centrality of each member is established by utilization of
one of the existing measures, e.g. degree, betweenness or closeness centrality. These
necessary preliminary social positions are used as the input for the core part of the
method and highly influence the outcome, i.e. different initial measures result in
different final values, see Sec. 7.5.2. Having the initial values assigned, the eigenvec-
tor-like measure of centrality for the given member is calculated as the sum of the
initial centrality values of all other members that are connected to this node.
A shortcoming of this method is that members who are not chosen by others have
centrality equal to zero. In consequence, these members contribute nothing to any
member that is connected to them [Bon01]. As an extension of this method, called
alpha-centrality, Bonacich and Lloyd propose an additional input status to ascribe
each network member [Bon01]. This status is derived from member’s general posi-

CC(x) = , (7.12)
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tion in the company or family rather than from their associations in the network.
The numeric values of the status are added to the eigenvector-based centralities
derived from member associations Note that unfortunately it is not always possible
to establish such an additional status, especially for large social networks with
thousands of members. Another modification of the eigenvector centrality takes
into account not only the direct connections but also the indirect ones. Moreover,
each indirect path is assigned with an appropriate weight [Bon87].

The second feature that characterizes a member in the social network is the
member’s prestige. Similarly to centrality, prestige can be calculated in various
ways, e.g. proximity prestige, rank prestige, and degree prestige. The degree
prestige is based on the indegree number so it takes into account the number of
members that are adjacent to a particular member of the community [Was94]. In
other words, more prominent people are those who received more nominations
from members of the community [Ale63]. The degree prestige DP(x) of member x
can be described with the following formula:

DP(x) =—i(—x—)—, (7.13)
m-1
where i(x) is the number of members from the first level neighbourhood that are
adjacent to x.
Proximity prestige PP(x), in contrast to closeness centrality, reflects how close
all members are within the social community to member x [Was94]. This measure
depends on the geodesic distances of all members to x:

= (p(x))°
PP(x) = m =1 _ p(x : / 714
i o ) (m=1): 3,

i=1

where p(x) - the number of members who can reach member x, i.e. there exists a
path from these members to member x.

The rank prestige, which is also called status prestige [Was94], is measured
based on the status of members in the network and depends not only on geodesic
distance and the number of associations, but also on the prestige of members
connected with the member [Kat53].

The measure of centrality and prestige can be utilized not only in the regular
social networks but also in the web network, i.e. the network of web pages.
Kumar et al. claim that the web can be seen as a social network [Kum02] and this
enables similar node measures to be applied both to social networks and hyper-
text or web-based systems [Bot92].

Another concept, which is used to assess the status of the network member, is
based on the formal theory of the opinion formation process. It consists of two
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main components: the exogenous actors’ initial opinions and the endogenous
interpersonal influences [Fri98, Fri97]. The m actors’ initial opinions denoted by
the m-dimensional vector y© are described by the equation: y=X-b, where: X is
the mxk matrix of k exogenous variables; b is the kx1 vector of coefficients for the
exogenous contributions. The transformation of these initial opinions is expressed
in the following way [Fri98, Fri97]:

Y=g Wy + (1 -a) -y, (7.15)

where a - a scalar weight of the endogenous interpersonal opinions (0<a<1); W -
an m>m matrix of endogenous interpersonal influences, n=1, 2, ... .

Although Eq. (7.15) seems to be similar to the SP approach, compare Eq. (7.8),
there are many crucial differences. First of all, the aim of the SP concept is to evalu-
ate the static position of person within the social network and in consequence build
the member ranking according to members’ social positions. On the contrary, the
model proposed by Friedkin analyzes how others influence individuals’” opinions
[Fri98]. The weights in the SP approach reflect how much of one’s activity is passed
to another user whereas Friedkin and Johnsen assigned weights based on the
strength of the influence that one has on other people in the network [Fri97]. Con-
trary to SP (see the third condition for commitment function), in the social influence
network theory the reflexive associations can have non-zero weights. Moreover,
Friedkin and Johnsen require the weights of incoming relations to sum up to 1, in-
cluding the reflexive ones. Contributions in SP, which fulfil a similar condition, Eq.
(7.2) and (7.3), correspond to outgoing relations. Another significant difference be-
tween these two models is the role and assignment of initial values. In the social
influence network theory the initial opinions depend on the user profile. In the SP
approach, any non-negative values can be assigned as the initial social positions
and SP remains convergent (Theorem 7.3, Sec. 7.3.2). These initial values y© are
used for every iteration n+1, Eq. (7.15), whereas in SP, Eq. (7.8), only previous val-
ues are respected. Besides, contrary to SP, Eq. (7.8), coefficient & can have the sepa-
rate value for each user [Fri97].

One of the most popular measures used for internet analysis is PageRank,
which was introduced by Brin and Page to assess the value and importance of
web pages [Ber05, Bri98, Bri06]. The PageRank value of a web page takes into
consideration PageRanks of all other pages that link them to this particular one.
Google uses this mechanism to rank the pages in their search engine. The main
difference between PageRank and social position function is the existence and
meaning of commitment function. In PageRank, all links have the same weight
and importance whereas social position makes the quantitative distinction be-
tween the strengths of individual associations, see Sec. 7.3.1.

Xing and Ghorbani proposed a modified version of PageRank - Weighted
PageRank (IWPR) and carried out an investigation on only one query to the Google
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search engine [Xin04]. They attached two additional weights to PageRank values,
which together are in a sense, the equivalent of commitment function in Eq. (7.1).
The main differences between these weights and the commitment function are their
meaning, calculation and features. In WPR weights reflect additional, local struc-
ture properties round the node, in contradistinction to the strength of direct rela-
tionships from one node to another like in the case of commitment function. The
WPR weights include quantities of incoming and outgoing links from all the nodes
indirectly related to the one being considered. However, why do links outgoing
from node y, e.g. to node u, and even links from node z to u, have direct influence
on relationship from x to y while calculating WPR(y), see Fig. 7.5. Similarly, to
evaluate WPR(x) using the link incoming from u, i.e. WPR(u), we need to weaken
the influence of WPR(u) due to link from v to y, Fig 7.5. In other words, if u sends
emails to x, then WPR(x) is smaller when v sends emails to y. The interpretation of
this facts is tricky in the case of social networks and human influences. Besides,
WPR would not still respect any property of such communication, e.g. its intensity.
This results from the fact that weights in WPR express the local structure property
rather than weights assigned to links. Note that weights in social position reflect
some external properties describing strength of relationships, e.g. communication
intensity. In the case of WPR weights correspond to structure of the network.
Hence, the WPR method operates on unweighted graph whereas social position is
suitable for weighted ones. Besides, Xing and Ghorbani did not provide any re-
quirements nor properties for their weighting functions. The convergence of the
WPR iterative calculation has neither been proved.

Some authors use the term social position in the different context than in this
section. Their social position is based on structural similarity of the first level as-
sociations, i.e. two members possess the same social position if they have the
same neighbours [Fri98, Lor71, Was94].

7.5. Experiments

7.5.1. Ranking Creation and Comparison

The values of the social position function, Eq. (7.1), (7.5), and (7.8), can be utilized
to create a ranking list of network members. First, the iterative way of calculation
is used (see Sec. 7.2.4) to obtain values of social positions with the given precision.
Next, the obtained values are utilized to order network members, i.e. individuals
with the highest social position are placed at the top whereas members with the
lowest social position occupy the last position in the ranking. Two members with
the same social position are assigned the same, higher position in the ranking and
the consecutive ranking position remains empty.
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For example, for the set of social positions {SP(x1)=0.9, SP(x2)=1.3, SP(x3)=2.1,
SP(x4)=0.9, SP(xs5)=0.4, SP(xs)=0.9, SP(x7)=0.5}, we have the following ordered list
of individuals, each with the corresponding position in the ranking: ((x3,1); (x2,2);
{(x1,3); (x4,3); (x6,3)}; (x7,6); (x5,7)). Note that three members xi, x4, X occupy the
same third position whereas the next member x7 is in the 6th place.

The same procedure of ranking creation has been applied to rankings based on
degree centrality DC, Eq. (7.11), closeness centrality CC, Eq. (7.12), degree prestige
DP, Eq. (7.13), and proximity prestige PP, Eq. (7.14).

Once ranking lists have been created, a method to compare them is needed.
For this purpose Kendall’s coefficient of concordance was used to determine the
similarity between two ranking lists, see Sec. 3.9.3, Eq. (3.8). When two rankings
A and B have the same items in every position, Kendall’s coefficient 7(A,B) = +1,
but when these rankings have all the same items in reverse order, 7(A,B) = -1.

7.5.2. Classic Thurman Network

The Thurman office social network is a non-symmetrical network of 15 people
who worked in one company (Fig. 7.15). Thurman spent 16 months observing the
interactions among employees in the office of a large corporation [Thu79]. The
adjacency matrix for the Thurman network is presented in Table 7.3, where non-
zero values represent the existence of the connection between two users and their
values correspond to the commitment in activity, i.e. strength of associations. For
example, President (10) contacts Amy (4) whereas Amy does not communicate to
President. These values have equalled one in the original adjacency matrix.

Fig. 7.15. Graph representation of the classic Thurman office social network
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Table 7.3. Commitments in activity within the classic Thurman office social network

Member 1 2 3 4 5 6 7 8 9 |10 {1112 |13
1. Emma /g o | s /s /s o | e
2. Ann Vs |2 s | Vs | s '/s s | /s
3. Pete 114 1/14 1/14 1/14 1/14 1/14 1/14 1/14 1/14 1/14 1/14 1/14
4. Amy Vel Ve Yol Ye | e /s

5.Lisa | 'Y/ | Y| Ys Y7 | Y7

6. Tina Vs |2 s | s '/s

7. Katy Ys | Ys |V s | s

8. Minna | '/s s | s /s /s

9. Bill '/ /s '/
10. President | '/1a | /14 | Ve | Y /1a | Vaa | Vs | Y 1a | YV 1a | V1 V| Ve | Y1
11. Andy /s Vs | s

12.Mary | /2| /2

13. Rose Y2

e
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Fig. 7.16. The comparison of centrality measures (degree centrality DC and closeness centrality
CC) to social position SP in the classic Thurman network
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Fig. 7.17. The comparison of prestige measures (degree prestige DP and proximity prestige PP)
to social position SP in the classic Thurman office network

‘ B Social Position B DC eigenvector OO PP eigenvector

Fig. 7.18. The comparison of eigenvector measures (based on degree centrality DC
and proximity prestige PP) with social position SP in the classic Thurman office network
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In order to obtain the commitments in activity for each individual, value one -
from the original matrix - is divided by the number of member’s associations, e.g.
Emma communicates with nine members, so her contribution of activity to each of
her acquaintances equals */s. The outcomes of these calculations are presented in
Table 7.3.

The other measures have been calculated according to the appropriate formu-
las from Sec. 7.4: degree centrality (DC) - Eq. (7.11), closeness centrality (CC) - Eq.
(7.12), degree prestige (DP) - Eq. (7.13), and proximity prestige (PP) - Eq. (7.14).
They are compared with SP in Fig. 7.16 and 7.17. Centrality based on eigenvectors
is calculated using two different initial, input centralities: degree centrality (DC
Eigenvector) and proximity prestige (PP Eigenvector). After that the eigenvector
measure is contrasted with SP (Fig. 7.18).

To prepare experiments some primary assumptions have to be made. The ini-
tial social positions SPy(x)=1 are established for every member x in the network.
The value of ¢ is 0.9 and the stop condition is: no difference in social position val-
ues to the precision to the fifth decimal place for all the members in two consecu-
tive iterations, i.e. 7=0.00001, Eq. (7.10).

Table 7.4. The positions in rankings for the analyzed measures in the Thurman office social
network, for ¢=0.9

Member | 5P sl 'DC | .ccidl < pp o |h PP - u
: ~ el Gonbi el et Eigenvector Eigenvector
Emma 1 3 3 1 1 1 1
Ann 2 4 4 1 5 1 2
Pete 3 1 1 1 1 1 3
Amy 4 6 6 1 5 1 4
Lisa 5 5 5 1 1 1 5
Tina 6 2 7 6 4 6 6
Katy 7 7 7 7 8 7 7
Minna 8 7 7 8 7 8 8
Bill 9 10 13 8 15 8 9
President 10 1 1 10 9 10 11
Andy 11 10 10 10 12 10 10
Mary 12 12 11 10 9 10 12
Rose 12 12 11 10 9 10 12
Mike 14 14 14 14 13 14 14
Peg 14 14 14 14 13 14 14

Based on the values obtained, seven separate rankings have been created. The
positions of each member in every ranking are presented in Table 7.4. Note that



191

the order of people based on their social position, degree centrality, and closeness
centrality varies a lot. On the other hand, the rankings of members based on their
social position and degree prestige are quite similar, even though the distribution
of social position is greater. However, social position provides a better opportu-
nity to distinguish individuals within the network as opposed to both prestige
measures. The information that Emma, Ann, Pete, Amy, and Lisa have the same,
greatest degree prestige is insignificant since it results from the number of other
members who are adjacent to these people. The social position measure SP(x)
takes into consideration not only the number of members who communicate to
the evaluated person x but also their social positions and contribution in their
activity directed to x. Based on these properties we can observe that Emma is the
person with the highest social position in the network because Mike and Peg
communicate only with Emma so they transfer their entire social positions to her.
The prestige measures do not respect these features and this appears to be critical
in assessing the importance of an individual in the social network.

Based on the comparison of the social position with both eigenvector measures
we can observe that the rankings are very similar. However, in the case of DC
Eigenvector, five people occupy the first place. Note that, in.the eigenvector-like
measures, only members that directly communicate to the given person influence
the user position. On the contrary, the SP value of an individual depends on SPs
of all members in the network due to recursive character of the social position
measure. Moreover, the final eigenvector centrality varies depending on the
method that was used to evaluate the initial centralities (see Fig. 7.18), whereas
the initial values of SP - according to the experiments carried out - do not influ-
ence their final, limit values. Furthermore, the social position measure also re-
spects the strength of each association in the form of commitment in activity, see
Eq. (7.1). The commitment function is individualized for each pair of associations
and reflects the real contribution in activity directed from one person to another.
In the eigenvector approach, we have only row normalization of the adjacency
matrix and the individualized values of personal initial centralities.

Table 7.5. Kendall's coefficient for each pair of rankings from Table 7.4

0 SP : DC CC Ll ~ o Eigegigifof
DC 0.724 - - - - -
cc 0.676 0.895 - - - -
DP 0.829 0.629 0.581 - - -
PP 0.657 0.571 0.619 0.657 - -
DC Eigenvector 0.828 0.628 0.581 1 0.657 s
PP Eigenvector 0.962 0.709 0.652 0.828 0.681 0.828
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For each pair of the rankings from Table 7.4, Kendall’s coefficient, Eq. (7.16)
was calculated and the results are presented in Table 7.5 and Fig. 7.19. Note that
all rankings based on the neighbours directly connected to the given one (in-
coming associations), i.e. DP, DC Eigenvector, PP Eigenvector, and SP are in pairs
very close; the range of Kendall’s coefficient is from 0.828 up to 1 between DP and
DC Eigenvector. Similarly, the rankings based on measures that take into account
outgoing associations DC and CC are alike - Kendall’s coefficient at the relatively
high level of 0.895.

Kendall's coefficient

Fig. 7.19. The values of Kendall’s coefficient for the pairs of rankings from Table 7.4

For that reason, the ranking based on social position (SP) is most similar to the
rankings based on PP Eigenvector, DC Eigenvector and degree prestige (DP). On
the contrary, the social position ranking is least similar to the ranking of the
proximity prestige (PP) and closeness centrality (CC) measures (Table 7.4, Fig.
7:19):

The rankings based on PP Eigenvector and DC Eigenvector are more similar to
other rankings rather than to each other. Kendall’s coefficient for PP Eigenvector
and DC Eigenvector equals 0.828 whereas for DC Eigenvector and DP is greater -
equals 1 and for PP Eigenvector and SP is 0.962. This leads to the conclusion that
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the initial centralities (DC and PP) highly influence the final values based on ei-
genvectors.

7.5.3. Flawed Thurman Network

The second experiment was conducted on a modified version of the Thurman
network. Two members, Mike and Peg, and their associations were excluded from
the original network (Fig. 7.15) to study how the previously calculated values of
social position, centrality, and prestige would change if the least active people
were passed over. The fact that Mike and Peg communicate only with Emma
should be emphasized here (Fig. 7.15).

The input data for the calculation remains the same as for the original
Thurman network. It means that the initial social positions equal 1 for every
member, €=0.9 and the stop condition ist=0.00001, Eq. (7.10).

The commitments in activity for each member are also established in a similar
way as in Sec. 7.5.2. Note that after exclusion of Mike and Peg some commitments
have changed, e.g. Emma now communicates with seven members instead of nine
so her contribution of activity to each of her acquaintances equals */7.

Social position values have been compared to other measures: degree central-
ity (DC) - Eq. (7.11), closeness centrality (CC) - Eq. (7.12), degree prestige (DP) -
Eq. (7.13), and proximity prestige (PP) - Eq. (7.14), see Fig. 7.20 and 7.21.
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Fig. 7.20. The comparison of centrality measures (degree centrality DC and closeness centrality
CC) to social position SP in the modified Thurman network
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Fig. 7.21. The comparison of prestige measures (degree prestige DP and proximity prestige PP)
to social position SP in the modified Thurman network

Table 7.6. The positions in rankings for the analyzed measures in the Thurman office social
network, for £=0.9. SP change column denotes the difference in social position between the
modified and initial network

' DS

Ann 1 -0.036 (-2.3%) - 3 3 1 7
Pete 2 -0.061 (~4.2%) - 1 1 1 1
Amy 3 -0.005 (~0.3%) ~0 6 6 1 1
Lisa 4 -0.053 (-3.9%) = 4 4 1 1
Tina 5 -0.046 (~4%) ~ 7 7 5 4
Emma 6 ~0.809 (-42.6%) _— 4 4 6 5
Katy 7 -0.004 (~0.4%) ~0 7 7 6 5
Minna 8 -0.025 (-2.9%) - 7 7 8 8
Bill 9 +0.015 (+1.9%) + 10 11 8 9
President | 10 -0.049 (~6.7%) - 1 1 10 9
Andy 11 +0.015 (+2.4%) + 10 10 10 13
Mary 17 -0.038 (-6.3%) = 12 11 10 9
Rose 12 -0.038 (-6.3%) - 12 11 10 9

In the next step, based on these values, five separate rankings have been cre-
ated (Table 7.6).

As in the initial version of the Thurman office social network, the rankings of
individuals based on their social position and degree prestige are quite similar,
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although the distributions of values vary a lot. The rankings of degree centrality
and closeness centrality are almost the same, but, especially in the first six posi-
tions, they are quite different than the social position ranking.

In general, the conclusions that can be drawn from the comparison between
rankings based on different measures for the modified network are coherent with
those for the original network, see Sec. 7.5.2.

[. With Mike and Peg [ Without Mike and Peg

Fig. 7.22. The comparison of the classic and the modified Thurman network

The comparison of the social positions values for the initial and flawed version
of the Thurman office network has revealed some interesting issues related to
Emma’s social position (Fig. 7.22, Table 7.6). As we can observe, Emma who obtained
the highest social position in the original network, here is in the sixth position and
her social position before was twice as much as in the modified network (drop by
43%). This is caused by the removal of Mike and Peg from the network, who com-
municated only with Emma and transferred their entire social positions to her. The
relative position of all other members of the community in the ranking does not
change so much (<6.5%). However, all persons directly linked from Emma lost in
their social position from 2.9% to 6.7%, whereas the others, not linked (Amy, Katy)
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kept or even gained in their social position (Bill, Andy). This was because Emma’s
social position that she passed to her acquaintances was much lower. The only ex-
ception to this rule was Ann, who lost 2.3%. This was caused by many other mem-
bers that were incidental to her and who also lost much (Table 7.6).

Concluding the research on the modified Thurman office network, we can find
that the removal of one individual x from the network results in the discernible
decline in the social position of x’s acquaintances to whom x passes his position.
Moreover, this affects most of the acquaintances of x’s acquaintances as well. The
longer the paths from x to others, the weaker the impact of x’s disappearance on
their social position is. Although the social position of each individual depends
directly only on their nearest neighbours, Eq. (7.1), any change in one part of the
network influences the entire community.

7.5.4. Test Environment for Email-based Experiments

The large-scale experiments that illustrate the idea of social position assessment were
carried out separately on two datasets: Enron employees’ mailboxes and the Wroctaw
University of Technology (WUT) mail server logs. Enron Corporation was the biggest
energy company in the USA. It employed around 21,000 people before its bankruptcy
at the end of 2001. A number of other researches have been conducted on the Enron
email dataset [Pri05, She05]. Some preliminary analyses on Enron dataset have been
presented in [Kaz07g, Kaz08c]. The second dataset contains logs collected by the mail
server of WUT and refers only to the emails incoming to the staff members as well as
entire organizational units registered at the university.

First, the data has to be cleansed by removal of bad and unification of dupli-
cated email addresses. Additionally, only emails from and to the Enron or WUT
domain were preserved. Every email with more than one recipient was treated as
fraction of the regular email. The strength of email communication S(x—y) from x
to y was used for this purpose:

EM(x—y)

S(x > y)= Z (7.16)

re x—)y

where EM(x—) - the set of all email messages sent by x to y; nj(x—y) - the num-
ber of all recipients of the ith email sent from x to y.

Based on the strength of the email communication from one user to another
the commitment C(x—y) from Eq. (7.6) can be redefined as follows:

S(x = vy)
n(x)

where n(x) - the total number of emails sent by user x.

Clx—y)= . (7.17)
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The general statistics related to the processed datasets are presented in Table 7.7.

Table 7.7. The statistical information for the Enrqn and WUT datasets

No. bf emails before cleansing 517,431 8,052,227
Period (after cleansing) 01.1999-07.2002 | 02.2006-09.2007
No. of emails after cleansing 411,869 8,052,227
No. of external emails (sender or recipient outside
the Enron/ WUT domain) 120,180 5,252,279
No. of internal emails (sender and recipient from

the Enron/ WUT domain) 311438 2.799,948

No. of distinct, cleansed email addresses 74,878 165,634

No. of isolated users 9,390 0
No. of distinct, cleansed email addresses from
the Enron/WUT domain (social network users)
without isolated members, the set M in VSN=(M, R), 20750 8813
Definition 7.1
Emails per user 15 479
No. of network users v.v1thm VSN with 15,690 (76%) 26 (0.45%)
no activity
Commitments extracted from emails 201,580 149,344
No. of non-zero relationships, C(a—b)>0 250,003 - 176,504
Associations per user 12.0 30.2
Percentage of all possible associations 0.0583% 0.517%

After data preparation the commitment function is evaluated for each pair of
members. To evaluate association commitment function C(x—vy) Eq. (7.17) was
used. The initial social positions for all members were established to 1 and the
stop condition 7=0.00001 was applied separately for each user. The social posi-
tions without and with time coefficient were calculated for six different values of
coefficient ¢, i.e. €=0.01, £=0.1, £€=0.3, £¢=0.5, £¢=0.7, and £=0.9.

7.5.5. Iterative Data Processing

The experiments conducted revealed that the number of iterations necessary to
calculate the social positions for all users tightly depends on the value of the pa-
rameter ¢, see Eq. (7.1): the greater the value of ¢, the greater the number of itera-
tions, Fig. 7.23. The number of iterations directly influences the processing time.
Thus, much more time is required to fulfil the same stop condition 7=0.00001 for
greater values of coefficient ¢, Fig. 7.23.
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Fig. 7.23. The number of necessary iterations and processing time in relation to &

Obviously, both the processing time and the number of iterations also depend
on precision level 7. The smaller the value of 7, the more calculations are necessary.

Efficiency of calculations can be essential in the case of large social networks
that contain many millions of nodes. The quantity of calculations can be reduced
by applying either a greater 7 or a smaller ¢. However, in both cases, it would
happen at the expense of precision, see Sec. 7.2.4.

100 ~
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Fig. 7.24. Percentage of duplicates within the set of node measures, separately for social
position SP with different values of €, degree prestige (DP), and degree centrality (DC)
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7.5.6. Diversity of Social Position Compared to Other Measures in Email-based
Social Networks

Social position measure appears to be more diverse than the other measures. This
can be visible especially while analyzing the number of nodes that possess the
same centrality value, Fig. 7.24. Social positions are better for every value of ¢,
compared to the degree prestige (DP) and degree centrality (DC). Note that de-
gree prestige function provides only 286 distinct values for Enron and 208 for
WUT. In the case of the degree centrality, there are only 383 distinct values for
Enron and 242 for WUT. For that reason, the percentage of duplicates exceeds
95% for degree measures whereas it is below 60% for social positions in Enron
and below 11% for WUT, Fig. 7.24.

7.5.7. Ranking Comparison in Email-based Social Networks

To compare rankings created upon different measures in the email-based social
networks, Kendall’s coefficient of concordance was used, Eq. (3.8). It was calculated
separately for each pair of user rankings based on the values of degree centrality
(DC), degree prestige (DP), and social position for different ¢, Table 7.8 and 7.9.

Table 7.8. Kendall’s coefficients for the Enron email dataset

=001 | =00 | o203 [ e=05 [ 05 [
£=0.1 0.9988
€=0.3 0.8727 0.8732
e=0.5 0.8623 0.8627 0.9850
e=0.7 0.8474 0.8478 0.9681 0.9822
e=0.9 0.8308 0.8311 0.9484 0.9620 0.9796

DC 0.0041 0.0041 0.0084 0.0081 0.0077 0.0074

Dp 0.0052 0.0052 0.0081 0.0079 0.0077 0.0746 0.3517

Table 7.9. Kendall’s coefficients for the WUT email dataset

e=0.01"
£=0.1 0.9782
e=0.3 0.9399 0.9612
£=0.5 0.9054 0.9262 0.9638
e=0.7 0.8691 0.8886 0.9237 0.9582
e=0.9 0.8197 0.8355 0.8652 0.8967 0.9366
DC -0.6874 | -0.6946 | -0.7083 | -0.6931 | -0.7353 | -0.7497
DP -0.6655 | -0.6716 | -0.6829 | -0.7215 | -0.7027 | -0.7099 0.7919
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The similarity of rankings based on social position calculated for different ¢ pro-
vided an obvious correlation: the greater the difference in ¢, the less similar the
rankings. However, for any two values of ¢, Kendall’s coefficient was relatively
high and always greater than 0.82. Hence, social position is a stable measure that
depends on ¢ to a limited extent.

Simultaneously, SP-based rankings were different than both DC- and DP-
based ones: Kendall's coefficient was from -0.75 (WUT) to only 0.07 (Enron). The
closeness between DC- and DP-based rankings was rather high: Kendall’s coeffi-
cient equalled 0.35 for Enron and as much as 0.79 for WUT. DC- and DP-based
rankings are close to each other and differ from SP-based because both DC and
DP provide a big number of duplicates and do not distinguish between users, see
Sec. 7.5.6. This shows that DC and DP deliver similar, limited knowledge about
users in the network whereas social position function is a diverse, meaningful
measure.

7.5.8. Top Network Members in Email Communication

After analyzing the individual ranking position based on the social position
measure, it appears that one of the highest positions in the Enron social network
is occupied by Kenneth Lay: the 5th place for £=0.01, the 2nd for ¢=0.1 and £=0.3,
the 1st for £=0.5 and £=0.7, and finally the 4th place for ¢=0.9. Kenneth Lay was
the former Chairman of the Board and Chief Executive Officer, who was accused
and sentenced for a broad range of financial crimes. Another Enron employee
Vince Kaminski, who was risk-manager and as one of the first uncovered the
frauds in Enron, takes the 9th place for £¢=0.01, the 5th for ¢=0.1, £=0.3, and £=0.5,
the 3rd for £=0.7, and finally the 1st place for ¢=0.9.

Top email users in WUT are: 1 faculty library, Science Information Centre,
4 individuals - network administrators, 1 trade union, Promotion Department,
1 dean, and Ph.D. Office.

The lists of top 10 email users in both organizations are rather stable regard-
less of the ranking function. This means that top users can change their rank posi-
tions in relation to e. However, the changes are rather insignificant and these us-
ers still remain on the top of the ranking lists.

7.6. Conclusions
Social position is a measure of the importance of a member in the social network

that reflects the characteristic of the member’s neighbourhood. Its value for a
given individual respects both social positions of the nearest acquaintances as
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well as their attention directed to the person considered. Thus, the social position
measure gives opportunity to analyze virtual social networks with respect to the
social behaviour of individuals, especially their mutual communication or com-
mon activities within internet services. In other words, social position makes use
of associations extracted from communication data.

Although the social position assessment is easier to perform in virtual social
networks, it can also be applied to evaluate the social status of individuals within
the regular weighted social networks in which the weights reflect the strength of
the relations.

Social position can be effectively estimated using the iterative way of calcula-
tion, i.e. SPIN algorithm, see Sec. 7.2.4. Its convergence as well as other features
like the fixed total and average value, and the limit superior have been proved in
a formal way, see Sec. 7.3.

The experiments have shown that the social position appears to be more
meaningful than some other measures like centrality or prestige, which are com-
monly utilized to assess the position of individuals in the social network, see Sec.
7.5. Contrary to other measures, the social position of each individual indirectly
takes into account the strength of all associations existing within the network, i.e.
the structure of the entire network.

The social position value of the member depends on positions of all members
in the network, whereas other measures either do not consider positions of others
like prestige and centrality measures (see Sec. 7.4) or they respect only the first-
level neighbours, e.g. eigenvector-like measures. Additionally, the final values
obtained by utilization of the eigenvector measures tightly depend on the initial
centralities, while the initial values of SP do not influence their final, limit values.

The social position function appears to be a powerful, stable and diverse
measure, which can be used to select key users for project teams, find new poten-
tial employees, search for the best potential consumers for advertising campaigns
or recommender systems [Kaz06b], and finally for use in target marketing
[Yan06]. It is applicable especially to large datasets like email communication
[Kaz08c, Kaz b].






8 summary

Associations occur wherever two or more objects get into relationships. They can
link sets, see Sec. 3, 4, 6, lists, see Sec. 5, or single pairs, see Sec. 7. Associations
play an important role in the modelling of complex structures and many applica-
tion areas like recommender systems, social networks or web content manage-
ment systems.

There are many different types of associations but in this monograph only
some of them were analyzed: indirect association rules, negative association
rules, sequential patterns with the negative conclusions, dynamic user-to-cluster
associations and associations between social network members.

Overall, associations can be either discovered or simply calculated from the
source data. In the former case, associations are unknown in advance and need to
be extracted from larger sets or source sequences. This especially refers to associa-
tion rules and sequential patterns. Since they typically are discovered from larger
datasets and operate on big numbers of objects, they usually require specialized,
efficient algorithms. Nevertheless, there also exist obvious associations that can
be simply calculated like relationships between humans extracted from the data
about their mutual activities or communication, see Sec. 7.

All types of associations may entail further processing and analysis. In most
applications, we have a vast amount of associations available. For that reason,
their interpretation can be complicated and often requires filtering or merging
mechanisms, see Sec. 4.4.2 and 5.5.2. Moreover, this filtering can be an integral
component of the association extraction process, like for example considering
only rules that match existing hyperlinks in the SPAWN algorithm, see Sec. 5.3.2.

The associations obtained can be utilized in a variety of ways. First of all, they
can be the input for other more condensed measures or indicators. Examples of this
can be complex association rules, which usually extend recommendation lists for
individual web pages, see Sec. 3, Positive and Negative Recommendation functions,
see Sec. 4 and 5, recommendation lists created upon user-to-cluster associations, see
Sec. 6, social position centrality measure in social networks, see Sec. 7.
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Only some selected application areas of different association types have been
considered in this monograph; including recommender systems, content man-
agement systems (CMS) and social networks. In particular, in the range of re-
commender systems, recommendations of pages - next steps in the web sites, see
Sec. 3 and 5.6, or assignment of web advertisements in the personalized way have
been studied, see Sec. 6. Within the web content management systems, the appli-
cation of positive and negative associations to hyperlink usability assessment was
analyzed, see Sec. 4 and 5.5. Besides, associations between humans in the social
network were applied to compute the importance of network nodes - social posi-
tion function, see Sec. 7.

8.1. Main Contribution

Every single section of this monograph makes its own unique contribution to
science. This in particular includes: new patterns in data mining, new algorithms
for pattern extraction, new measures, analysis of their profile and application
areas both for new and well-known patterns.

Novel patterns that differ from the others known in data mining, namely, in-
direct association rules and sequential patterns with negative conclusions were
introduced in Sec. 3 and 5, respectively. The former are derived from previously
mined regular association rules and reflect transitive relationships existing be-
tween objects, i.e. if there are two associations X—Y and Y—Z then there also
exists a partial indirect association X—Z through Y, see Sec. 3.4.1. All partial rules
from X to Z are aggregated into one complete indirect rule, see Sec. 3.4.2. Patterns
in which Y'is a set of items were considered in Sec. 3.4.3. Besides, combinations of
indirect and direct association rules in the form of complex association rules were
proposed in Sec. 3.4.5. They, in turn, were utilized in web-based recommender
systems. Experiments proved that indirect association rules can effectively extend
recommendation lists compared to similar lists based on only direct rules, see
Sec. 3.9. To discover both indirect and complex association rules the IDARM*
algorithm was proposed in Sec. 3.6.

Section 4 refers to application of already known patterns - positive association
rules and first of all negative association rules to verify existing links between ob-
jects. It has been performed in the web environment to assess usability of hyper-
links between web pages. To achieve this both positive and negative association
rules need to be merged and matched with hyperlinks. The matching is also carried
out during the extraction process, i.e. inside the proposed PANAMA algorithm for
mining both positive and negative association rules. The usability of both types of
association rules in hyperlink assessment was confirmed by experiments with the
participation of web content managers from Poland and the Netherlands.
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Another type of patterns - sequential patterns with negative conclusions is
proposed in Sec. 5. They are in a sense a fusion of regular sequential patterns and
negative association rules. The left-hand side of a sequential pattern with the
negative conclusion is a sequence which is negatively related with a set on the
right-hand side. Hence, a pattern g—»~X means that elements of set X hardly oc-
cur after the frequent sequence 4. The SPAWN algorithm for mining sequential
patterns with the negative conclusions based on maximum complements, which
constitute the projection database, is proposed in Sec. 5.3.2. Two implementation
areas that integrate sequential patterns with the negative conclusions together
with positive and negative association rules were analyzed in Sec. 5.5 and 5.6.

Section 6 describes the unique concept for personalized, adaptive web adver-
tising that integrates content and usage knowledge by means of dynamic associa-
tions, which link current user behaviour with the beforehand computed content
and usage clusters. The associations can change over time due to evolving user
interests. The connections between the clusters and the advertisers’ web sites en-
able suggestion of advertisements that are relevant to recent user needs and si-
multaneously are most likely to be clicked by the user.

Section 7 provides a new centrality measure for the social network - social po-
sition that makes use of associations between network members - humans. The
requirement set for the association weights - commitment function has been pos-
tulated in Sec. 7.2.2 and 7.2.3. The iterative SPIN algorithm for the evaluation of
social positions is presented in Sec. 7.2.4. A significant contribution is formal
analyses on social position profile, see Sec. 7.3. The features of social position
function were studied in the experimental way using large email datasets, see
Sec. 7.5. As a result, much greater diversity of social position values, compared to
the other measures, was observed.

Concluding, the essential contribution of the monograph includes:

1. New methods:

a) for extraction of indirect knowledge in the form of indirect and complex

association rules, see Sec. 3;

b) for extraction of negative knowledge, i.e. negative association rules, see

Sec. 4, and sequential patterns with negative conclusions, see Sec. 5;

c) for extension of recommendation lists using indirect association rules, see

Sec. 8;

d) for verification of the previously known associations, in particular, nega-
tive recommendations and verifications:

* hyperlink usability assessment based on positive and negative associa-
tion rules, see Sec. 4, as well as positive and negative sequential patterns,
see Sec. 5.5;

* verification of content-based recommendation lists based on positive
and negative usage patterns, see Sec. 5.6;
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e) for personalized and adaptive web advertising, see Sec. 6;

f) for evaluation of human importance in the social network, see Sec. 7.

2. New patterns in data mining: indirect association rules and complex asso-
ciation rules, see Sec. 3.4, sequential patterns with negative conclusions, see Sec.
5.3.

3. Four new algorithms: IDARM*, see Sec. 3.6, PANAMA, see Sec. 4.3.3,
SPAWN, see Sec. 5.3.2, SPIN, see Sec. 7.2.4.

4. A number of new measures and functions that facilitate application of dif-
ferent associations in various domains:

a) measures for new patterns: partial indirect confidence, see Sec. 3.4.1,
complete indirect confidence, see Sec. 3.4.2, complex confidence, see Sec. 3.4.5,
support and confidence for sequential patterns with negative conclusions, see
Sec. 5.3.1;

b) Positive and Negative Recommendation functions for the assessment of
hyperlinks, see Sec. 4.4.2, 5.5.2 and their combinations - positive and negative
verification functions, see Sec. 5.5.3;

c) ranking functions for recommender systems, see Sec. 5.6.2;

d) functions that reflect user behaviours, see Sec. 6.5.3, and advertising poli-
cies, see Sec. 6.5.4;

e) function for vector integration in web advertising, see Sec. 6.6.2;

f) social position function in the social network, see Sec. 7.2.1;

g) commitment function to measure strength of associations in the social
network, see Sec. 7.2.2,7.2.3, and 7.5.4.

5. Experimental and formal (in the case of social position) analyses of profile
and usability of the methods, patterns and measures presented.

8.2. Prior Verification of the Concepts

Prior to the publication of this monograph, the concepts and ideas elaborated
therein were verified by a number of anonymous reviewers, since these were
already presented at international conferences and in scietific journals.

Indirect association rules studied in Sec. 3 as well as their application to recom-
mender systems have been proposed as new patterns at first in [Kaz04a, Kaz04b]
then developed in [Kaz04g, Kaz05b, Kaz05d, Kaz05e], and finally in [Kaz a]. The
IDARM algorithm for mining indirect association rules was proposed in [Kaz05b]
whereas its modified version - IDARM* was introduced in [Kaz a].

The novel idea of both negative and positive verification of hyperlinks based
on association rules derived from web logs, see Sec. 4, has been proposed for the
first time in [Kaz06e] and then examined in [Kaz08f]. The latter also contains the
PANAMA algorithm for mining both positive and negative association rules with
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respect to its application to hyperlink verification. Negative association rules
were combined with sequential patterns with negative conclusions in [Kaz07c,
Kaz08b], see Sec. 5. Positive and negative patterns including simplified, 2-page
sequential patterns extracted from usage data have been utilized for the filtering
of content-based recommendation list in [Kaz07c]. Some selected applicable com-
ponents of the concept were patented [Kaz06f].

The new concept of sequential patterns with negative conclusions, see Sec. 5,
for only 2-page patterns was introduced in [Kaz07c], then extended for general
patterns in [KazO08b]. Finally, the SPAWN algorithm for mining sequential pat-
terns with negative conclusions, see Sec. 5.3.2, was published in [Kaz08a]. Be-
sides, their application to recommender systems was proposed in [Kaz07c], see
Sec. 5.5, as well as to hyperlink verification in [Kaz08b], see Sec. 5.6.

The new solutions presented in Sec. 6 have been at first developed as the
ROSA system [Kaz03b, Kaz03c, Kaz04d], including some extensions [Kaz04e,
Kaz05c, Kaz06a]. Next, the AAROSA system - personalized, adaptive web adver-
tising method was proposed in [Kaz04c, Kaz05a], and finally presented in the
most comprehensive way in [Kaz07a]. The survey on recommender systems that
also contains relations between recommender systems and various data mining
methods was published in [Kaz08g].

The results of the research on social network analysis and the application of
associations (relationships) for evaluation of social position of individuals were
published in a number of papers [Kaz06b, Kaz06c, Kaz07d, Kaz07f, Kaz08e,
Kaz08h, Mus08a, Mus08d], especially in [Kaz07e, Kaz07g, Kaz08c, Kaz b, Kaz c].
Some elements of the concept were also patented [Kaz06d].

8.3. Possible Extensions

All the concepts presented in the monograph can be the subject of further re-
search. In particular new application areas can be studied. This especially refers
to negative patterns, which actually can help to verify any previously known
knowledge (associations) obtained using other methods and data sources.

Indirect association rules can be considered with respect to some other mea-
sures different from indirect confidence, see Sec. 3, e.g. using measures
enumerated in [Tan02c]. It also refers to their possible combinations.

Sequential patterns with negative conclusions can be further studied, in par-
ticular in the experimental way, in terms of their usability in various application
domains.

Social position function can be engaged to extract key persons in the manage-
ment of working teams as well as in viral marketing. However, it requires some
additional analysis.
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A very interesting extension of almost all concepts presented in the mono-
graph is the dynamics of analyzed patterns and measures in the evolving envi-
ronments. Additionally, some incremental approaches for pattern extraction
could be very useful in the case of large and complex systems.
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Associations describe relationg
jects and can be extracted from
mining techniques. Some selected kinds of assomatuons like
positive and negative association rules, sequential patterns,
dynamic associations and associations between humans in
social networks are studied in the monograph. Two new pat-
terns are introduced, namely indirect association rules and
sequential patterns with negative conclusions.

There are also some application areas discussed: asso-
ciation rules and sequential patterns utilized to recommender
systems and hyperlink assessment, dynamic associations
exploited in web advertising and social network analysis.
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		Opisy pól		Zatwierdzono		Wszystkie pola formularza mają opis



		Tekst zastępczy





		Nazwa reguły		Status		Opis



		Tekst zastępczy ilustracji		Zatwierdzono		Ilustracje wymagają tekstu zastępczego



		Zagnieżdżony tekst zastępczy		Zatwierdzono		Tekst zastępczy, który nigdy nie będzie odczytany



		Powiązane z zawartością		Zatwierdzono		Tekst zastępczy musi być powiązany z zawartością



		Ukrywa adnotacje		Zatwierdzono		Tekst zastępczy nie powinien ukrywać adnotacji



		Tekst zastępczy pozostałych elementów		Zatwierdzono		Pozostałe elementy, dla których wymagany jest tekst zastępczy



		Tabele





		Nazwa reguły		Status		Opis



		Wiersze		Zatwierdzono		TR musi być elementem potomnym Table, THead, TBody lub TFoot



		TH i TD		Zatwierdzono		TH i TD muszą być elementami potomnymi TR



		Nagłówki		Zatwierdzono		Tabele powinny mieć nagłówki



		Regularność		Zatwierdzono		Tabele muszą zawierać taką samą liczbę kolumn w każdym wierszu oraz wierszy w każdej kolumnie



		Podsumowanie		Pominięto		Tabele muszą mieć podsumowanie



		Listy





		Nazwa reguły		Status		Opis



		Elementy listy		Zatwierdzono		LI musi być elementem potomnym L



		Lbl i LBody		Zatwierdzono		Lbl i LBody muszą być elementami potomnymi LI



		Nagłówki





		Nazwa reguły		Status		Opis



		Właściwe zagnieżdżenie		Zatwierdzono		Właściwe zagnieżdżenie










Powrót w górę

