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HAZARDS IN FULL-DISCLOSURE SUPPLY CHAINS

Abstract: Supply chain optimization is based on information shared with other partners or with
a trusted external decision maker. Some works in the literature assume the full-disclosure paradigm,
thinking that a peer increases the confidence in the alliance. In contrast to this claim, we underline
that each participant to the coalition has its own objectives which need to be re-conciliated with
the achievement of the common good. If achieving such common good requires completely missing
their objectives, participants may be tempted to adopt a non-cooperative behavior. For this reason,
supporting the representation and evaluation of information sharing risks is an important require-
ment for implementing advanced supply chain management procedures. In particular in this work we
discuss a methodology for analyzing information flow and identifying the data items that, if shared,
can increase the risk of non-cooperative behavior. Also we demonstrate that, under given conditions,
obfuscating this information can be a sufficient requirement for making cooperative behavior the best
strategy to be adopted by participants.

1. Introduction

Risk Assessment is a relevant problem in supply chain configuration. It is wide-
ly recognized [Juttner 2005] that supply chain models need to be enhanced to in-
clude means by which risks can be represented and addressed, increasing the sup-
ply chain’s resilience. Several publications mention how certain characteristics of
a supply chain might increase or decrease the risk of negative outcomes [Helferich,
Cook 2002; Norrman, Lindroth 2004]. On the other hand, analyzing methodologies
and tools available for supply chain management (e.g., those in the surveys [Brun
et al. 2005] and [Gunasekaran et al. 2004]) a scarce development of risk assessment
procedures can be noted; in particular, they do not address risks related to informa-
tion disclosure.
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Traditionally, the notion of Supply Chain Risk has been used to designate vari-
ous types of unfavorable events (see [Gaonkar, Viswanadham 2004] for a classifica-
tion), such as for instance volatility of the demand [Juttner et al. 2003], technological
or market dependencies [Hallikas et al. 2004], supplier concentration [Tang 2006],
scarce sources [Park, Ungson 2001], or social and natural environment [Peck 2005].
Also, as any collaborative alliance, supply chains need to be founded on trust among
parties, and the perception of a risk can even cause the abandonment of the supply
chain. Note that the risk assessment procedure, in case of information disclosure,
requires an analysis that radically differs from the methodologies usually proposed
in the literature. This is because much attention was paid to external factors [Juttner
et al. 2003; Peck 2005], undertaking risk assessment as qualitative evaluation of the
contingencies.

On the contrary, when focusing on information disclosure the risks to be identi-
fied are internal to the supply chain and relate to the actions one actor can undertake
for damaging the other partners, using the information shared in the supply chain.
Typical actions to be monitored consist in the introduction of fake information to
orient the distribution of orders in favor of itself. For this reason, a methodology
for assessing disclosure risk requires a representation of information flow, the data
items exchanged, and the identification of configurations that can lead to opportu-
nistic behaviors.

Collaborative supply chain management largely consists of the combined opti-
mization of supply and delivery within the virtual organization defined by the sup-
ply chain boundaries. Optimization is carried out to sustain competition with other
supply chains working in the same business area. Supply chain optimization is based
on data provided by each partner in the supply chain. In other words, each actor
needs to share information with other partners or with a trusted external decision
maker. Some works in the literature assume that increasing information sharing is
automatically a factor of quality, because it increases the confidence in the alliance
[Christopher, Lee Hau 2004; Lee Hau, Whang 2000]. This gives rise to full-disclo-
sure supply chains, i. e. supply chains where all information is made available to all
actors, e. g. via a shared white-board mechanism.

In contrast to this claim we underline that managing a supply chain implies the
resolution of a social dilemma [McCarter, Northcraft 2007]. Actually, each actor
participates to the coalition with its own objectives, which need to be re-concilia-
ted with the achievement of the common good. We can assume that individual ac-
tors will be willing to co-operate toward global optimization, seen as the coalition’s
common good; but if achieving such common good requires completely missing
their objectives, actors may be tempted to adopt a non-cooperative behavior, e.g. by
altering the information used for the global optimization in order to push the coali-
tion back to a situation fairer to them.

This conflict of interest and the resulting risk can be described as an information
sharing problem. The data to be shared may include information usually kept con-
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fidential within the company, like per-item production and transport costs, prices,
stock levels, and other inventory. Their release or sharing can induce an assessment
on the part of each actor of its own profitability. In other words, if revealed, this
information can lead to non-cooperative behavior on the part of some actor [Von
Lanzenauer, Pilz-Glombik 2002]. Therefore, supporting the representation of the
information shared is an important requirement for evaluating risk of information
disclosure in specific supply chain configurations.

In this work, we describe the framework for disclosure risk assessment we are
developing in the context of the SecureSCM FP7 project [Secure... 2008]. In parti-
cular, our goal is to analyze information flow in order to detect the data items that,
if shared, increase the risk of adoption of non-cooperative behaviors among partici-
pants. The paper is structured in the following way. Section 1 discusses the context
and the motivation of this work. Section 2 provides an overview on the model ad-
opted in order to configure the supply chain. Section 3 proposes a detailed exam-
ple, where the elements of our methodology are depicted. In particular, Section 3.1
describes the full-disclosure scenario. Section 3.2 shows that this scenario is prone
to attacks altering the information flow with fake declarations. Section 3.3 discusses
the possible countermeasures that can be adopted to reduce risk of attack.

2. Modeling supply chain enactment

The main purpose of our current research is monitoring information flow; par-
ticularly, we are interested in the data items that can be exploited by an actor in
order to augment its own profit at the expense of the common good. Such moni-
toring involves the assessment of the risk associated with an actor with respect to
a given data item. It is clear that the topological features of the supply chain being
established is of foremost importance for determining the probability of deviant
behavior by an actor. Consequently, an important prerequisite to an effective coali-
tion monitoring is a sound, expressive model for representing the coalition’s value
interchanges.

When selecting a feasible representation scheme for supply chains, we conside-
red a broad range of formalisms. As an example, Business Process Models (BPM)
(e.g. BPMN [Business... 2006], UML activity diagram [OMG 2003], etc.) provide
very expressive means to describe the actions that are carried out by actors as well
as the interaction between the distinct parties but the former are of little interest in
our scenario. Among this category of formalisms, we selected a modeling techni-
que which also allows for a graphical representation, the e*value model [Gordijn,
Akkermans 2003]. The formalism is grounding a tool for visual design of supply
chains and envisages a logic-based representation. Moreover, the tool supports the
generation of pre-formatted spreadsheets on the basis of the parameters defined in
a value model; aside default parameters, we introduce the formulas that are used in
the risk assessment analysis.
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With this goal in mind, we extended the e*value model with the parameters de-
fined by a specific SCM model, expressing the actors involved in the supply chain
and the information flow they generate when interacting with each other. For ad-
ditional details, please refer to [Ceravolo et al. 2008a].

capacity=1 00

capacity=70

declared_price=12 y

Figure 1. The e*value view of our SCM model
Source: own elaboration.

A sample supply chain expressed in this formalism is shown in Figure 1 and
depicts the example that will be considered in the following parts of this paper. It
consists of a manufacturer M selling its product (indicated by value object GOOD)
by means of resellers R and S. Each actor has a maximum capacity bounding the
distribution of goods; moreover, resellers are required to declare the sale price for
the value object to enable the supply chain enactment.

To evaluate the supply chain configuration we compare the indicators Maximal
Profitability, the supply chain configuration where profit is maximal, with the Sha-
pley Value, representing the fairness of the profit distribution. A description of the
equations expressing these indicators can be found in [Damiani et al. 2008] (respec-
tively equations 1 and 2).

For example, using the e*value tools and assuming a white-board scenario, we
will execute a simulation showing for which values of parameter declared price R
could move profit toward its Shapley by lying on the sale price (Figure 2), as better
described in Section 3.2. If this action is possible, the simulation demonstrates that
parameter declared price cannot be shared among actors without increasing the risk
of actor R to misbehave.
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NAME R R NAME R R
UID 4 4 UID 4 4
profit el 135 profit el 150
capcity 60.0000 60 capcity 60.0000 60
revenue e 270 revenue e 540
declared_price 9.00000 9 declared price 9.00000 13
shapley value él 180 shapley value el 180
(a) (b)

Figure 2. Tabular representation of SCM parameters of the example shown in Figure 1
Source: own elaboration.

We consider hereafter a specific example. In particular, in our example we will
show that adopting a full-disclosure paradigm allows actors to compute between the
revenue they get under Maximal Profitability conditions and their Shapley Value.
Having such information, actors can evaluate the introduction of fake information
to move the distribution of profits toward their Shapley Value. Several counterme-
asures can be taken in order to prevent opportunistic behaviors. In particular, we
will discuss the adoption of a configuration paradigm limiting the disclosure of such
information that are potentially risky for the overall supply chain.

3. An example of supply chain analysis

Our intent is to evaluate which actor, in the supply chain, is prone to adopt an
opportunistic behavior abusing of the knowledge of certain information.

The structure of the chain

We consider here a Supply Chain consisting in three actors: a manufacturer
M and two resellers R and S, subject to the following assumptions:

— the production capacity of the manufacturer is equal to 100 product units,
— the absorption capacity of the market is exactly equal to 100 product units,
— the reselling capacity of R is equal to 6, =60 at the price of 9 €,

— the reselling capacity of S is equal to 6,=70 at the price of 12 €.

Each reseller is aware of the other reseller’s capacity.

The maximum revenue of the chain is obtained when M gives 70 product units
to S and 30 to R: the maximum revenue amounts to 1110 €. The Chain as a whole is
interested in setting its working point on the optimum (we can assume, for instan-
ce, that from the revenue a percentage — say 20% — is taken so as to be re-invested
into common infrastructures, we will indicate this as the infrastructure-tax) for this
reason a rule is stated (but not necessarily enforced as we will see) whereby the
price, for each product unit, paid by the reseller to the manufacturer should be half
of the price at which the product is resold (from now on this will be indicated as the
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half-price rule). Consequently, M is prone to allocate products by first saturating the

capacity of the reseller which is most profitable to him: the manufacturer will drive

the chain towards the maximum, simply following an egoistic goal.
We will consider two main scenarios:

— in the first everyone behaves honestly, either by its own sake or due to the fact
that there is a strong enforcement of the half-price rule;

— in the second scenario resellers are allowed to lie over the reselling price (only if
they declare a reselling price higher than the actual one: it is strongly enforced
only the rule whereby no reseller is allowed to declare a lower reselling price);
the manufacturer M will give priority to the reseller which declares the highest
price.

In the first scenario we assume that resellers know each other’s reselling price.

In the second scenario we will assume each reseller is not aware of the other resel-

ler’s reselling prices.

3.1. First scenario: Everybody tells the truth

If everyone tells the truth:

— R pays to M 4.5 € apiece, whereas

— S pays to M 6.0 € apiece, hence

— M delivers first to S 70 units (obtaining 6 € apiece, for a total of 420 €),

— M then delivers to R 30 units (obtaining 4.5 € apiece, for a total of 135 €, a grand
total to M of 555 €).
The revenues and profit margins from the above mentioned product units are:

— S obtains a revenue of 70*12=840 € (a margin of 840—420=420 €),

— R obtains a revenue of 30*9=270 € (a margin of 270—135=135 €).

Table 1. Calculation of the Shapley Value at the optimum operation point of the supply chain

Contribution to the coalition
Permutation M R S

M,R,S 0 540 480
M,S,R 0 270 840
R.M,S 540 0 480
R,S,M 1110 0 0
S,M,R 840 270 0
S,R,M 1110 0 0

X 3600 1080 1800
Shapley Value 600 180 300

Source: own calculations.



Hazards in full-disclosure supply chains 33

The grand total revenue of the supply chain is 840+270=1110 €. Since we assu-
med the products where generated at zero cost, also the profit margin of the supply
chain is 300+630+180=1110 € (if we still assume the chain apply an “infrastructure
tax” of 20%, then the value reinvested in the chain is 222 €). Hence at the optimum
working point the profit margins to M, R and S respectively are 555, 135 and 420 €.

Shapley Value and Delta computation

If we compute the Shapley Value (for details of the computation see [Ceravolo et
al. 2008b]) of the individual actors M, R and S, however, we find out — as shown in
Table 1 — that they are 600, 180 and 300 € respectively. Reseller R in a white-board
situation can compute his own Shapley Value and find out that his own marginal
profit is far below his Shapley Value. Here the difference for R is A=180-135 €, i.e.
A=55 €. In percentage it is 55/135=0.41, i.e. 41%. Furthermore reseller R can notice
that reseller’s S marginal profit is far above her own Shapley Value. Hence a higher
propensity of reseller R to deliver an attack. As we will see, reseller R can hope to
gain from the attack 15/135=0.11, i.e. to recover 11% of the gap.

3.2. Second scenario: Reseller R lies over the retail price

Let us assume it is possible to lie over the retail price (in excess only), and that

R lies unilaterally. If R lies over his retail price and declares that he will sell at 13 €

(one euro more than the competitor, in place of the actual 9 €), he will pay to M an

amount 6.5 € apiece and will obtain the priority over S. (Note that we could imagi-

ne also that there is no half-price rule, and assume simply that R offers to M 6.5 €
apiece). If R declares (lying) that he will sell at 13 € while S states (telling the truth)
that she will sell at 12 €, then

— R paystoM 6.5 € apiece, whereas

— S pays to M 6.0 € apiece, hence

— M delivers first to R 60 units, obtaining a margin of 6.5 € from each, for a total
margin of 390 €,

— M then delivers to S 40 units, obtaining a margin of 6.0 € from each, for a total
margin of 240 €, and a grand total profit margin of 630 €.

From the mentioned product quantities:

— R obtains a revenue of 60*9=540 € (a margin of 540—-390=150 €),

— S obtains a revenue of 40*12=480 € (a margin of 480—240=240 €).
The overall revenue of the chain is 540+480=1020 €.

Impact
As a consequence of the attack:

— M, who has gained 630 €, has increased its own profit by 630—555=75 €;

— R, who has gained 150 €, has increased its own profit by 150—135=15 €, getting
closer to his own Shapley value of 180 € (Figure 2 gives an example of automatic
calculation of this A);

— S, who has gained only 240 €, has decreased its own profit by 420—240=160 €;
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— the overall chain has lost an amount of 90 € in revenue (if the chain takes 20%
“infrastructure tax” the value reinvested is 204 €: 18 € less than before).

3.3. Countermeasures against R’s attack in white board regime

Individual countermeasures

In a white-board scenario S can predict the above mentioned attack and can
prevent the attack by declaring that she will sell at 14 €: she will pay 7 € to M: her
per-unit margin goes from 6 € to 5 €, however she keeps the priority over R and
gets 70 units of products, corresponding to a marginal payoff of 350 € (against the
240 € left by R’s attack): at this point R can no longer attack, because to beat S’s bid
he should bid more than 7 € apiece, however already at 7 € his margin drops to 2 €
apiece, which at full capacity would get him 120 €, less than what he gets for telling
the truth.

Countermeasures based on economical incentives

In a white-board scenario the chain should find 150—135=15 € to give to R as
an incentive to dissuade him from attacking. Those 15 € could for instance be taken
from the 222 € of infra-structural tax at the maximum, this would still leave 207 €
to reinvest.

3.4. Countermeasures based on obfuscation

Let us assume there is no white-board and the resellers cannot know each other’s
prices. If R cannot see S declaration, he cannot know for sure what is the price at
which S will resell the products, but has to rely on probabilistic estimates, or priors.
It is reasonable to assume that his own prior about S price would be approximately
centered around his own actual reselling price (his own market perception).

If we examine all the strategies available to R and for each one compute the
expected marginal payoff on the basis of the prior probability distribution of the
values at which S could sell, we will see that R’s attack gets discouraged.

The available strategies to R consist in paying respectively 4.5, 5.0, 5.5, 6.0 and
6.5 € apiece we have seen that paying 7.0 € is not profitable to R. Now we will com-
pute the payoff of each strategy in case the strategy has success, then we will make
some hypotheses about the prior distributions and see, for each prior, the probability
of each strategy’s success: putting the information together we will compute for any
given prior the expected payoff of each strategy and see which is the strategy with
the highest payoff.

3.4.1. Strategies’ payoffs

Strategies consisting in paying less than 4.5 € to M are made impossible by the
system policy, whereas strategies consisting in paying 7.0 or more, as we have seen
above, are not profitable to R. The full range of viable strategies to R is the following:
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STR-4.5 Paying 4.5 apiece to M. This is equivalent to telling the truth. It will
win the priority (i.e. get to R the full capacity 60) only if S pays to M less than 4.5.

STR-5.0 Paying 5.0 apiece to M. Wins priority only if S pays M less than 5.0.

STR-5.5 Paying 5.5 apiece to M. Wins priority only if S pays M less than 5.5.

STR-6.0 Paying 6.0 apiece to M. Wins priority only if S pays M less than 6.0.

STR-6.5 Paying 6.5 apiece to M. Wins priority only if S pays M less than 6.5.

Let us look now at the marginal profit, i.e. the payoff of each strategy, conside-
ring that if it wins the priority will bring to R 60 product units otherwise only 30
product units:

STR-4.5 If successful, brings to R 4.5 * 60=270 € if not, the half 135.

STR-5.0 If successful, brings to R 4.0 * 60=240 € if not, the half 120.

STR-5.5 If successful, brings to R 3.5 * 60=210 € if not, the half 105.

STR-6.0 If successful, brings to R 3.0 * 60=180 € if not, the half 90.

STR-6.5 If successful, brings to R 2.5 * 60=150 € if not, the half 75.

3.4.2. Priors

From the point of view of R, when the other reseller’s prices are obfuscate eve-
rything works as if Nature were setting the price S to M at an unknown value taken
from a prior probability distribution of possibilities known to R.

An Example Prior

Let us assume for example that the prior known to R is the uniform density from
2.5 to 7.5: then the expected payoff of each strategy is:

STR_4.5: 4/10 * 270 + 6/10 * 135=189

STR_5.0: 5/10 * 240 + 5/10 * 20=180

STR_5.5: 6/10 * 210 + 4/10 * 105=168

STR_6.0: 7/10 * 180 + 3/10 * 90=153

STR_6.5: 8/10 * 150 +2/10 * 75=135

It turns out that the strategy consisting in “telling the truth” is the winning stra-
tegy, i.e. the strategy with the highest expected payoff.

Other example priors

The same conclusions hold if we use as a prior several other likely distributions,
such as the uniform density between 2.0 and 7.0 and the uniform density between
3.0 and 8.0. This holds also for the uniform located between 4.5 and 9.5:

STR_4.5: 0/10 * 270 +10/10 * 135 = 135

STR_5.0: 1/10 * 240 + 9/10 * 120 = 132

STR_5.5:2/10 * 210 + 8/10 * 105 = 126

STR_6.0: 3/10 * 180 + 7/10 * 90 = 117

STR_6.5: 4/10 * 150 + 6/10 * 75 = 105

Telling the truth R knows with certainty he will obtain the minimum, i.e. 135,
however, lying, in average gets only the things worse, in average: in all the above ca-
ses the cumulative of the density — which represents the probability that the strategy
succeeds in gaining the priority — does not increases rapidly enough to compensate
for the loss of marginal profit.



36 Paolo Ceravolo et al.

A special example prior

The case where R knows that the value paid by S is located uniformly between
4.5 and 5.5 is completely different. In this case:

STR_4.5: 0/10 * 270 + 10/10 * 135 = 135

STR_5.0: 5/10 * 240 + 5/10 * 120 = 180

STR_5.5: 10/10 * 210 + 0/10 * 105 = 210

Hence with this prior it is convenient to lie, adopting strategy STR-5.5, i.e. pay-
ing 5.5 € apiece. However this happens because the probability here is pretty locali-
zed: normally we can assume that after the obfuscation the knowledge of S’s value
with such a precision is not possible.

4. Conclusions

We discussed the adoption of a methodology for risk assessment of information
disclosure in the enactment of supply chains. We showed that adopting a full-dis-
closure paradigm allows actors to computer a A between the revenue they get under
Maximal Profitability conditions and their Shapley Value. Having such informa-
tion actors can evaluate the introduction of fake information to move the distribu-
tion of profits toward their own Shapley Value. The possible counteractions may
range from the introduction of economical incentives to the obfuscation of critical
information. Countermeasure based on obfuscation were discussed, demonstrating
that, under given conditions on the distribution of the prior probability, obfuscating
can be a sufficient action for making cooperative behavior the best strategy to be
adopted by participants.
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